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A. [bookmark: _Toc228405880]Introduction
Cybersecurity is very important for all organization today, especially as more work
arise using online platforms, cloud systems, mobile devices, and working remotely online. The Cyber and Security essentials module helps build basic knowledge about cybersecurity, how to protect systems networks and data from threats. It introduces core principles such as confidentiality, integrity, and availability (CIA triad), it also explained the key concepts including risk management, security controls and standards, policy and guidelines, 
governance, and regulatory compliance. 

In this context, the case of HealthPlus Analytics (HPA) serves as practical example to apply these principles.  As a healthcare technology company handling sensitive patient data, HPA operates in a high-risk environment where cyber threats such as ransomware, phishing, and unauthorized data access can have operational, legal, and reputational consequences. The scenario highlights how the widespread use of personal device, cloud-based services, and remote working practices can expand an organization’s attack surface and introduce new vulnerabilities.
This report draws upon the knowledge and skills developed throughout the module to critically assess HPA’s current security challenges and propose a comprehensive cybersecurity framework. It integrates theoretical concepts with practical applications, identifying threats, developing security policies, recommending mitigation measures, and designing monitoring and incident response strategies. Additionally, it emphasizes the importance of governance and user awareness in maintaining a resilient security posture.
Overall the aim is to demonstrate not only an understanding of cybersecurity fundamentals but also the ability to apply them systematically in a real-world organizational context, ensuring both regulatory compliance and the protection of critical information assets.











B. [bookmark: _Toc228405881]Tasks:
1. [bookmark: _Toc228405882]Identification of threats:
According to RFC4949, the term threats and attacks in security attack is define as: 
“Threats: a potential for violation of security, which exists when there is circumstance,
capability, action or event that could breach security and cause harm.”

“Attack: an assault on system security that derives from an intelligent threat. That is, an 
intelligent act that is deliberate attempt to evade security services and violate the security policy of a system” [1].

In the scenario of  HealthPlus Analytics (HPA) where it faces a challenges both internal and external problem, includes unauthorized access to patient data, data privacy breaches, identifying threats is important to understand how potential risks like ransomware, phishing etc. should develop to real cyber attacks that will compromise he system and its data. 
a. External Threats
· Ransomware Attacks: a malicious attack that jeopardize the systems and the data and the criminals behind it will demand ransom for restoration. Healthcare is one of the most targets due to its sensitivity and openness.
· Phishing and Social Engineering: this happens mostly in employees side, when they see I their emails, they maybe seen a phishing email pretending and asking to reveal credentials , or an email suggesting to download malware or any kind of external links.
· Cloud Security Breaches:  breaching cloud storage or weak access control can lead to unauthorized access to patient data.
· Distributed Denial of Service (DDoS): attacks that overwhelm the system, access denied by legit system.
· Advanced Persistent Threats (APTs): sophisticated attackers target sensitive data over long periods.
b. Internal Threats
· Insider Threats: employees or contractors whether accidents or intentional leaking the data.
· Weak Access Controls: excessive privilege control or poor authentication mechanisms increase risks.
· Human Error: misconfigured systems, weak passwords, or accidental sharing.
· Shadow IT: unauthorized use of personal devices or applications outside IT governance.
c. Environmental and Operational Risks
· Remote Work Vulnerabilities: Unsecured home networks and personal devices.
· Third-Party Risks: vendors and partners with insufficient security controls.
· Regulatory Non-Compliance: Failure to adhere to UK GDPR and NHS Digital Standards can lead to legal penalties and reputational damage.


This risks identification aligns with ISO/IEC 27001 Clause 6 (6.1.2) which require
systematic risk assessment  which establish and maintain security information, ensures that risk assessments make up a solid and comparable result, it identifies and analyse, treated and well-documented [2].

 This is also back up with UK GDPR Article 35 (Data Protection Impact Assessment) which calls the organization to evaluate risks when approaching sensitive data such as healthcare information [3].


















2. [bookmark: _Toc228405883] Security Policies:
Cybersecurity policy is a guideline explaining the organization’s security goals, guiding people on how to use/keep systems and data safe [4].
To address these threats, HPA needs to establish a comprehensive set of security policies aligned with industry best practices.
a. Information Security Policy
It encompasses the organization’s commitment to protect data and the systems.
It should outline the roles, responsibilities and acceptable use of IT resources.
b. Access Control Policy
· Enforce lease privilege principle
· Application of role-based access control (RBAC)
· Require multi-factor authentication (MFA) for all critical systems
-The implementation of MFA and RBAC supports ISO/IEC 27001 Annex A.8 access
control requirements [2] and NHS Digital Data Security Standard 4 for secure user access management [5].
c. Data Protection and Privacy Policy
· Ensure compliance with UK GDPR
· Define data classification level whether it is public, internal or confidential
· Establish data handling, storage and encryption standard
-Encryption method is align with ISO/IEC 27001 Annex A.8 [2] and NHS Digital Data Security Standard 2 [5], to ensure the confidentiality of patents data.
d. Acceptable Use Policy
· Regulate employee use of company devices and networks
· Restrict unauthorized software installations
· Define consequences for policy violations
e. Incident response Policy
· Provide a structure to identifying, reporting, and managing incidents
· Define escalation procedures and responsibilities
f. Bring Your Own Device Policy
· Require device encryption and endpoint protection
· Enforce secure access via VPN
· Allow remote wiping of compromised devices
g. Backup and Recovery Policy
· Regular automated backups
· Secure offsite storage
· Periodic testing of recovery procedures


The development of security policies aligns with ISO/IEC 27001 Annex A.5 [2] and
NHS Digital Data Security Standard 1 [5] ensuring clear accountability for protecting patient data and UK GDPR Article 25 (Data protection by design and default) [6], requires organization to integrate data protection into systems and process from the outset.


























3. [bookmark: _Toc228405884]Mitigation Measures
To fight cyber attacks, experts security develop intrusion detection system (IDS), this system can spot unusual activity by checking patterns of attacks and other anomalies [7].

        Cyber Security makes sure of confidentiality of data in a computer systems, software and hardware systems and all figures from cyber attacks [7].

In connection reducing risk exposure in the scenario, HPA should implement the following technical and organizational controls.
a. Network Security
· Set up firewalls and intrusion detection/prevention systems (IDS/IPS)
· Sparating networks to isolate critical systems
· Use secure VPNs for remote access
b. Endpoint Security
· Install antivirus and endpoint detection and response (EDR) tools
· Impose device encryption
· Routinely patch management and updates
c. Identity and Access Management (IAM)
· Implement MFA across all platforms
· Monitor user activity and detect anomalies
· Regularly review and revoke unnecessary access
d. Cloud Security
· Use secure cloud configurations and continuous monitoring tools
· Encryption of data at rest, in transit and in process
· Operate regular cloud security audits
e. Data Security
· Encrypt sensitive patient data
· Implement data loss prevention (DLP) tools
· Maintain secure backups
f. Ransomware Protection
· Maintain offline backups
· Use behaviour-based threat detection
· Train staff to recognize phishing attempts
g. Third-Party Risk Management
· Conduct vendor risk assessments
· Require compliance with security standards
· Establish clear contractual security obligations



-These measures align with ISO/IEC 27 001 Annex A.8 in access control and
data security [2] and NHS Digital Security Standard 4 [5] which is about managing user access, as well as UK GDPR ARTICLE 32 (Security of Processing) [8], which requires appropriate technical and organizational measures such as encryption and access control to protect personal data.
	     -This technical controls also align with the requirements of Cyber Essentials Plus which emphasizes essential protections such as secure configuration, access control, malware protection and regular system updates.























4. Monitoring and Incedent Response
-National Institute of Standards and Technology (NIST) offers complete guidance
that organizations can follow in improving and innovation information security, standards and technology.

-HPA needs to handle the threats in a structured process, with threats identified, risks
assessments done, controls applied and systems are monitored followed by staff training will ensure improvement to cybersecurity problem.
a. Monitoring Strategy
· Execution of Security Information and Event Management  (SIEM) system
· Consistently monitoring of networks, systems, and user behaviour
· Generate real-time alerts for suspicious activity
b. Incident Response Plan
· Detection: Identify threats via monitoring tools or employee reports
· Containment: Separate affected system to prevent spread
· Eradication: Eliminate malware or unapproved access
· Recovery: Restoration of systems using backups
· Review: Analyse incident then improve controls
c. Incident Response Flow
· Alert-Investigation-Containment-Eradication-Recovery-Lessons Learned
· NIST incident response have four stages: 1.Preparation for incident, 
2.detection and analysis, 3.containment, eradication and recovery, and 4. post-incident analysis.
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Figure 1 Sans Institute Incident Response Cycle 2003 [9]



	-“Traditional cyber incident response, even from the early days of widespread computer use, tended to take an approach of detecting an incident and then trying to halt, contain or mitigate it followed by a recovery phase to restore normal operation. Post-incident analysis was then used to identify potential improvements to the infrastructure and processes (if necessary). This approach is best illustrated utilising the SANS Institute Model (Northcutt, 2003) which added more detail to the cycle in 2003 (Figure 1).” [9]
-Continuous monitoring through SIEM supports ISO/IEC 27001 Clause 9 [2] and NHS 
Digital Data Security Standard 6 [5] for detecting and responding to security events and Annex A.5 and NHS Digital Data Security Standard 7 [5] ensured effective detection, report and management for incident response align with UK GDPR Article 32 [8], that requires regular testing and evaluation of security measures and UK GDPR Article 33 (Breach Notification) that requires, organization to report data breaches within 72 hours.


























5. [bookmark: _Toc228405885]Training and Awareness Program
Technology is growing fast, and one of the biggest challenges is protecting systems from cyber-attacks. A strong and proper security is needed especially with the rise of hacking groups or even the amateur kids hacking for prank is a big challenge and threat  to safety, confidentiality and integrity of data. “Naive information security practices among current and former employees of the organization have been the leading source of cyber threats, vulnerabilities, and penetrations, with between 72% and 95% of the threats coming from these sources, according to Price Waterhouse coopers research findings.” IT professionals are responsible to train employees about cybersecurity. Staff will know the risks, stay alert and make better judgement and decisions to protect the organization [10].
 To reduce human-related risks, HPA must implement continuous staff training: 
a. Security and Awareness Training
· Educate employees on phishing, ransomware, and  safe data handling
· Conduct simulated phishing exercise
b. Role-Based Training
· Provide specialised training for IT staff and data handlers
c. Policy Awareness
· Ensure all staff understand and comply with security policies
d. Continuous Updates
· Share regular updates on emerging threats and best practices
e. Compliance Training
· Educate employees on UK GDPR and  NHS Digital requirements’
-The ISO/IEC 27011 Annex A.6 [2] aligns with people and awareness controls. NHS Digital Data Security Standard 8 (Staff training) [5] and the UK DGPR Article 5 [11] (principles related to processing of personal data) Accountability Principle which requires the organizations to demonstrate the employees understand and follow data protection practices. 

As an IT Security Manager in HPA I assume I did well in helping to solve HPA cyber
problem. With these strategies, not only saving the confidentiality of patient information/data, and patient safety but also helping to stop delay and service disruption, and cutting the cost of the problem it may serve. Having these strategies in line, strong governance and continuing to improve base on evolving threats make a robust framework of cyber security.
A strong governance framework ensures cybersecurity is effectively managed. HPA
should conduct regular audits, risk assessments and reviews to improve its security posture.
	A regular back-ups and recovery plans are also important to ensure business continuity, especially in the event of ransomware attacks. HPA should maintain secure, automated backups and test recovery procedures regularly.


C. [bookmark: _Toc228405886]Conclusion
	The scenario demonstrates the challenges which HPA faces regarding cybersecurity problems. The recent incidents highlight gaps in access control, monitoring and employee awareness.
	By implementing strong security policies, deploying robust technical controls, improving monitoring and incident response, and investing in staff training, HPA can significantly enhance its security posture.
	A comprehensive governance framework will ensure on going compliance with UK GDPR and NHS Digital Security Standards while protecting sensitive patient data and maintaining organizational trust.
	This assessment demonstrates a structured understanding of cybersecurity policies and measures within a real-world healthcare context. By analysing HPA scenario, the response moves from theoretical concepts to apply practically to solve and address the vulnerabilities.
	By aligning with ISO/IEC 270001, NHS Digital Data and Security, and UK GDPR, the proposed framework ensures comprehensive approach that integrates security, governance and legal compliance. The combination of risk management, monitoring, incident response and staff awareness make up the importance of addressing cybersecurity through people, process and technology. 
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