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[bookmark: _Toc90905294]Abstract 
The safety for a company from cyber attacks is at an all time high with it estimated that every 39 seconds there is an attack on the web [1] making it virtual to get your cyber security on point this assignment will indulge on the policies and procedures needed to make a cyber security framework to protect customers, staff and the company.



Introduction 
Internet activity is growing at an extraordinary pace the amount of people accessing the internet in 2019 there were 3.926 billion users [1] using the internet and rised again in January of 2021 to 4.66 billion 2021 users [2] taking that the population of the world is 7.9 billion [3] that means 69.5 % of the world’s population were  using the internet daily.  With this increase of people using the internet so is how we shop internet shopping has an estimated 2.14 billion people worldwide ordering products online and ecommerce sales worldwide have a predicted forecast for 4.891 trillion dollars and are projected to reach 6.4 trillion dollars by 2024 [4].  With this rise companies must have frameworks to set to keep the company, employees and customers safe from cyber-attacks. This assignment will discuss and explaining different types of security frameworks and models and will be breakdown how a cyber security framework was created for CoffeBlue an online retail store.	Comment by Kimberley Jenkins: 69.5% is not 4.66 of 7.9.      its 58.9%. 58.9% is 4.66 out of 7.9	Comment by Kimberley Jenkins: reword this it doesn't make sense.	Comment by Kimberley Jenkins: that can
[bookmark: _Toc90905295]Cyber security framework is a list of policies and procedures to set guidance into how your company security runs, it sets out the do’s and don’ts for the company this assignment will be breaking down the fundamentals of 3 frameworks NIST (National Institute of Standards and Technology), CIS (Critical Security Controls), and ISO(International Standards for Information Security). While also creating a cyber security framework as well called DANS (Data and Network Security) and showing the steps and methods used for the framework.
What is a security frame work and models
Cyber Security Frameworks and Models are guidelines and protocols set out to improve the way companies run their companies. Theses policies and rules are guidelines to help improve the security and safety of shareholders, customers and help improve risk management to help companies tackle cyber-attacks and data breaches [5] [6] [7].
[bookmark: _Toc90905296]Different types of frameworks 
There are many different types of frameworks with different policies, procedures and practices to improving risk management some of these companies include.
· ISO, International standards for information security 
· SOC2, Service Organization Controls 2
· NERC-CIP, North American Electric Reliability Corporation critical infrastructure protection
· HIPAA, Health Insurance Portability and Accountability Act
· GDPR, General Data Protection Regulation  
· FISMA, the Federal Information Security Modernization Act 
· NIST, National Institute of Standards and Technology 
· COBIT, Control Objectives for Information and Related Technologies
· COSO, The Committee of Sponsoring Organizations 
· CIS, Critical Security Controls
With all these different types of frameworks it was decided to choose the top three that which had the most suitable procedures and steps which could be moulded to improve the CoffeeBlue online store framework. 
[bookmark: _Toc90905297]National Institute of Standards and Technology (NIST)
NIST is a government funded entity which uses a risk based approach to managing cybersecurity risks and attacks it is broken down into three sections the framework core, the framework implementation and the framework profiles each part of the framework are set out to strengthen the connection between the companies drivers and employee and customers [8] [9]. 
[bookmark: _Toc90905298]Framework core 
The framework core is a coordinated set of activities and desired outcomes which are common among cybersecurity infostructure sectors to set the operation and the end result which include standards, guidelines and practices for all levels of the company.  The structure of the core gets broken down into sections [10].
Functions 
Functions control set the tasks to their highest level there used to organize information, detecting risk, improving management decisions and addressing threats from previous attacks and from prevent further ones.
The core functions are broken down into five consecutive parts which consist of [11] [8] [12]
· Identify - Risk assessment inventorying it assists to create a comprehensive risk management strategy 
·  Protect - Implementing and creating processes to ensure data protection done by providing access controls, adequate employee training 
· Detect - Have procedures in place to detect when a cybersecurity attack happens 
· Respond - Develop and implement protocols to take effect to respond to cyberattacks 
· Recover - If the company is victim to a cyber attack recovering and restoring to a working model is time-consuming. The time the company is offline isn’t just time-consuming and bad for the company's reputation, it's also a loss of earnings. Therefore detailed planning and test procedures must be set out so the company is prepared.
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[bookmark: _Toc90905470]Figure 1- NIST Functions [13]

Categories 
Categories branch cybersecurity outcomes into different categories which are connected to the function for example if risk assessment was in a category, it would be assigned to the identify function or data security would be set in category next to the function protect [8] [10] [14]. 
Subcategories 
Subcategories are the most strategic level of the abstraction of the core. They are outcome driven statements on improvement or how to create cybersecurity programme these are issues which can different from company to company and can be set out by the company [10] [14]. 
Information references 
 Information references are citations from other standards and guidelines to help guide any issues showing previous problems similar to and other ways to solve [10] [14].
[bookmark: _Toc90905299]Framework Implementation tiers 
Theses tiers provided the severity on how a company views the cybersecurity risk and the procedures in place to evaluate the risk. Breaking down the risk into tiers from 1 to 4 while determining a tier the company should consider its current risk management practices and the legal requirements needed for the business and its main objectives and constraints [12] [15].
The tiers are: 
1. Partial this tier describes business with no security processes setup and having limited cyber security this is a good stating point for companies with small budget.
2. Risk informed companies which understand and have some cyber security in place but might not address or understand the need to address cybersecurity issues quick enough 
3. Repeatable if for companies aware to risks and cybersecurity and are addressing theses issues 
4. Adaptive is advanced understanding of cybersecurity needs and practices and have procedures in place ready to tackle cybersecurity before it happens and can change to suit needs.

[bookmark: _Toc90905300]Framework profile 
A framework profile acts for the outcomes based on the needs that the business has chosen from the framework sections and subsections. Profile can be arranged as the standards and guidelines to the framework core it is the calibration within the company requirements, risk tolerance and resources needed for the company to add and remove [10].
[bookmark: _Toc90905301]ISO 27001 
The international organization for standardization (iso) is an international standard framework which set out guides and polices to help manage risk and sets standards and regulations to help improve cyber security and improve the management of your employees, customers and business [16] [9] [17].  
The standards which are set out by the iso 27001 are broken down into 12 subsections the following subsections are [18] [19] [20] [21]: 
· Introduction on what information security and why it is important to manage risks 
· Scope covers all requirements for an information security management system (isms) to apply to all different types of organizations 
· Normative references explains and comparisons between the iso 27000 and the iso27001 
· Terms and definitions explains the terminology used within the iso27001 standard
· Context of the organization discusses the reasons why a stakeholder should be involved when creating the isms 
· Leadership helps management understand and to follow the isms polices and procedures 
· Planning gives an outline into the steps needed to cover risk management 
· Support how to tackle information and setting roles for the responsibilities 
· Operation discusses how risks should be manged and the steps in place to meet these standards 
· Performance evaluation guidance on how to monitor and improve the performance of the isms 
· Improvement explains and helps to constantly update procedures to improve security 
· Reference control objects and controls explains and provides elements needed for an audit.
Iso 27001 controls are a set of standards and details for what is needed to be implemented into your cyber security to improve your isms it is divided into 14 audit categories can be found in annex a of the framework the theses 14 audit categories are [22] [23]: 
· A.5 information security policies this annex is designed to make sure polices are written and guided to the direction of the organisation security priorities.
· A.6 organisation of information security are controls on how the duties get allocated and incorporates the controls for cell phones and teleworking 
· A.7 Human assists security controls business proceeding during working hours and after working hours
· A.8 asset management indulges into physical assessed and data assets looking at ownership, assists, acceptable use and return of assists 
· A.9 access control this go into detail about how to use for registering users, deleting users, managing privileges and access rights and restrictions.
· A.10 Cryptography provides information regarding key management process and cryptographic controls
· A.11 physical and environment security explains and sets out about theft, lost or damaged organisation information while also covering theft and damaged sensitive data 
· A.12 operation security malware security, backing up to prevent data loss, operation software, operating systems and helps exploit system weakness 
· A.13 communication security indulges into network security management to ensure confidentiality and deals with information regarding 3rd parties 
· A.14 system acquisition, development and maintenance to ensure that information remains the main goal of the lifecycle and explains security procedures for internal and public network usage
· A.15 supplier relationships setting guidelines and making sure assists are not affected by suppliers and agree to the same level of security 
· A.16 information security incident management setting out roles and responsibilities to correct teams and employees to utilise the framework
· A.17 information security aspects of business is to mange business distrubtion and security is continued to be managed 
· A.18 compliance making sure you company follows all laws and ethics and mitigating the risk of non-compliance
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[bookmark: _Toc90905471]Figure 2-ISO 27001 Controls [24]

[bookmark: _Toc90905302]COBIT 2019
COBIT is a cybersecurity framework which govances and manages information and technology the COBIT framework get broken down into two distinct sections goviance and management these two different sections embark different parts of the framework using different requirements, organization structure. 
Governance 
· Governance ensures that stakeholders needs and opinions are approached and made to fit the framework.
· Direction is set through decision making and prioritising tasks 
· Rules are create using performance and compliance are manged by monitoring the objectives
· Governance objects are grouped Evaluate, Direct and Monitor (EDM) domain. In this domain, the governing body evaluates strategic options, senior management choose the startagey options and monitors the achievement of the stragery 
Governance is the responsibility of the board of directors usually with the chairperson who decides the responsibilities to be delegated to different teams throughout the company at the appropriate level.

Management 
Management structure plans, builds runs and perfects tasks set by the governance body to achieve and manage tasks, management objectives grouped in four domains 
· Align, plan and organize (APO) outlines the overall procedures and activities needed for integration testing I&T
· Build, acquire and implement (BAI) definition, acquisition and implementation of integration testing and integrating to the company business processes. 
· Deliver, Service and Support (DSS) focuses on the delivery aspects of I&T deliver value to the organisation and the support processes and enable I&T services 
· Monitor, Evaluate and Asses (MEA) monitors and addresses the performance of I&T with internal control objectives, performance targets and external requirements.
Goals cascade 
Alignment goals can be set if using the governance or management structure, alignment goals have primary link and set of procedures to complete tasks the alignment goals are set as: 
• AG01: I&T compliance and support for business compliance with external laws and regulations • AG02: Managed I&T-related risk • AG03: Realized benefits from I&T-enabled investments and services portfolio • AG04: Quality of technology-related financial information • AG05: Delivery of I&T services in line with business requirements • AG06: Agility to turn business requirements into operational solutions • AG07: Security of information, processing infrastructure and applications, and privacy • AG08: Enabling and supporting business processes by integrating applications and technology • AG09: Delivering programs on time, on budget and meeting requirements and quality standards • AG10: Quality of I&T management information • AG11: I&T compliance with internal policies • AG12: Competent and motivated staff with mutual understanding of technology and business • AG13: Knowledge, expertise and initiatives for business innovation Enterprise goals that have a primary link to the listed alignment goals are included on the left-hand side of the detailed guidance in Chapter 4 covering the goals. Enterprise goals include: • EG01: Portfolio of competitive products and services • EG02: Managed business risk CHAPTER 3 STRUCTURE OF COBIT GOVERNANCE AND MANAGEMENT OBJECTIVES 19 • EG03: Compliance with external laws and regulations • EG04: Quality of financial information • EG05: Customer-oriented service culture • EG06: Business service continuity and availability • EG07: Quality of management information • EG08: Optimization of business process functionality • EG09: Optimization of business process costs • EG10: Staff skills, motivation and productivity • EG11: Compliance with internal policies • EG12: Managed digital transformation programs • EG13: Product and business innovation 
[bookmark: _Toc90905303]Critical Security Controls V8 (CIS)
CIS is a Not-for-profit organization set out to make the world a better place through promoting, validating and developing cybersecurity practices to help protect all aspects of your company from network devices, operating systems, cloud and server software. With CIS being free to access it is easy for companies to implement the framework to their company. CIS is also perfect for stat-up companies unsure about how to implement and what policies and regulations should be implanted CIS has broken down into different types of implantation groups depending on if your company is just starting up or you’re a fortune 500 company. It also has easy scalability so when a company is ready to progress it can still keep the original guidelines and can expand without compromising the company [9] [25] [26].
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[bookmark: _Toc90905472]Figure 3-CIS implementation groups [27]


When Implanting CIS framework it was created that 18 controls would explain and help guide policies and the procedures need to help from cyber attacks each control gets broken down into 4 parts which include [26] [28]: 
· Overview a purpose description of the controls defensive action
· Why is the control critical, describes the importance of the control to protect attacks and how attacks can take advantage of the company if the control is not in place.
· Procedures and tools, a more detailed description into the processes and technologies which that enable the control implementation and Systematization.
· Safeguard description A table of the specific actions that should be implemented to complete the control 
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[bookmark: _Toc90905473]Figure 4- CIS Controls [29]
The image above shows all the controls for the CIS V8 framework the image was deciding on when investigating frameworks originally version 7 was researched but was later found V8 has been realised and has upgraded certain controls to help improve the framework to improve on redundancy and move forward with fully cloud and hybrid environments [30].
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When comprising the above cyber security frameworks it’s a difficult task to determine one better than the other in retrospect the sole purpose of theses cybersecurity frameworks is to aid and improve the way companies set out there procedures and polices to keep the company safe from cyber-attacks, although they all have similar traits there are a few points for all companies involved for instance ISO 27001 has a lot more depth and sub sections to go deeper into keeping the company safer but comes at a price this ideal for big companies but starting companies wont have the capital or the resources or wouldn’t need such an in-depth framework this is where CIS V8 is a good choice set out guides and procedures for all business models to help smaller business come to terms with frameworks with access to grow there framework when ready while having a basic safety framework to progress from. NIST is also free and was created from the USA military which and has been used previously also with government bodies which already shows the success which can be achieved when being implemented to your framework. Looking forward to CoffeeBlue framework all 3 frameworks aspects of each will be implemented to make the framework a success.

[bookmark: _Toc90905305]CoffeeBlue 
CoffeBlue is currently a billion-dollar company with serious issues currently the business is running with out a framework taking the findings from previously researched a framework will be built and documented showing the riskassment and security procedures set in place for the CoffeBlue company.
[bookmark: _Toc90905306]Framework 
Data And Network Security (DANS) framework was designed for the CoffeBlue company the framework was designed with the knowledge gained from the previous task for researching and breakdown of how NIST, CIS V8 and ISO27001 frameworks work to help structure what is need to create a competent framework [31] [20] [30] [32].
DANS framework gets broken down into four security responsibilities:
· Pinpoint - Organizing and understanding of the company environment to manage risk of networks, resources and data to understand what policies and procedures are needed to be constructed. 
· Shield - take appropriate actions to detect cyber-attacks quickly and efficient
· Catch - if a cyber-attack occurs procedures and policies must be set in place ready to deal help understand and set the correct steps to deal with the attack
· Retaliate - if a cyber-attack happens a plan of action must be set out to detain or stop the attack to protect the company, staff and customers.




[bookmark: _Toc90905474]Figure 5 DANS framework

[bookmark: _Toc90905307]Controls 
Controls are process and procedures set in place to determine and plan the actions needed to determine problems which arise in an organisation and to protect the organisation the controls get set in section of the framework depending on the need for the framework for DANS framework get broken down from the security responsibilities previously discussed. 
To find a breakdown of all the controls used in the DANS framework continue to appendix A.


[bookmark: _Toc90905308]Risk Managment
Risk management is an ongoing assessment which prioritizes identifying, assessing and responding, to manage risk assessment. Risks are inevitable there is always going to be the possibility But identifying these problems is key to risk management and have the procedures ready in place that is the most important factory have procedures already in place to correspond when risks could happen to be happening.  Risk strategy system must be in place to set out which risk are more likely to happen to set out emergency and prioritise [15] [33] [32]. 
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[bookmark: _Toc90905475]Figure 6- Risk Matrix
The image above shows a risk matrix this works to help evaluate the potential of the risk to determine the probability of that risk occur and the level of impact the risk can face below are some factors which have been added to the risk matrix to show how the risk matrix works.
1. Lost or stolen BYOD device the probability is that the product can be stolen or lost is medium accidents happen but with the security measures in place it is a low chance that anyone will be able to access the network from the device so the risk is low. 
2. Phishing emails/ ransomware with 75 percent of organizations around the world experienced Phishing attack in 2020 [34] with this static in mind the probability was high that a phishing attack could happen and the impact was sent to high if a phishing attack was successful it could corrupt every device and hold the organisation Ransome costing the company millions to fix and get back up running for this reason the risk was set to high.




[bookmark: _Toc90905309]Access Control 
Access control is a key component to cyber security it dictates who is allowed access to the network and the level of access the user has through authentication and authorization access control policies make sure that the user says that is the correct person and the limit of data that they can access or not access control can also be used to secure the network structure. Access control isn’t just limited to the network restriction and limited access control can be set to making sure customers and staff which are not working in certain sectors of the building are refused access to the building [35] [36]. 
A prime example of this is the company’s server room if there were no access limitations set anyone could access the server room and could hack or attack the company and potentially cost the company a lot of money. This could include key card access, face recognition, fingerprint. 
Steps to creating access control as follow:
· Setting restrictions or access to privileges to employees 
· Separate networks for customer and staff 
· Set security procedures to access the network remotely including passwords and fingerprint and key cards for access in the companies building 


[bookmark: _Toc90905310]Bring your own device (BYOD)
Bring your own device is where employees work on there own device it could be at the office or any other location these can cause issues regarding the priorities and security measure set in place by the company some security protocols to have in place when running a BYOD company are [37] [38] [32]
· All devices must run an always on VPN to connect to the network 
· Restrictions during working hours on what staff devices can access 
· All staff devices must have the company’s anti-virus installed 
· Company has complete access to the device except any privacy laws governed by Government
· setting time frames so employees can’t access the network unless have been grated extended entry or are executive or a manager
· personal devices must have mobile device management (MDM) software installed to store all company information including emails and calendars employees must only store data in this area.
· employees must change their password every 30 days 
· employees must have Remote wipe software installed on their device in case of theft or loss of device 
· when terminating a employee contract all employees must bring device to it to remove software
· in case of device stolen or lost and device unable to be accessed all information must be encrypted
· all software security updates must be installed by midnight of day of release or will automatically install next time device is running
· if an employee is working remote a router with WPA2 or WPA3 must be used to help with encryption

[bookmark: _Toc90905311]Backup software & extra network 
Making sure the Network has limited downtime is essential having a backup network will help when updating the network in the case of this a backup network will be deployed so there will be no downtime and once the network has finished updating will run again there can be issues when running new software and updates to the network and can leave the network vulnerable to attacks internal and cyber if a cyber-attack. With a backup network if there is issues with the new updated network then it can be switched back to the older network until the issues are fixed [39].

[bookmark: _Toc90905312]Malware and security procedures 
Malware is malicious code, which is used with the intent to destroy, steal the integrity and confidentiality of victims data and applications to deal with attacks following steps must be taken [39]:
· antivirus software must be run on all devices 
· all company emails must be scanned with virus detection software before email can be received
· only application assigned by the company are allowed to be installed 
· run a firewall 
[bookmark: _Toc90905313]Network infrastructure management 
Network infrastructure network is a must to help protect against attacks. Network is comprised of many factors which make up the network infostructure this can include devices, access points, routers, switches and fire walls if not properly managed can become easy targets for attacks and unwanted access [40]. 
Companies should set out procedures and processes to make sure the network has the capabilities for having a secure network this can include:
· creating a network security architecture
· crating and continuously improving a security process 
· maintain and upgrading network diagrams and documentation 
· ensuring all default passwords are changed and change passwords frequently and set restrictions on type of passwords used  

To find more information on creation of this policy please find information in appendix A
[bookmark: _Toc90905314]Conclusion 
The steps taken to produce the DANS framework to be implemented into the CoffeBlue organisation network was created to help improve the security and the steps needed to improve the way the company functions taking everything researched in task 1 a hybrid framework of all the best aspects of the Iso27001, NIST and CIS V8 frameworks where used, is it a success only time will tell it set the base and set out what needs to be achieved but it will always need to be looked at and tweaked depending on what is needed for the company and the risk the company faces the only way forward for the CoffeBlue is to adapt and scale the framework to needs and must to keep the company safe from cyberattacks.





Bibliography

[1] 	statisa, “statisa,” 27 january 2021. [Online]. Available: https://www.statista.com/statistics/273018/number-of-internet-users-worldwide/. [Accessed 2 november 2021].
[2] 	static, “static,” 10 september 2021. [Online]. Available: https://www.statista.com/statistics/617136/digital-population-worldwide/. [Accessed 2 november 2021].
[3] 	worldometers, “worldometers,” [Online]. Available: https://www.worldometers.info/world-population/. [Accessed 2 november 2021].
[4] 	M. Mohsin, 20 June 2021. [Online]. Available: https://www.oberlo.co.uk/blog/online-shopping-statistics. [Accessed 2 November 2021].
[5] 	J. Granneman, “SearchSecurity,” [Online]. Available: https://www.techtarget.com/searchsecurity/tip/IT-security-frameworks-and-standards-Choosing-the-right-one. [Accessed 1 Decmeber 2021].
[6] 	ShaShank, “edureka,” 01 Decmeber 2021. [Online]. Available: https://www.edureka.co/blog/cybersecurity-framework/#typescyber. [Accessed 14 Decmber 2021].
[7] 	“tech slang,” [Online]. Available: https://www.techslang.com/definition/what-is-a-security-framework/. [Accessed 14 Decmber 2021].
[8] 	AWS, “NIST Ctber Security Framework (CSF),” Amazon Web Services , 2021.
[9] 	“missing report,” [Online]. Available: https://preyproject.com/blog/en/cybersecurity-frameworks-101/. [Accessed 16 Decmber 2021].
[10] 	N. I. o. S. a. Technology, “Version 1.0,” 2014.
[11] 	Blog, “Security Scorecard,” 16 July 2020. [Online]. Available: https://securityscorecard.com/blog/nist-cybersecurity-framework-to-assess-vendor-security. [Accessed 14 Decmber 2021].
[12] 	N. I. o. S. a. Technology, “Version 1,” 2014.
[13] 	packt, “packetpub,” [Online]. Available: https://subscription.packtpub.com/book/security/9781789616194/9/ch09lvl1sec80/the-nist-cybersecurity-framework. [Accessed 8 november 2021].
[14] 	C. Nexus, Implemting the NIst Cybersecrity Framework, Rolling Medows: ISACA, 2014. 
[15] 	A. Kohnke, K. Sigler and D. Shoemaker, “Implementing Cybersecurity,” in A Guide to the National INstitute of Standards and Technology Risk Managment Framework, Boca Raton, CRC Press, 2017, pp. 2-11.
[16] 	ISO, “international standards iso 27006,” ISO, Switzeland, 2007.
[17] 	NQA, ISo 27001 information security implemntation guide, 2013. 
[18] 	S. G. Watkins, An introduction to information security ans iso27001, Cambrigeshire: IT Governace Publishing, 2008. 
[19] 	BSI, ISO/IEC 27001. 
[20] 	INB, ISO IEC 27001, 2005. 
[21] 	N. Vista, “novel vista,” 07 july 2021. [Online]. Available: https://www.novelvista.com/blogs/quality-management/iso-27001-annex-a-explained. [Accessed 17 decmber ` 2021].
[22] 	B. Kenyon, ISO 27001 controls, Ca,bridgeshire: IT Governce , 2019. 
[23] 	D. Koustic, ISo 27001 Annex A controls in plaine english, Zagreb: Adivesera expert solutions , 2016. 
[24] 	Admin, “QFS Management System LLP,” 2 june 2021. [Online]. Available: https://qfscerts.com/2021/06/02/iso-27001-certification-information-security/. [Accessed 11 November 2021].
[25] 	i. assurance, “secure team,” 23 june 2021. [Online]. Available: https://secureteam.co.uk/articles/information-assurance/whats-new-in-cis-controls-v8/. [Accessed 18 decmber 2021].
[26] 	C. S. Controls, CIS Critical Security COntrols V8, CIS, 2021. 
[27] 	C. security, “ciseurity,” 2021. [Online]. Available: https://www.cisecurity.org/case-study/school-district-enhances-cyber-hygiene-with-cis-controls/. [Accessed 14 november 2021].
[28] 	L. Marotta, “rapid 7,” 07 april 2020. [Online]. Available: https://www.rapid7.com/blog/post/2020/04/07/8-steps-to-successfully-implement-the-cis-top-20-controls-in-your-organization/. [Accessed 18 decmber 2021].
[29] 	S. institue, “sans,” 21 May 2021. [Online]. Available: https://www.sans.org/blog/cis-controls-v8/. [Accessed 14 November 2021].
[30] 	CIS, “help net security,” 19 may 2021. [Online]. Available: https://www.helpnetsecurity.com/2021/05/19/cis-controls-v8/. [Accessed 19 december 2021].
[31] 	A. Well-Artchitecte, “AWS.Amazon,” [Online]. Available: AWS.Amazon. [Accessed 14 decmebr 2021].
[32] 	M. E. Whitman and H. j. Mattord, Managment OF Information Security, Boston: Cengage, 2019. 
[33] 	L. Irwin, “it governacne,” 29 april 2021. [Online]. Available: https://www.itgovernance.eu/blog/en/what-is-an-iso-27001-risk-assessment-and-how-should-you-report-on-it. [Accessed 22 Decmber 2021].
[34] 	M. Rosenthal, “Tessian,” 16 september 2021. [Online]. Available: https://www.tessian.com/blog/phishing-statistics-2020/. [Accessed 20 december 2021].
[35] 	A. T. Tunggal, “UpGuard,” 14 september 2021. [Online]. Available: https://www.upguard.com/blog/access-control. [Accessed 14 December 2021].
[36] 	U. o. h.-W. O'ahi, “University of hawai'I-West O'ahi,” [Online]. Available: https://westoahu.hawaii.edu/cyber/best-practices/best-practices-weekly-summaries/access-control/. [Accessed 16 Decmber 2021].
[37] 	NHS, “NHS,” [Online]. Available: https://www.nhsx.nhs.uk/key-tools-and-info/procurement-frameworks/clinical-communications-procurement-framework/bring-your-own-device-policy/. [Accessed 16 Dember 2021].
[38] 	“SHRM,” [Online]. Available: https://www.shrm.org/resourcesandtools/tools-and-samples/policies/pages/bringyourowndevicepolicy.aspx. [Accessed 17 decmber 2021].
[39] 	N. i. o. s. a. technology and national cybersecurity of center of excellence , protecting data from ransomeware and other data loss events, NIST. 
[40] 	c. s. &. i. agency, “cybersecurity & infustracture security agency,” 30 june 2020. [Online]. Available: https://www.cisa.gov/uscert/ncas/tips/ST18-001. [Accessed 20 dember 2021].
[41] 	N. r. m. framework, “NIST,” [Online]. Available: https://csrc.nist.gov/projects/risk-management/sp800-53-controls/release-search#!/controls?version=4.0. [Accessed 18 november 2021].











[bookmark: _Toc90905315]Appendix A

[bookmark: _Toc90905316]Controls 
	ID
	title
	Description 
	procedure
	Security
	More info

	1.0
	Assets and inventory control 
	All inventory all devices, including all devices not connected to network. All virtually and remotely connected devices
	Keep an up-to-date inventory of all enterprise stock and assets
	Pinpoint
	CIS V8 1.1
ISO 27001 A12.6, A18.2
NIST SP 800-53 rev.4

	
	
	
	Utilize a discovery too to identify all accessed to company network
	shield
	CIS V8 1.2

	
	
	
	Block and disable any device not authorised access to network
	retaliate
	CIS V8 1.3

	
	
	
	Use tools to update all internet prtocols IP to update inventory
	identify
	CIS V8 1.4
ISO 27001 A6.1
NIST SP 800-53 rev 4

	1.1
	Control of software 
	Managing  software installation
	Keep a log of all software used 
	identify
	CIS V8 2.1 

	
	
	
	All unauthorised software must be deleted. Must be reviewed ever 30 days or more frequently
	Retaliate
	CIS V8 2.3

	
	
	
	use version control to ensure only correct versions are run 
	Shield 
	CIS V8 2.7


	1.2
	Access control 
	Setting guidelines for the access of the network
	Create and manage an inventory of all users accounts including adminstatory users 
	Pinpoint
	NIST SP 800-53 rev 4 ,
ISO 27001 A.9.1., A.9.2, A11


	
	
	
	Set password quidlines to include letters, numbers characters etc 
	Shield
	CIS V8 5.2
ISO 27001 A9.1,A9.2, A11

	
	
	
	Block any unknown accounts on network 
	Shield 
	CIS V8 ;5.2
ISO 27001 A9.1,A9.2,A.11

	
	
	
	Limit Access to parts of the network determined on level of access 
	Shield 
	CIS V85.3
CIS V8 6.7
ISO 27001
A.9.1, A9.2, A.11

	1.3
	Email and web browser protection 
	Strategies to protect from email and browser threats 
	Setting rules to only use browsers set by the company and email accounts must be created for the user 
	Shield 
	CIS V8 9.1
NIST SP 800-53 rev 4
ISO 27001 A9.2

	
	
	
	Use DNS filtering services to block access to unknown domains 
	Shield 
	CIS V8 9.3
NIST SP 800-53 rev 4
ISO 27001 A9.2

	
	
	
	Block all unauthorised web plugins 
	Shield 
	CIS V8 9.5
NIST SP 800-53 rev 4

	1.4
	Malware Control 
	Protection against attack and viruses 
	All devices must have companies anti virus
	Shield 
	CIS V8 10.1 
NIST SP 800-53 rev 4
ISO 27001 A.10.4

	
	
	
	All devices must be up to date before accessing the network
	Shield 
	NIST SP 800-53 rev 4
ISO 27001 A10.4

	
	
	
	Configure ant malware software to check when any removable media (example usb memory stick) is added to a device
	Catch 
	ISO 27001 A10.4 
NIST SP 800-53 rev 4 
CIS V8 10.4

	1.5
	Recovery of data 
	In case of lost or stolen data
	Set a data recovery process, update documentation frequently
	Shield
	CIS V8 11.1
NIST SP 800-53 rev 4

	
	
	
	Automated backup of data once a week at set time 
	Shield
	CIS V8 11.2
NIST SP 800-53 rev 4 

	
	
	
	Protect data Recovery with security procedures
	Shield 
	CIS V8 11.4
NIST SP-800 53 rev 4 

	1.6
	Network Monitoring
	Protect against threats 
	Security event alerting for the entire enterprise, log and analysis correlation
	Catch 
	CIS V8 13.1
NIST SP 800-53 rev 4

	
	
	
	Perform network traffic filter between segments of the network 
	Shield
	NIST SP 800-53 rev 4

	
	
	
	Manage Access control for all remote devices 
	Catch
	NIST sp 800-53 rev 4
ISO 27001 A.11

	
	
	
	Port level Access include user device authentication 
	Shield
	CIS V8 13.10
NIST CP 800-53 rev 4

	1.7
	Training
	Training to keep awareness on cyber attacks
	Create an awareness program to educate employees 
	Shield 
	CIS V8 14.1
ISO 27001 A.13

	
	
	
	Train employees to stay up to date about new viruses such as phising and tailgating 
	Shield 
	CIS V8 14.2
ISO 27001 A.13

	
	
	
	Train staff how to identify security breaches and reporting correctly 
	Shield 
	CIS V8 14.6
ISO 27001 A.13
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Implementation Group 1 CIS Sub-Controls for small, commercial off-the-

An organization with limited shelf, or home office software environments
resources and cybersecurity where sensitivity of the data is low will typically
expertise available to implement  fall under IG1. Remember, any IG1 steps should
Sub-Controls also be followed by organizations in 1G2 and 1G3.
Implementation Group 2 CIS Sub-Controls focused on helping security

An organization with moderate teams manage sensitive client or company
resources and cybersecurity information fall under 1G2. 1G2 steps should also
expertise to implement Sub- be followed by organizations in 1G3.

Controls

Implementation Group 3 CIS Sub-Controls that reduce the impact of

A mature organization with zero-day attacks and targeted attacks from
significant resources and sophisticated adversaries typically fall into IG3.
cybersecurity experience to 1G1 and 1G2 organizations may be unable to

allocate to Sub-Controls implement all 1G3 Sub-Controls.
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