ACCB6000 Lab environment setup

Week 1
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Figure 1: Ethical Hacking lab environment overview



1 Lab environment

For this course we will be using several virtual machines but the four
essential now we will for sure use are below:

Kali, Metasploitable, OWASP, DVWA and Windows can be found in
https://www.osboxes.org/ and https://www.vulnhub.com/

Once your files are downloaded, you will need to install Virtual Box.

You will also need a virtual machines manager application. There are

many you can use and you are free to use the one you are comfortable
with. I usually use virtual box in my labs as they don’t consume
much resources. Other options such as VMware, hyperv, gemu, etc..

For this course we will be using Oracle Virtual box. You can download
Oracle Virtual box from this Virtual Box downloads link.

You need to make sure you are downloading the correct version -
depending on your host Operating system

You do not need to download all virtual machines; some are not relevant
for your module.

< For this module you will need the following VMs

Kali Linux 2019.3 and Kali Linux 2024.3

Windows 7 Machine- Not needed until later in the module

Metasploitable

- OWASP and DVWA

< You will then need to import the three VMs you have downloaded. You
can import in Virtual box by either click on the downloaded file directly
and following instructions or by clicking on import to locate the file and
import to virtual box as shown below.
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Figure 2: Import VMs into VirtualBox

1.1 Virtual machines setup




2 Network Setup
2.1 Internet Connected VM

Sometimes, you need your Kali Linux VM to be connected to the
Internet.

< You never need to connect the Win7 machine or the OWASP
machine to the Internet

The steps below will be the same for any VMs that you want it to be
connected to the Internet (to the network your host machine is connected to)

< Select the VM you need to change settings for and click on Settings.
(Fig3)
- Select Network (Fig4)

< Choose in the drop-down menu of Attached to the option NAT. This is
network Address Translation. This will give your virtual machine access
to the network resources of your host machine. It will use the same IP
address of your host machine to connect to the Internet. (Fig4)

Figure 3: Choose Settings
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Figure 4: Select Network and choose NAT

2.2 Isolated Network
Internet Connected Network

. Most of the labs will need this network setup unless the lab specifies

otherwise

There are two methods to configure your lab network environment. We
will look at both and how you can set up your network to use any of them.

You will need to first create a Virtual network by following the steps
below.

— Click on File on the Virtual box program and select Host Network
Manager Fig5
— Click on Create Figb
1. If you want to setup your network IP addresses manually for each
machine then make sure DHCP is not enabled as in Fig6
2. If you want to enable DHCP. tick the DHCP box as shown in
Fig7
. Now you need to make sure that your VM network settings uses the virtual
Network you created.

— Click on Settings as in (Fig3)
- click on Network as in (Fig8) and choose Host Only Adapter. You
should see the Network Name as Virtual Box host-only adapter.
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Figure 8: Host Only Adapter Settings

< To check your ip address, in any of those virtual machine devices you open
a terminal and type:

- ifconfg

- In Windows you can open a command line Interface by clicking on start
and typing cmd.

- ipconfg

sudo dhclient ethl

2.2,1 Manual IP Setup

< To check your ip address, in any of those virtual machine devices you open
a terminal and type:

— ifconfg

- when we selected host only network we created a private network between
our VMs that is completely isolated from the external world.

- We need to make sure both VMs are on the same network.
- On Kali Linux machine terminal type:

— sudo ifconfg etho 192.168.56.100 netmask 255.255.255.0 Fig9
. On OWASP/Metasploitable machine terminal type:

— OWASP: sudo ifconfg etho 192.168.56.101 netmask 255.255.255.0
Figl0

- Metasploitable: sudo ifconfg etho 192.168.56.102 netmask
255.255.255.0 Figl0

- On Windows 7 machine

- Go to control panel and select network and Internet as in Figl1



Select Connect to a network as in Figl2

Change Adapter Settings as in Figl3

Select Local Area Network. Right click on it with your mouse pointer
and select properties as in Figl4

Select Internet Protocol Version 4 (TCP/IPv4) and click on properties
as in Figl5

— Put the setting as shown below and shown in Figl6

~ IP address : 192.168.56.103
~ Subnet Mask: 255.255.255.0

- Default Gateway: 192.168.56.1 This Might be different for your
machine. You will need to check the IP address given for the
virtual box host only Network on your host machine
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Figure 10: Manual Setup for OWASP IP address
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Figure 13: Windows: Change Adapter Settings
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Internet Protocol Version 4 (TCP/TPw4) Properties @

General

T You can get IP settings assigned automatically if your network supports
N this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

7) Obtain an IP address automatically
@ Use the following IP address:

IP address: 192 . 168 , 56 . 102
Subnet mask: 255 .255.255. 0

Default gateway: 192 . 168 . 56 . 1

Obtain DNS server address automatically
@ Use the following DNS server addresses:

Preferred DNS server:

Alternate DNS server:

i [] validate settings upon exit IM
==

Figure 16: IP address, subnet and gateway

3 Test connectivity

. You can test connectivity on the terminal by using ping command to ping
the vulnerable machine from kali or the other way around

— To ping the vulnerable machine from kali ping 192.1268.56.100

. when we selected host only network we created a private network between
our VMs that is completely isolated from the external world.

- Remember for any two devices to communicate. they need to
be on the same network.

< We need to make sure both VMs are on the same network with the host
machine only.

. On the Vulnerable machine terminal type:

— sudo ifconfg etho 192.168.56.100 netmask 255.255.255.0
. On Kali Linux machine terminal type:

— sudo ifconfg etho 192.168.56.101 netmask 255.255.255.0

You also test connectivity between kali Linux and the wvulnerable
machine by opening a browser on the kali Linux machine and entering in the
address bar the ip address of the vulnerable machine.

< You should see the OWASP Broken Web Applications Project page as
shown below
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< If connectivity test fails between any of the Linux machines and the
Windows 7 machine. Switch of the frewall as the security of the victim
machine is out of the scope of this module.

- owaspbwa OWASP Broken Web Applications - Mozilla Firefox
@ owaspbwa OWASP Br... x | +

b ®)192.168.56.100 ¢ |Q search -
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Figure 17: OWASP page

4 Update Kali Linux and install app

For our labs, we will need a browser attachment called OWASP mantra
. Update repositories for Linux by typing
— sudo apt-get update
. Install OWASP mantra by typing
— sudo apt-get install OWASP-mantra-f

Access OWASP Mantra

< To access OWASP Mantra < click on Applications < 03- Web
Application Analysis < Web Vulnerability Scanners

- Install git < open a terminal and type sudo apt-get install git
< Web Vulnerability Scanners




5 Getting to know web applications on a vulnerable
VM

OWASP-bwa contains many web applications, intentionally made vulnerable
to the most common attacks. Some of them are focused on the practice of
some specific technique while others try to replicate real-world applications that
happen to have vulnerabilities.

1. With OWASP VM running, open your Kali Linux host’s web browser
and go to http://192.168.56.101. You will see a list of all applications
the server contains as shown in Fig5.

2. For Damn vulnerable Web Application. Use username admin and
password admin. We can see a menu on the left; this menu contains links
to all the vulnerabilities that we can practice in this application: Brute
Force, Command Execution, SQL Injection, and so on.

3. OWASP WebGoat.NET. This is a .NET application where we will be
able to practice fle and code injection attacks, cross-site scripting, and
encryption vulnerabilities. It also has a WebGoat Coins Customer Portal
that simulates a shopping application and can be used to practice not only
the exploitation of vulnerabilities but also their identification

The applications in the home page are organized in the following six groups:

. Training applications: These are the ones that have sections dedicated
to practice-specific vulnerabilities or attack techniques; some of them
include tutorials, explanations, or other kind of guidance.

. Realistic, intentionally vulnerable applications: Applications that
act as real-world applications (stores, blogs, and social networks) and are
intentionally left vulnerable by their developers for the sake of training.

. 0ld (vulnerable) versions of real applications: Old versions of real
applications, such as WordPress and Joomla are known to have exploitable
vulnerabilities; these are useful to test our vulnerability identification
skills.

. Applications for testing tools: The applications in this group can be
used as a benchmark for automated vulnerability scanners.

. Demonstration pages / small applications: These are small applications
that have only one or a few vulnerabilities, for demonstration purposes
only. OWASP demonstration application: OWASP AppSensor is an interesting
application, it simulates a social network and could have some vulnerabilities
in it. But it will log any attack attempts, which is useful when trying to
learn; for example, how to bypass some security devices such as a web
application firewall.
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Figure 18: OWASP Web Interface

6 Setting up python 3 in Linux
< Install python

- sudo apt-get install pythonz2.7

— Let us remove all other dependencies that we are not using. sudo
apt-get autoremove

7 Problems that you can possibly face

We faced some problems in the class. I want to avoid having those problems
every week as it will take away from our lab time.

1. on VMware, make sure your virtual network is connected as in (virtually
connected)

2. on Vbox, you need to create a virtual box network interface first

3. If you cannot see any virtual interface on your computer and you are using
VMware type sudo systemctl restart VMware.

4. On kali Linux, changes you made in your network interface were not taking
effects until the network manager service was restarted by using sudo
service network-manager restart
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5. In some machines, you need to change the USB setting for the VM to USB
1.1 as shown in fig below. This applies for any machines that throw the
USB error.
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