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Technology and the internet have shaped modern society giving individuals the power to share their knowledge, beliefs, information and images on a global scale almost instantly with the touch of a button. The internet provides access to live news updates on a global scale, It provides an instant purchasing facility whereby products are selected, paid for and dispatched in minutes and has become an essential form of communication through messaging apps, video call and social media (Dentzel, 2019). The internet has further provided a platform for individuals to promote and create sub-cultures. A sub-culture is a self-organised tradition of shared interests, beliefs, customs, lifestyles, norms, style or tastes. A shared social tradition which can include aspects such as language, social norms and beliefs. People are either born into a culture or they chose to be part of a sub-culture (Spacey, 2016). 
The vast majority of the adult population around the world now uses the internet in some form, modern day electronic devices have a way of store your personal information and data allowing a quick and efficient experience when taking part in activities such as shopping online, logging into regular accounts online such as email, one drive or even websites such as You Tube (Benbasat, 2003). This may make life easier for individuals and shorten the amount of time that is spent manually logging into websites and apps or the checking-out when ordering goods online, however, it also makes all of us the perfect target for cyber deviance (Stefan Iovan, 2009). An example of cybercrime or cyber deviance is when the perpetrator uses their specialist knowledge to be able to access your private information saved on your internet devices (name, number, address, date of birth, bank details), and proceeds to use this information in a criminal way. 
There are many different individuals who can benefit from using the internet to commit crime because you can access the internet all over the world, from nearly every location and it can be difficult to detect. The use of a TOR proxy server/Onion router motivates the adoption of anonymous communication, which would work perfectly for criminals (Gbenga, 2016). 
Islamic state is a terrorist organisation who rely heavily on the internet to spread their extremist views and ideology to other individuals around the world. The group has used the power of the internet to post violent videos and offensive views on their social media platforms as well as try to encourage others to join them. Islamic States aim by using the internet to their advantage is to popularise their way of life and enable the organisation to grow in numbers by radicalising individuals from around the world to join their cause (Awan, 2017). 
Burner phones are a cheap, prepaid mobile phone that the individual using it, generally doesn’t intend to use long term. These phones have traditionally been purchased with cash to avoid any kind of paper trail that would tie the phone number to the user. Burner phones are widely used to aid criminal activity, from dealing drugs, trafficking, terror offenses and more. These devices are heavily relied upon by criminals because they are cheap to purchase and hard to trace ( NonPub, 2016). An example of when terrorist have used technology and the internet to aid their violent plans to attack is the Paris terror attacks in 2015, terrorists used burner phones to keep in touch with each other and coordinate their attack, burner phones can also be used to activate bombs, only the maker of the bomb will know he specific number they have set to ring from the burner phone, and this will activate the bomb device to explode. After the burner phone has been used for its purpose it can then be destroyed having cost very little money and to prevent authorities identifying those responsible for the crime. Al Qaeda terrorist organisation allegedly used google earth in the planning of their terror attack on Yemen 2006, which resulted in a failed attempt (Holt, 2016). 
A lone acting, 28-year-old extreme right terrorist, carried out 2 attacks on mosques in New Zealand 2019. The two attacks lasted 36 minutes and resulted in 51 deaths and further 40 serious injuries. Benton Tarrant committed the deadliest attack in New Zealand’s history. Tarrant filmed the attacks via a go-pro camera and fed the video feed onto social media platform ‘Facebook live’. Tarrant also anonymously logged into website 8chan to announce his upcoming attack just ten minutes before the first attack took place, describing the Muslim community he attacked ‘invaders’ (Martin, 2019). 
Since Tarrant’s attack in 2019, some governments have limited the availability of right-wing extremism propaganda, the New Zealand prime minister at the time launched the Christ church call, an initiative to ban terrorist and extremist materials online and to restructure media reporting. Within weeks of the attack new gun control laws were introduced (Ministry of Foregin Affairs and Trade, 2019).
Cyber Security is one of the most important, yet difficult challenges that our government and law enforcement face to date. It is hard to believe that the same technology which enables crime to be solved, can also be the reason the crime enabled to be committed in the first place. We need to enhance our responsive cyber capabilities on a global scale, including the use of cyber forensics to overcome this world-wide challenge (Saunders, 2016).
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