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Part 1
b) An example of a IoT (Internet of Things) Vulnerability for Industry is the lack of device management. What this means is that devices that are used to handle or store data are not maintained or updated with the latest security patches which can leave open loopholes for hackers to use and manipulate.
Another example of a IoT vulnerability for energy systems is the lack of physical hardening. What this means is that someone can physically gain access to the device and then leave a way for them or someone else to gain remote access to the device and control it remotely.
However, for healthcare a IoT vulnerability is the use of insecure or outdated components. What this means is that in the healthcare network not every device will be the top of the range or newest device and might not get replaced because it still works, but by not replacing this old device it might have some security flaws in it that leave the network exposed or vulnerable.
For Government, a IoT vulnerability again is the use of unsecure or outdated components as some devices on the networks are outdated but are left running as they still get the job done, by doing this they are leaving open potential loopholes for hackers to gain access to, another thing is insecure data transfer and storage as there has been cases where people have tried moving data physically and it has been lost in transit.
c)With the Microsoft customer support data breach, apparently it was down to human error which caused the data to be visible from the outside as the servers were apparently misconfigured which allowed people to be able to see about 5 servers which contained some customer support information. Most of the data on there was anonymised but some of the servers that was exposed apparently seemed to just be mirrors of the other server, so it was just duplicate information. So at the end of the day it was down to Microsoft setting up the servers incorrectly which shows that one of the biggest threats of security is us.

Task 2
1 The victims of the attacks were the customers which had their data leaked due to servers being misconfigured which allowed them to be accessed online
2 The person that spotted the servers online was a security researcher which was able to gain access to them through a browser
3 The servers were exposed from Dec 5 to Dec 31st 2019 which if people knew how to gain access to it they can access the information.
4 The systems that was targeted was Microsoft Azur servers which contained Customer support information 
5 There was no motivation for the attack, it was due to misconfiguration of the servers on Microsoft’s end
6 The outcome was some of the Customer Service logs and Customer information might have leaked but most of the information would have been redacted.
7 The vulnerability was just human error when setting up the server which left it exposed. Hackers who are targeting the Microsoft Azur servers as it contained a lot of customer emails which they can use to exploit and potentially send phishing emails to.

8 The vulnerability exists as it requires someone to setup the servers and mistakes were made when setting up the server which resulted in it being visible and accessible from the outside.

9 In the future to limit the vulnerability they can get multiple people to double check the configuration of the servers to make sure that it looks like it is set up correctly and will not cause any problems.

Part 2
1)
1.   (ISC)2: CISSP-ISSMP - Information Systems Security Management Professional 

2.   ISACA: CISM - Certified Information Security Manager

3.   ISACA: CRISC - Certified in Risk and Information Systems Control

4.   AWS Certified Security - Specialty

5.   ISACA: CISA - Certified Information Systems Auditor

6.   CompTIA: Security+

7.   (ISC)2: CCSP - CCSP Certified Cloud Security Professional

8.   EC-Council: CEH - Certified Ethical Hacker

9.   CompTIA CySA+ (Cybersecurity Analyst)

10. Google Cloud Platform Professional Security Engineer[footnoteRef:1] [1:  https://www.forbes.com/sites/louiscolumbus/2020/06/16/top-10-most-popular-cybersecurity-certifications-in-2020/] 


2)

1. ISACA: CRISC - Certified in Risk and Information Systems Control
“The CRISC designation demonstrates the holder is able to identify and evaluate IT risk and help their enterprise accomplish its business objectives. Since its inception in 2010, more than 20,000 professionals worldwide have earned the CRISC to affirm their business and IT risk management competence, and their ability to design, implement, monitor and maintain effective, risk-based information systems controls.”
Requires Exams: 4
Domain 1 – Information Security Governance (24%)
Domain 2 – Information Risk Management (30%)
Domain 3 – Information Security Program Development and Management (27%)
Domain 4 – Information Security Incident

All ISACA certification exams consist of 150 multiple choice questions that cover the respective job practice areas created from the most recent job practice analysis.
You have 4 hours to complete the exam.

2. CompTIA: Security+
The Security+ Certification Prep Course provides the basic knowledge needed to plan, implement, and maintain information security in a vendor-neutral format. This includes risk management, host and network security, authentication and access control systems, cryptography, and organizational security. This course maps to the CompTIA Security+ certification exam (SY0-501). Objective coverage is marked throughout the course.
Required Exams: 1
CompTIA Security+ SY0-501 exam

3. (ISC)2: CCSP - CCSP Certified Cloud Security Professional
The CCSP recognizes IT and information security leaders who have the knowledge and competency to apply best practices to cloud security architecture, design, operations and service orchestration. It shows you’re on the forefront of cloud security.
Required Exams: 1 
CCSP Exam

3) Two jobs in the last two weeks 
4) 23k -30k
5) They don’t seem to list a specific degree, but they say “A degree (preferably relevant to ICT) is essential or equivalent work experience and specialist knowledge is required”
6) Dosent state any in the 2 listing that I can see
7) Some other legal hacking resources that I can find online are
	Hack.me – hosts many different apps and allows customer challenges to be built and published by the community so there is always something new
	Hack The Box  - This is an online platform which allows you to test yous hacking skills to penetrate and exchange ideas with other members.
	Hack This Site – is a website which has a large community with multiple projects in active development so there is always something new to do and learn
	And a lot more[footnoteRef:2] [2:  https://blog.elearnsecurity.com/free-resources-to-legally-practice-ethical-hacking.html] 
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