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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
Features of IPv6

What is an IPv6

“IPv6 is a 128bit alphanumeric string that identifies an endpoint in the internet Protocol Version 6 addressing scheme. IPv6 addresses are preferred by professional users such as network engineers, tech companies, datacenters and mobile carriers.” [1]

Three Types of IPv6
There are three different types of IPv6 addresses Global Unicast Addresses, Link Local Addresses and Unique Local Addresses. Global Unicast Addresses this address makes you able to route on the internet. A Global Unicast is the same as IPv4 public addresses. Link local Addresses are internal addresses. This means its not routed to the internet. These are used internal networks. Unique Local Addresses is the other type of internal address. This is equivalent to IPv4. [2]


Large Address Space:
A feature of IPv6 would be the available space over IPv4 addresses. An IPv4 has a 32-bit address space and the IPv6 address space is 128 bits. These both are the equivalent of 32bits=4 byte and 128 bits=16byte. With IPv6 having a large address space it allows it to have better hierarchical allocation of address and efficient route aggregation. Because it has a large amount of addresses you can use the NAT (Network Address Translation). [3] This is where a firewall or any network device assigns public address to a computer. This can be done inside of a private network. Overall the reasons you use NAT or Network Address Translation is to reduce the number of public IP addresses in a certain organization. This is done for many reasons, but the main reasons are for economy and security purposes. [4]

Improved Header Format
In IPv6 fields are removed if they are not needed or optional. This is then moved to the extension part. This can be found after the IPv6 header. Because there are less fields the processing performance is improved. When an enhancement is done usually all routers need to do a checksum but IPv6 error detection is done with data-link layer technologies checksums of the end-to-end connection at transport layer. [5]
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Smooth Transition
There is a scheme in IPv6 that allows you to enable allocating devices globally unique Ip addresses. This saves IP addresses without needing to use network address translation (NAT). An example of this would be VoIP being able to stream media more efficiently. [6]

“Other fact is, the header is less loaded, so routers can take forwarding decisions and forward them as quickly as they arrive” [7]

End to End Connectivity
In a system they have IP addresses. These IP addresses are unique and can travel across the internet. This doesn’t need to use Network Address Translation (NAT). When IPv6 have been put into it every host can reach each other’s directly through the internet. There can be limitations such as an organization policy. This can cause problems as its different for each organization. Also, a firewall. [8]

Security
In IPv6 they have built in security such as IPsec. This is thing that comes with IPv6 unlike IPv4 where it’s a optional extra that you can have. [9] The Internet Engineering Task Force created IPsec to make sure networks are secure in the internet. IPsec encrypt the IP packets of a communication session and authenticate. All of this is helpful and comes with IPv6. [10]

Mobility
IPv6 mobility is used to enable hosts to roam around in different areas and still be connected with the same IP. IPv6 was designed to keep this in mind of mobile phone users and other devices that can be moved around such as a laptop. For this to work IPv6 has an auto IP configuration and it takes advantage of this and extension headers. [11] without out IPv6 mobility If the host changes its physical location this is moving into a subnet, network or link the IP will change. When this is done the old IP communications shutdowns. There are different entities in IPv6 mobility such as the home link. This is where the link is configured with the prefix subnet. After this is where the mobile IPv6 device gets the home address. Another entity would be home agent here is a quote from a website [12]
	
	“This is a router that acts as a registrar for Mobile Nodes. Home Agent is connected to Home 	Link and maintains information about all Mobile Nodes, Their Home Addresses, and their		present IP addresses.” [13]

Lastly the Care-Of-Address entity. Here is a quote for this entity.

“When a Mobile Node gets attached to a Foreign Link, it acquires a new IP address of that Foreign Link’s subnet. Home Agent maintains the information of both Home Address and Care-of Address. Multiple Care-of addresses can be assigned to a Mobile Node, but at any instance, only one Care-of Address has binding with the Home Address” [14]

Anycast Support
In IPv6 there is an Anycast mode for packet routing. In Anycast you can have multiple interfaces on the internet are given anycast IP’s. Routers will then send the packet to the destination. This destination is the closest. Here is a quote I found about Anycast. [14]

“An anycast address is an address that is assigned to a set of interfaces that typically belong to different nodes. A packet sent to an anycast address is delivered to the closest interface (as defined by the routing protocols in use) identified by the anycast address. Anycast addresses are syntactically indistinguishable from unicast addresses, because anycast addresses are allocated from the unicast address space. Assigning a unicast address to more than one interface makes a unicast address an anycast address. Nodes to which the anycast address is assigned must be explicitly configured to recognize that the address is an anycast address.” [15]

Extensibility
In IPv4 to add more information the cap of bytes is at 40-bytes. This doesn’t allow you to add much information in the option part. But IPv6 allows you to have a lot more. It can give you as much as the file size itself. This makes it easier for you to add more information when needed. [16]
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       /27
Subnet B: 2000 hosts   /21
Subnet C: 6 hosts        /29
Subnet D: 500 hosts    /23
Subnet E: 60 hosts      /26
Subnet F: 180 hosts and Serial links between routers  /24
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.0.0
	255.255.248.0
	172.16.0.1
	172.16.7.254
	172.16.7.255

	D
	172.16.8.0
	255.255.254.0
	172.16.8.1
	172.16.9.254
	172.16.9.255

	F
	172.16.10.0
	255.255.255.0
	172.16.10.1
	172.16.10.254
	172.16.10.55

	E
	172.16.11.0
	255.255.255.192
	172.16.11.1
	172.16.11.62
	172.16.11.63

	A
	172.16.11.64
	255.255.255.240
	172.16.11.65
	172.16.11.78
	172.16.11.79

	C
	172.16.11.80
	255.255.255.248
	172.16.11.81
	172.16.11.86
	172.16.11.87

	R1-R2
	172.16.11.88
	255.255.255.252
	172.16.11.89
	172.16.11.90
	172.16.11.91

	R2-R3
	172.16.11.92
	255.255.255.252
	172.16.11.93
	172.16.11.94
	172.16.11.95

	
	
	
	
	
	




image1.jpeg
Prifysgol Cymru

Y Drindod Dewi Sant
University of Wales
Trinity Saint David





image2.png
Subnet B

Subnet D

Subnet A

Subnet E

Subnet F





