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Task 1: Research Report
Mobile Digital Forensics: Current State, Cybersecurity Integration, Emerging Trends, Challenges and Job Market



1.1 Introduction
Mobile digital forensics (MDF) is a specialized area of digital forensics which involves identification, acquisition, preservation, examination, and presentation of evidence from cell phones, tablets, and wearable devices. With the increasing reliance of mobile devices in communication, banking, social networking, and conducting business, mobile devices are becoming a valuable source for obtaining digital evidence in criminal investigations and in cybersecurity incidents. With the proliferation of new smartphones, there are delicate pieces of information such as call logs, GPS data, cloud sync data, encrypted messages, and biometric authentication records. For this reason, mobile forensics has become a vital part of the law enforcement, corporate investigation, and cyber incident response fields. The advancements in mobile operating systems, encryption methods, and cloud-based applications have had a great impact on the approach of forensic investigation [1] [2].


1.2 The current landscape of mobile digital forensics. A current state of mobile digital forensics. 
The mobile digital forensics landscape is constantly evolving with new technologies and ever-growing complexities. Forensic acquisition techniques used by investigators vary from logical acquisition to file system extraction to physical acquisition based on the security and accessibility of the device. Logical extraction is the process of extracting information that the user can access and physical acquisition is the process of recovering deleted files and low level system artefacts [1]. 
The industry standard are commercial forensic platforms. Cellebrite UFED includes logical and physical extraction support for Android and iOS devices, advanced password bypass and cloud evidence collection. MSAB XRY offers extensive mobile acquisition, application analysis and reporting tools for law enforcement investigations. Magnet AXIOM combines computer, cloud and mobile evidence in a single investigation platform, and offers timeline reconstruction and artefact correlation. Oxygen Forensic Detective has a wide range of support for messaging apps, geolocation analysis, cloud services and much more, enabling you to analyze encrypted communication platforms [2] [3]. 
AI has also helped in the forensic investigations by automating artefact classification, identifying patterns in communications and improving the evidence processing. Moreover, cloud-based analysis environment is applied for secure and efficient analysis of a massive amount of data in forensic labs in growing numbers [4]. 


1.3 The intersection of Mobile Digital Forensics and Cybersecurity
Mobile digital forensics is a key service in the cybersecurity industry with applications in incident response, malware analysis, cybercrime investigations, and more. Once the cyber attack has been successful, investigators need to assess the compromised mobile device to determine how it was attacked, which applications were involved, evidence that was removed, and what the attacker(s) did with the mobile device [5].
With the rise in popularity of mobile banking, cryptocurrency wallets, and mobile payment systems, forensic investigations have become more significant in financial crimes. Mobile forensic analysis helps organizations respond to mobile endpoint breached by phishing, credential theft and ransomware attacks, as well as insider threats. Forensic data is being increasingly integrated with threat intelligence platforms by Security Operations Centres (SOCs) to enhance detection rules and boost cyber resilience of the organization [6]. 
Further, forensic artefacts from the mobile device can play a role in attribution and help to connect an attacker to a compromised account, malicious application or command and control infrastructure. The integration helps with both threat hunting proactively and investigations after the incident [5] [6]. 


1.4 Emerging Trends in Mobile Digital Forensics
Mobile digital forensics is rapidly changing thanks to a few innovations. A major trend is the growing use of cloud forensics, as many mobile apps are storing user data on the cloud rather than on the phone. Investigators are now looking to mobile device evidence and cloud acquisition methods to provide an entire picture of a user's activity across various platforms [7]. 
Artificial Intelligence (AI) and Large Language Models (LLMs) are proving to be useful forensic tools, automatically summarizing evidence, detecting anomalies and creating investigation reports. Another area where machine learning algorithms are gaining importance is in the efficient classification of malicious applications and identification of forensic artefacts [8]. 
Yet another trend is that the integration of the Internet of Things (IoT) is making the rounds. Investigators are frequently called upon to investigate multiple sources of evidence that may be intertwined, e.g., smartphone and smartwatch, connected vehicles and smart home devices. Furthermore, new security architectures, namely Zero Trust, and new encryption methods have resulted in an increased need to maintain evidential integrity as they create more secure barriers which need to be overcome using more advanced forensic acquisition techniques [4] and [8].



1.5 Key Challenges
Despite the development of technology, there are still many mobile digital forensics challenges. Investigators have limited ability to perform physically acquired investigations and deleted file recovery on modern Android and iOS devices, due to their strong encryption. With secure hardware such as Apple's Secure Enclave [3] or Android's Trusted Execution Environment [2] forensic extraction is more complex. 
The OS is updated regularly with new security features and enhancements, which may result in reduced compatibility with existing forensic tools. In addition, the mobile platforms, hardware architectures and application ecosystems are fragmented, forcing forensic software to be updated frequently [1]. 
There are jurisdictional and legal challenges with cloud-based applications because evidence may be in multiple countries, which have differing privacy laws. Investigators need to pay attention to privacy rights of individuals in the context of compliance with laws, such as the General Data Protection Regulation (GDPR) which regulates the collection and storage of data. Balancing evidence of collection with the rights of individuals is a key point that investigators must consider when complying with laws like the General Data Protection Regulation (GDPR), which outlines how data can be collected and stored. 
Last but not least, the proliferation of encrypted messaging applications, anti-forensic approaches, and malware created by artificial intelligence requires ongoing training of researchers and investments into more sophisticated forensic tools [6] [8]. 


1.6 National and International Job Market
Mobile digital forensic professionals are needed in more and more countries around the world as cybercrime and digital investigation requirements and obligations continue to rise. Organisations such as financial institutions, private cybersecurity consultancies, the National Crime Agency and police cybercrime units are actively searching for digital forensic investigators in the United Kingdom. The same demand is found in the United States, Canada, Australia, EU and Asia Pacific, where government agencies and multinationals need people who can investigate cyber incidents occurring through mobile devices [9]. 
Mobile forensics experts, digital forensics experts, incident response, cybercrime investigation and malware analysis are among the most sought-after professionals in the world of cybersecurity. More importantly, those with hands-on experience using forensic software like Cellebrite UFED, Magnet AXIOM, MSAB XRY, and Oxygen Forensic Detective (OFD) — as well as a solid foundation in android, iOS,cloud forensics and cybersecurity are much stronger candidates. 
Professional certifications CCO (Cellebrite Certified Operator), GCFA (GIAC Certified Forensic Analyst) and CCE (Certified Computer Examiner) also help you gain more employment opportunities. The demand for cybersecurity and advanced digital forensics professionals with a blend of both is expected to grow at a rapid pace in the coming years as mobile technologies continue to evolve, and its use in daily life increases [9, 10].



1.7 Conclusion
Mobile digital forensics is a new and growing discipline used in the investigation of cybercrime, incident response and to ensure the integrity of digital evidence. Forensics capabilities in the present-day are highly diverse, ranging from ways to retrieve, analyse and correlate mobile device evidence from smartphones to the cloud environment. But encryption, privacy laws and device fragmentation and the ever-changing nature of cyber threats are still a challenge for investigators. AI, cloud forensics and investigations and IoT investigations are changing the landscape and opening up new job opportunities around the world. As such, mobile digital forensics will remain an important aspect of digital investigations and cybersecurity in the present era.













DIGITAL FORENSIC INVESTIGATION REPORT
Case Reference QT-AI-2025 — Suspected Corporate Espionage, Quantum Tech

Prepared by: Raj Bhatia, Digital Forensic Examiner

Tools used: Cellebrite UFED 7.76.0.24 / Physical Analyzer 7.73.0.11 



2.1 Executive Summary
The results of a digital forensic investigation carried out on Quantum Tech's behalf after unauthorized access to its confidential patent database—more especially, records related to the AI chip design patent QT-AI-2025—was discovered are presented in this report. Emma's Huawei P Smart (POT-LX1), Joe's Samsung Galaxy A13 (SM-A137F), and Norman's Nokia C2 (2nd Edition) were the three smartphones that were inspected, along with a fourth phone (Note 14) whose ownership was not verified.
The evidence recovered establishes a clear and corroborated chain: Emma asked Joe for help in selling information she claimed to be very valuable; there is evidence of Joe being an active broker, with his own device metadata showing him travelling to Glasgow, Paris and Manchester; there is even a Facebook Messenger thread between Emma and Norman Smith under the alias "Peter Dover" that shows detailed negotiations for a faux “blueprint” transfer and a payment of £5M. Joe and Norman are in the same area of South Wales on the same day based on device location data, including a symbolic photo, captured on Joe's phone that night, with the subject line "You Got The Key. The outstanding items that are identified as priority follow-up tasks are Emma's USB drive, all the email, and confirmation of the Note 14 device.



2.2 Case Background
The issue was detected by Quantum Tech's IT security team, which found unauthorised access to the company's proprietary patent database, including information about an AI chip design patent, registered under reference QT-AI-2025. As a result of internal investigation, Emma, a recently recruited senior engineer was seen as the main suspect. According to Quantum Tech, Emma tried to copy and sell the patent to a competitor, NexGen Circuits, through an intermediary, Joe, who was supposed to sell the patent to Vanessa, who is the R&D Director at NexGen Circuits, and who is suspected of being on the buyer side. 
The investigation was undertaken to ascertain if Emma was able to access and attempted to sell the QT-AI-2025 design, if Joe was a middleman in the sale, and if Norman and Vanessa were involved on the buyer side based on digital evidence. The devices seized by continuity of evidence protocols were: Emma's Android smartphone (Huawei P Smart, POT-LX1), Emma's USB flash drive, Joe's Android smartphone (Samsung Galaxy A13, SM-A137F), Norman's Android smartphone (Nokia C2, 2nd Edition), and a further handset (Note 14) which has not been formally confirmed as belonging to the complainant. 
This report only addresses that which can be substantiated by the electronically recovered evidence. The extent to which content could not be verified is made explicit, rather than inferred



2.3 Evidence Inventory and Chain of Custody
Prior to extraction, documented continuity of evidence procedures were followed for all items of evidence, which were photographed and logged. The acquisition was carried out using Cellebrite UFED and Physical Analyzer by examiner Raj Bhatia and the hash values were computed during the acquisition process and re-checked against the corresponding extraction images.
	Exhibit
	Device
	Custodian
	Extraction Type
	SHA-256 (truncated)
	Integrity Status

	EX-01
	Huawei POT-LX1 P Smart
	Emma
	File System – Android ADB
	d5193dbf8246c09f…
	Verified, intact

	EX-02
	Samsung SM-A137F Galaxy A13
	Joe
	File System – Android Backup
	0e585c4fe8160254…
	Verified against three independent location/date correlations (see §4.2)

	EX-03
	Nokia C2 (2nd Edition)
	Norman
	File System – Android Backup
	a693656c260e3390…
	Verified, intact

	EX-04
	Note 14
	Unconfirmed
	File System – Android Backup
	630724e2f8863adb…
	Ownership to be confirmed

	EX-05
	USB flash drive
	Emma
	Pending documentation
	—
	Acquisition record to be appended

	EX-06
	Open.7z / Open.docx (recovered from EX-03)
	Norman
	File System artefact, WhatsApp Documents
	—
	Password-protected; not yet opened 


A step-by-step acquisition procedure is outlined in Section 3.1 below and the screenshots from the extraction performed are illustrated. This report is not evidentially complete for two items: acquisition record for Emma's USB flash drive (EX-05) and formal confirmation of the Note 14 handset's ownership (EX-04).



2.4 Methodology
2.4.1 Evidence Acquisition Procedure (Cellebrite UFED)
Each Android handset was physically acquired using Cellebrite UFED 7.76.0.24: a seven-step process was used for each device for consistency and repeatability. Below are screenshots of the acquisition process itself, which are used to illustrate the following steps:
Step 1 — Select Extraction Location. The target device is identified by UFED (make/model auto-detected), the extraction method is set to “Extraction to Local Drive,” and a destination folder on the write-protected forensic workstation is specified before proceeding.
[image: ]Figure 1a – Select Extraction Location
Step 2 — Waiting for Device / Enable Developer Options. UFED displays device-specific instructions to prepare the handset for extraction: enabling Developer Options (tapping the Build Number seven times), enabling USB Debugging and Stay Awake, setting the screen lock to “None,” and enabling file transfer mode, so the extraction client can communicate reliably with the device.
[image: ]Figure 1b – Waiting for Device – preparation instructions
 
Step 3 - Device Authorisation. Once connected, the device itself prompts for authorisation of the connected computer (“Allow Continue”), which must be accepted on the handset before UFED can proceed. This on-device confirmation step is itself a useful continuity marker, since it requires the device to be unlocked and physically operated at the time of acquisition.
[image: ]Figure 1c – Waiting for Device – on-device “Allow Continue” prompt
Step 4 — Device Detected. UFED verifies the identification and characteristics of the connected device: model, OS version, IMEI(s), chipset, security patch level, rooted and storage usage by content type. This information is documented in the detail of the chain of custody for the exhibit (refer to Section 2, Table 1) and compared to the actual handset.
 [image: ]Figure 1d – Device Detected – device properties
 Step 5: Click Content Type. The extraction source (Device, SIM, or Memory Card) is set and the type of data to be extracted are selected by the examiner. In this instance, “all” was chosen to make sure the call logs, locations, advertising ID, contacts, SMS, MMS, calendar, pictures, audio, video, ringtones, documents, archives, and files were all acquired.
[image: ]Figure 1e – Select Content Type – data type selection
 

Step 6 - Multimodal Selection/Estimate. Prior to extraction, UFED displays a breakdown of multimedia content by type, including the number of files, the total size of the files, and an approximate time estimate to extract the content (which in this case is just over one hour – 6.33 GB of pictures, video, audio, documents and archives).
[image: ]Figure 1f – Multimedia type selection and extraction estimate
Step 7 — Extraction Summary. When it's finished, UFED displays a summary of all the content types that have been extracted from the device, including how many were recovered, and indicates which categories weren't recovered (shown in orange) or are not supported for this device/OS combination. This summary was subsequently compared with the reported content volume of the device (Step 4) as a completeness check and any partial or unsupported categories were identified for follow-up in Physical Analyzer.
 [image: ]Figure 1g – Extraction Summary – completion counts
The same 7-step process is repeated for each of the three smartphones: Huawei POT-LX1 P Smart, Samsung SM-A137F Galaxy A13, Nokia C2 2nd Edition in order to make the exhibits shown in Table 1. Each image was extracted and rehashes were performed prior to analysis as outlined in the chain of custody as mentioned in section 2.
2.4.2 Analysis Tools and Techniques
All smartphones were acquired using a consistent UFED workflow, by connecting the phone to the UFED, enabling Developer Options and USB Debugging, setting the screen lock to “None” to facilitate client communication and running a full file-system extraction, checking all content types such as call logs, locations, contacts, SMS, MMS, pictures, videos, documents and archives. All extraction summaries were checked to verify the volume recovered with the volume stored on the device and follow up was done for the partial recovery.
Decoded images were opened in Physical Analyzer for artefact parsing. Selective application decoding was run against each device's installed app list to recover structured content from WhatsApp, Facebook Messenger, Instagram, and Snapchat. Where the standard decoder could not parse an app, the Genie engine was used to reconstruct conversation threads directly from underlying database records.
Analysis used the Conversation View for chronological chat reconstruction; the Call Log module, cross-referenced against contacts via the Contacts Cross-Reference plugin; the Locations module, to correlate geotagged media and location history against claimed meetings and travel; and the File System browser with hex viewer for byte-level verification of contact records.
A limitation should be noted: identification of the WhatsApp contact as Joe, and of the Facebook account “Peter Dover” as an alias of either Emma or Joe, rests on contextual and partial evidence rather than a confirmed account-identity match and should be re-verified against underlying account/session data before being treated as settled in court.



2.5 Findings
2.5.1 WhatsApp — Emma (“Top-up”) and Joe, Huawei device
The WhatsApp thread captured on Emma's Huawei phone dates from 21 August 2024 until 31 January 2025. It begins with Emma asking Joe for some assistance with ‘something sensitive' and then, saying that she has ‘highly valuable information' from ‘ABC Technologies' about ‘a new AI-based Neuro product' which she is thinking to sell. “Who would be interested?” Joe asks. “I'm confident that I'll find the right buyer, the competition must be desperate to get their hands on this tech”, Emma says. Joe says that he will raise it with clients and Emma emphasizes secrecy: “Let's keep this under wraps.” 
Joe says that he has followed up in the subsequent months with one contact that has been unsuccessful (26 August); one contact at Glasgow (29 August); and a trip to Paris “to get some good deals” (14 October). On 20 November, Emma is putting pressure on him, saying that she'll go somewhere else; Joe apologises, claiming a client meeting “this week in Manchester.” On 31 January 2025, fast-moving deal terms include a demo sample being rejected (as Joe doesn't “want to be around that shit”), detailed technical breakdown being offered, Joe confirming “5M secured, waiting for confirmation” and both parties discussing an “offshore arrangement” and a “local part” before Joe signs off “We'll be watching…”. 
Report observation: Quantum Tech is never explicitly named as is QT-AI-2025, but rather “ABC Technologies” and an “AI-based Neuro product.” This is intentional obfuscation from the context (timing, Emma's seniority, and the following correlation from the buyer side), but is expressed here as an inference rather than an explicit patent mention.
 [image: ]Figure 2 – WhatsApp conversation, Emma ↔ Joe
 
2.5.2 Cross-Verification — Joe's Own Device Confirms His Claims
The best confirmation in this case is that three of Joe's travel claims to Emma are backed up by GPS/EXIF data that is automatically generated by his Samsung smartphone and that he would not normally expect to ever be scrutinized against his messages:
	WhatsApp claim (Joe → Emma)
	Samsung device record
	Match

	29/08/2024: travelling to Glasgow to meet a contact
	Device locations logged in Glasgow, 29–31/08/2024
	✓

	14/10/2024: travelling to Paris “to get some good deals”
	Device location logged in Paris, 14/10/2024
	✓

	20/11/2024: meeting the client in Manchester
	Device locations logged in Manchester, 20–21/11/2024
	✓


This is an important pattern – metadata like this is created passively by the device, and not something Joe created to reassure Emma. It helps to substantiate the argument that Joe was indeed travelling and meeting people with regard to the purported sale, not just concocting a narrative.
[image: ]Figure 3a – Samsung device location history (Glasgow)
[image: ]Figure 3b – Samsung device location history (Paris)
[image: ]Figure 3c – Samsung device location history (Manchester)
 
There are also many outgoing calls made by Emma to phone numbers within the +44 7917 1628xx area code on the call log between 16 August and 2 September 2024, with the majority of the calls not answered, and one Missed call from +447917162891 received by Emma on 17 August, which further supports the notion of ongoing but presumably strained contact with Joe. The contact labelled “Joe Marsh” is present in the Huawei contact database (contacts2.db), but the actual mobile number in the record doesn't perfectly match the WhatsApp participant's number in the material examined; this should be investigated against the underlying SQLite records prior to relying on the identification.
[image: ]Figure 4 – Call log and contact record, Emma’s device
 
2.5.3 Facebook Messenger — “Peter Dover” and Norman Smith
The second thread, which was also more explicit, was retrieved from Emma's Huawei device: a Facebook Messenger conversation between an “account called Peter Dover” and “Norman Smith” took place on 31 January 2025 (the same day as the final WhatsApp negotiation). “Norman, Joe told me u r ready to proceed. Let's keep this clean and quick,” writes Peter Dover in the opening. Norman suggests that the “blueprint in chunks,” because of risk; Peter wants to do “everything at once or nothing.” Norman says that he would like to begin with “just the head” and Peter agrees, saying “once we start there is no backtracking.” Norman assures: “First part releases, and five miles out to sea reflects. It's that easy.” Peter concludes: “Fine, I will check ur inbox in 48 hrs, after that we are ghosts.” 
This exchange also confirms the £5M amount and offshore location mentioned in the WhatsApp discussion and provides some specific details of the operation: a progressive transfer that begins with “the head” which represents a payment trigger upon the first payment; and a clear statement to sever contact after the transfer. 
A key question of identity remains unanswered: Emma's device was being used to remove the account of “Peter Dover” that is not registered in Emma's name. There are two possible explanations: this is an alias account that Emma used to work out the details of delivery with Norman herself, in addition to using Joe as a broker, or it is some form of shared/synced login that hasn't been accounted for. It can be corrected by consulting the registered email or phone of the account and determining if there are any other mentions of the same account anywhere on Joe's device, before the report is marked as a confirmed alias of either of the two names.
 [image: ]Figure 5 – Facebook Messenger conversation, Peter Dover ↔ Norman Smith 
2.5.4 The 4 September 2024 Co-Location — South Wales
The most interesting piece of information in this investigation is a correlation of Joe's and Norman's devices on the same day. Norman's Nokia C2 records a location at 12:38 UTC on 4 September 2024 in South Wales, in the Neath/Swansea/Port Talbot area, which is consistent with a travel ticket found on the same device, for travel to Swansea. On that day, at 22:07 UTC, Joe's Samsung cell phone takes a picture of a photo. 
Two separate devices owned by two people put their subjects in the same area of South Wales on the same day, one taking a photograph, which they call 'A Symbol', on the evening of that day. It's consistent with this having been an in-person meeting and/or physical exchange, where he was paid and Facebook released “the head,” as read in conjunction with the Facebook reference to releasing it “once payment is confirmed,” and should be considered a lead which can be further corroborated (travel bookings, hotel records, CCTV), but not regarded as a closed fact, as the meeting took place several months ago in September, though the staged-transfer terms were not negotiated until January. 
Norman's device also displays an earlier location on 17 August 2024 in Southern Africa (about 21.2°S, 27.5°E), which suggests that Norman had travelled internationally prior to the deal speeding up, as well as a photo of Norman's face that could aid in the identification of the suspect.
 [image: ]Figure 6 – Nokia C2 location, South Wales, 04/09/2024
[image: ]Figure 7 – “You Got the Key” image, Samsung device, 04/09/2024 
2.5.5 File Analysis — Encrypted Archive Recovered from Norman's Device
File system examination of Norman's Nokia C2 device identified an archive, Open.7z (19 KB), stored at sdcard/Android/media/com.whatsapp/WhatsApp/Media/WhatsApp Documents/, with a last-modified timestamp of 31 January 2025, 10:33:34 UTC. This places the file's arrival on the device within the same window as the rest of that day's activity: the WhatsApp price negotiation between Emma and Joe (10:15–11:28 UTC) and the Facebook Messenger exchange between “Peter Dover” and Norman Smith concerning staged delivery of “the blueprint” (12:47–12:53 UTC). The fact that it is in a media folder called 'Documents' in WhatsApp confirms its origin from an attachment that was sent via WhatsApp, not downloaded from a browser or plugged into via USB. 
When the archive was extracted, only one file, Open.docx (about 20KB), was discovered, which was password-protected and could not be opened without the proper password. During the current inspection no attempt was made to circumvent this or to break it as is the case in forensic best practice and would be necessary for proper legal authorisation to circumvent access controls on evidence. It is recommended that the recovery of the password be considered a priority follow up action and be implemented by a specialist using licensed forensic password-recovery tooling and under the appropriate authority, and not informally.
Read alongside its timing and delivery channel, this file is a strong candidate for the material referenced in that day's chat activity — the “blueprint” or “head” discussed in the Facebook thread. This remains an inference from timing and context rather than a confirmed identification of the file's contents and should not be stated as fact until the document is successfully decrypted and reviewed.
 [image: ]Figure 8 – Open.7z file system location and hex view; password prompt on extracted Open.docx 



2.5.6 Suspect Profiling
Emma. The evidence suggests that the alleged theft was initiated by Emma as she asks for contact, mentions having valuable information related to "technology," asks for secrecy, mentions that buyers met with her, and urges speeding up the deal. Second negotiating channel may be via “Peter Dover” alias, if identified. The only evidence that she could have copied the QT-AI-2025 files is her USB drive, and no information has been reviewed from that yet. 
Joe. The evidence is consistent with a broker role: he responds to Emma's offers, fingers the progression of the buyers and in three instances his device data corroborates the movements he claims to have made, data that is not easily manufactured, and evidence that is stronger than chat loggings alone. 
Norman. Norman has now been directly evidenced, as detailed in the Facebook thread (he was the least evidenced at the time and is negotiating a staged blueprint transfer, has raised security concerns and agreed payment terms) and has been added to a device-location correlation with Joe in South Wales on 4 September 2024. It is unclear if Vanessa is involved or not, as none of the content has been extracted yet except for the original case brief.



2.6 Investigation Timeline
The digital evidence recovered was correlated and analyzed in chronological order, by using the timestamps of the WhatsApp messages, Facebook Messenger conversations, call logs, GPS location history, file metadata, as well as by forensic artefacts collected through Cellebrite UFED and Physical Analyzer. The timeline below tells the story of the suspected corporate espionage case, using a narrative of key events to illustrate the digital evidence gathered by multiple independent sources that supports the investigation results.
	Date
	Evidence Source
	Event

	16–17 Aug 2024
	Huawei Call Logs
	Emma repeatedly contacts Joe to initiate communication.

	21 Aug 2024
	WhatsApp (Emma ↔ Joe)
	Emma tells Joe she possesses highly valuable confidential technology and asks him to find a buyer.

	26 Aug 2024
	WhatsApp
	Joe reports unsuccessful contact with a potential buyer.

	29–31 Aug 2024
	WhatsApp + Samsung GPS
	Joe claims to travel to Glasgow. Device GPS confirms Glasgow location.

	4 Sep 2024
	Samsung & Nokia Location Data
	Joe and Norman are located in South Wales on the same day, suggesting a possible in-person meeting.

	14 Oct 2024
	WhatsApp + GPS
	Joe states he is travelling to Paris. GPS metadata confirms Paris location.

	20–21 Nov 2024
	WhatsApp + GPS
	Joe reports meeting a client in Manchester. Device location confirms travel.

	31 Jan 2025 (Morning)
	WhatsApp
	Emma and Joe negotiate the sale price (£5 million), offshore payment and delivery arrangements.

	31 Jan 2025 (Later)
	Facebook Messenger
	Peter Dover and Norman discuss staged delivery of the "blueprint".

	31 Jan 2025
	Nokia File System
	Open.7z archive received via WhatsApp containing password-protected Open.docx.






2.7 Conclusion
The evidence, including Emma's solicitation and secrecy requests, Joe's broker activity backed up by his own device metadata, the Facebook negotiations of the terms of sale and of the delivery mechanism with Norman, the South Wales co-location, and a document containing the information requested for proprietary technology, sent to Norman's device via WhatsApp within the same day's window of the final negotiations, all support the core allegation that Emma wanted to sell information about the proprietary technology via Joe to a buyer represented by Norman, with an offshore delivery arrangement and payment of approximately £5M being discussed. This report should not be interpreted as being a full case report: Emma's USB drive, the complete content of the email, the identity of Peter Dover, the content of Open.docx and the ownership of the Note 14 device are not reported here but are the first priority concerns for the next stage in the analysis.



2.8 Recommendations
For Quantum Tech
· If not already done, suspend Emma's system access and retain internal access/VPN/badge logs for period 240801-250131. 
· Make a complete forensic acquisition of Emma's USB flash drive as the top priority of the remaining tasks.
For the investigating examiner and law enforcement
· Get the appropriate authorisation and use the forensic password-recovery tooling to gain access to Open.docx located on Norman's device (WhatsApp Documents, Open.7z, 31/01/2025 10:33 UTC) and examine its contents (at present, this is the most direct route to the actual transferred material). 
· Identify the owner of the “Peter Dover” Facebook profile based on the information they provided in their profile and the known information about Emma's and Joe's profiles/accounts/device. 
· Establish the ownership of the Note 14 handset and determine if it should be included in this set of evidence. Check that the phone-number presented in the WhatsApp contact matches the phone-number presented in the “Joe Marsh” contact record, on the record level in the SQLite table. Seek additional evidence of the meeting in South Wales on 4th September 2024 (Travel bookings, hotel records, CCTV). 
· Compare Emma's email address to the “offshore” and payment details in both of the chats. 
Assuming the items above are cleared, legal counsel should be consulted as to whether the evidence of the attempted theft of trade secrets and corporate espionage is sufficient to justify charges against Emma, Joe and Norman.
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