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Abstract - The tasks carried out during the completion of Worksheet 1 resulted in the successful deployment of a virtual Type 2 Hypervisor platform using the Oracle Virtual Box software. The virtual network comprises of 2 host machines and 2 servers that are connected to form a small virtual LAN.
[bookmark: _Toc65687714]I. INTRODUCTION
Type 2 Hypervisors provide a flexible, instant solution to users that require access to server-based environments through utilising an easy-to-use client-side application. The completion of this worksheet aims to result in the successful configuration and setup of a virtualised LAN environment using Type 2 Hypervisor software, connecting two client computers running Windows 10 Pro, and two servers, installed with Windows Server 2019. By configuring the network settings on each machine, a connection will be made between the client and server environments.
[bookmark: _Toc65687715]II. OPERATING SYSTEM INSTALLATION
[bookmark: _Toc65687716]A. Creating the Virtual Machines
The deployment of the virtual environment started with the initial setup of the machines through Oracle VM before the operating systems were installed.
[image: ]
After installing Virtual Box the four virtual machines were created, each with a memory size of 4096MB. Both servers were set to be installed with Windows
2019, and the client machines were set to be installed with Windows 10 Pro.
[bookmark: _Toc65687717]B. Client and Server Installations
As displayed in the ‘Storage’ section of the Virtual Box machine details within these screenshots, both servers were successfully installed with Windows Server 2019, and both client machines we installed with Windows 10 Pro.
[image: ]
[image: ]
[bookmark: _Toc65687718]C. Client and Server Setup Completion
Pictured below is the login page for both Server1 and Client1. Both servers and client machines were successfully setup following the setup screens and with the correct installations of Windows.
[image: ]

[bookmark: _Toc65687719]D. Optimising the VM’s
As suggested, all VM’s were optimised to the reccomended settings. As an example, screenshots of Server1 has been provided, however all machines followed the same procedure. The option ‘Enable PAE/NX’ was selected and video memory was set to 128MB. Following some research, the processor was also set to 1 as reccomended by an online source as an additonal optimisation feature.
[image: ]
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[bookmark: _Toc65687720]III. VIRTUAL NETWORK CONFIGURATIONS
[bookmark: _Toc65687721]A. Network Adapter - Server 1 PublicNet
Accessing the network settings on Server1 in the Virtual Box server list, the ‘Internal Network’ option was selected and named ‘PublicNet’.
[image: ]
[bookmark: _Toc65687722]B. Network Settings - Server 1 PublicNet
By accessing the Network and Sharing Centre on Server 1, and then selecting Change Adapter Settings, the network configuration could be accessed as required. The network was renamed PublicNet to correspond with the network settings on the VM, and the IP address was changed to the required address. The subnet mask was automatically populated.
[image: ]
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[bookmark: _Toc65687723]C. Network Adapter - Server 1 PrivateNet1
The second network adapter was enabled on Server1 through the Network menu in the VM settings. The network was named PrivateNet1, ready to be setup within the server.
[image: ]
[bookmark: _Toc65687724]D. Network Settings - Server 1 PrivateNet1
As previously completed, by accessing the adapter settings on Server1, a second network is now visible which was renamed PrivateNet1. The correct IP address and subnet mask was then entered via the IPv4 properties menu.
[image: ]
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[bookmark: _Toc65687725]E. Network Adapter – Client 1
The adapter settings within the Client1 VM were changed to ‘Internal Network’ and renamed ‘PrivateNet1’.
[image: ]
[bookmark: _Toc65687726]F. Network Settings – Client 1
The appropriate IP address and subnet mask was configured through the network settings in the Client1 IPv4 properties. The network was also renamed PrivateNet1, so it is connected to the same LAN as the second adapter on Server1. This should allow them to connect to each other.
[image: ]
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[bookmark: _Toc65687727]G. Network Adapters – Server 2
Two network adapters were added to Server2 in the VM network settings menu. The first adapter will provide an Internal Network connection to the PublicNet LAN, and the second adapter will provide a PrivateNet2 LAN within the servers’ network settings.
[image: ][image: ]
[bookmark: _Toc65687728]H. Network Settings – Server 2
The two pre-set network adapters displayed as expected in the network adapter settings. Both were renamed to PrivateNet2 and PublicNet. PrivateNet2 was configured with the IP address 192.168.101.1, and PublicNet with 192.168.1.101 as instructed.
[image: ]
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[bookmark: _Toc65687729]I. Network Adapters – Client 2
The network adapter in the Client1 VM settings was renamed to PrivateNet2, ready to be configured to establish a connection to the network adapter previously setup on Server2.
[image: ]
[bookmark: _Toc65687730]J. Network Settings – Client 2
Client2’s network settings have been configured with the correct IP address and subnet mask via the network settings within the machines control panel. This will allow the client PC to establish a connection to Server2.
[image: ]
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[bookmark: _Toc65687731]K. Firewall Settings – Server 1 & Client 1
Both Server1 and Client1 firewalls have been disabled through the Windows Defender Firewall settings found within the Systems and Security section of the control panel. This should allow Client1 to ping Server2 and receive a response through the command prompt.
[image: ]
[bookmark: _Toc65687732]L. Ping Connection Test
Some troubleshoot needed to take place as the first attempt to ping from client to server was not successful. Subsequently, there was an issue with some of the firewall settings not saving and still being listed as active. All firewalls were then checked and disabled where required before attempting to ping the servers again. By accessing the command prompt and typing “ping <IP Address>” the test was successful, meaning that all instructions had been followed properly and the IP addresses were setup accurately.
[image: ]
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[bookmark: _Toc65687733]IV. HYPERVISORS, THEIR BENEFITS, DRAWBACKS AND VENDORS
Type 1 Hypervisors, also known as bare-metal hypervisors, are essentially a basic operating system that run on a machine that only serves as a virtualization platform. Type 1 Hypervisors do not require the need for an operating system and because of this, provide better stability and performance, making them more common within enterprises. Although Type 1 Hypervisors are more efficient and secure, they also require a separate machine in order to manage the various VM’s [1], which is not entirely cost effective. Some vendors include Oracle VM, Microsoft Hyper-V and VMware vSphere.
Type 2 Hypervisors are used to create virtual interfaces, primarily for testing purposes, and differ from Type 1 for a variety of reasons. Type 2 Hypervisors are installed on top of an operating system, passing all activities through the OS, as well as sharing any vulnerabilities, security flaws, and latency issues the OS may have, which is why Type 2 Hypervisors are generally kept for client or end-user usage. Type 2 Hypervisors are more cost effective than Type 1 Hypervisors, but can support large, nested networks.
[bookmark: _Toc65687734]V. THE SIGNIFICANCE OF A SUBNET MASK IN IPV4 ADDRESSING
The subnet mask defines the limit of valid IP addresses that are available for a particular network and identify the valid range of IP addresses that make up a subnet, providing an indication of the size of the network. Applying a subnet mask to a network IP address identifies the network bits, represented in 1’s, and node parts of the address, represented in 0’s [2]. The subnet mask also determines the hosts that are on the local network, as well as hosts outside of the network, overall making a network more efficient. 
[bookmark: _Toc65687735]VI. CLOUD COMPUTING WITHIN ENTERPRISE NETWORKS
Cloud computing has become an increasingly popular solution to cost-effective scalability for enterprises as the demand for online services has increased in recent years. Cloud computing offers a variety of secure, easy-to-integrate solutions to businesses that may require expansion in various sectors within their company such as additional data storage, increased network capacity, application hosting, or virtual desktop integration. Enterprises or start-up businesses primarily turn to cloud computing services when they require access to a secure and easily accessible infrastructure that provides everything they need without the huge up-front costs of expanding, building or maintaining their own network. Having the capability to rent state-of-the-art services at an affordable price has contributed extensively to the major growth in new IT businesses that offer online services that otherwise would not have been able to [3], providing industry-wide growth within the job market and a wider variety of available services to the general
Cloud computing solutions are broken down into three main categories: IaaS, PaaS and SaaS. The most used services within cloud computing are Infrastructure as a Service vendors, such as Google Cloud, Amazon Web Services and Oracle Cloud. These vendors provide server, firewall, storage and security solutions that are scalable with demand, allowing business to only pay for what they use. Vendors providing Platform as a Service solutions include the likes of Microsoft Azure, Salesforce aPaaS and IBM Cloud Platform, each of which provide a specialised platform that is dedicated to network infrastructure, operating systems, runtime environments and analytics. The more recent area of cloud computing is Software as a Service, a cloud solution that has seen the rise of hugely popular internet-based service providers such as Netflix, Shopify and Adobe, all of which provide subscription-based services to the end-user . 
Although cloud computing offers a variety of benefits, there are a multitude of drawbacks that need to be considered by enterprises before using cloud services. The primary cause for concern surrounds data confidentiality, being that there is a risk of important data being accessed by an unauthorised third party as you are immediately reliant on the service providers security, and also  the migration of legacy applications, which has been proven to be the most challenging aspect of cloud integration for businesses due to the lack of support surrounding the migration process [4].
[bookmark: _Toc65687736]VII. COMPARING DIFFERENT TERMINOLOGIES
[bookmark: _Toc65687737]A. Windows Server 2019 Firewall
The Windows Server 2019 firewall is used to prevent third parties from accessing the network using an outside source. The firewall is in place to control the incoming and outgoing connections to the server and can block connections that do not appear to be authorised. The rules of the firewall can be changed through its advanced settings which can be found by simply navigating to the search bar and typing in ‘firewall’. From here, various options can be changed, such as allowing the user to choose whether inbound and outbound connections are automatically allowed, which connections are to be blocked, and monitoring information where the administrator can view the firewalls active state and general settings. This is an essential layer of security that helps to protect the server’s integrity against hackers or other malicious parties. In comparison, Linux Ubuntu also has an integrated firewall in-place that works via the Netfilter framework. This framework is Ubuntu’s solution to packet filtering, network traffic manipulation and management, all of which must pass through the Netfilter subsystem before entering the server [5]. The firewall is managed via iptables, simplified by using ufw which is the default configuration tool for Ubuntu. Ufw allows the user to easily manage the firewall rules by adding or removing them using commands such as “sudo ufw delete deny 10” which removes a rule, or “sudo ufw deny 10” which will close an opened port, for example.
[bookmark: _Toc65687738]B. Windows Ping Command
The ping command in windows can be used through the command prompt which can be accessed my typing “cmd” in the search bar and is utilised by typing “ping <IP Address>” and pressing enter. The ping command sends an ICMP echo request to a target IP address which will attempt to reach the host four consecutive times, returning the number of lost or received requests to the origin computer. The ping command is a simple yet useful tool that is used to troubleshoot connectivity, reachability, and eventually assist the user in coming to a resolution [6] should one be needed. The ping command can also be used to ping web addresses by, for example, entering “ping www.google.com” into the command prompt, which will also display the target URL’s IPv4 or IPv6 address. Comparatively, the Linux Ubuntu interface also follows the same syntax as Windows when utilising the ping command, so entering “ping <IP/Hostname>” will attempt to reach the target four times and even return the same result format as Windows. The ping command in Linux can however be utilised in a variety of ways by simply implementing an additional command before the IP or hostname. For example, entering “ping -s 1000 microsoft.com” will ping the URL with 1000 bytes of data, and “sudo ping -f Microsoft.com” would flood a host. There are a number of these commands available, each of which have their own functionality.
[bookmark: _Toc65687739]C. Windows OOBE
Out of Box Experience in Windows refers to the setup the user will enter when starting up their new computer for the first time or booting a fresh install of the Windows operating system. The user will be required to set their region, accept a license agreement, connect to their broadband and sign up or log in with a Microsoft account [7]. Additionally, there will also be the option to configure a few more advanced features such as Cortana, create new drive partitions and select the OS boot drive, should the user wish to do so. The purpose OOBE serves is to provide users with a customisable, easy-to-follow experience that ensures the computer is setup correctly and can be utilised by nearly anyone, no matter their technical abilities. Similarly, Mac OS X also provides OOBE when first starting a new Macintosh computer. Just like Windows, the setup takes the user through a few stages that ensures the computer is configured correctly. Starting with choosing the keyboard layout and region, data and privacy settings can then be configured, and data transfer options are available. By this stage it is possible to transfer data from a Windows PC, a Mac or backup drive, or simply start fresh. The most interesting feature here is that although Apple offers Windows to Mac data transfer, Windows does not offer such an option during their setup. After this step, an Apple ID can be linked to the computer, the computer profile can be created, a theme can be chosen, and the device is then successfully setup.
[bookmark: _Toc65687740]VIII. CONCLUSION
Although a few minor problems occurred during the final setup phase of the virtual machines, the overall task was successful in completing its primary objective, that is to create a Type 2 Hypervisor network using Oracle VM. Reflecting on the observational tasks that were undertaken, it was found that there is an obvious difference between Type 1 and Type 2 Hypervisors where efficiency and security is concerned, although their usefulness is dependent on their reason for implementation.
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