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Figure 1:  Topology


SWANSEA.ACCA Multi-Site Network
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Figure 1: VirtualBox environment used for the SWANSEA.ACCA assessment
[bookmark: _Toc227354095]Abstract
This report presents a full assessment of the SWANSEA.ACCA multi-site lab environment, which consists of a Windows Server 2022 domain controller at the Swansea site, a Windows 10 domain member, a Debian 13 server at the London site, and a Debian GUI client. The work begins with initial network validation and then moves into vulnerability assessment, ethical hacking discussion and preventive security measures. The methodology follows the principles of structured technical testing and risk-based security assessment [1], [2].
Following successful validation, evidence from ipconfig, ip a, ping tests, Nmap/db_nmap, Nessus and Wireshark was used to build a coherent picture of the network and its weaknesses. The final vulnerability set contains two high-risk, two medium-risk and two low-risk issues drawn from the observed scanner results and supported by the screenshots captured in the lab [3], [4].
The report concludes with remediation advice focused on stronger TLS configuration, removal of legacy services, improved credential hygiene, patching, Linux hardening and network visibility. This produces a submission-ready document aligned with the SWANSEA.ACCA brief and supported by live evidence from the student’s own lab environment [5], [6].
[bookmark: _Toc227354096]Introduction
The SWANSEA.ACCA environment models a small enterprise network spanning two connected sites. Microsoft documents that Active Directory Domain Services acts as the central directory service for storing and distributing information about users, computers and services, while DNS and DHCP in Windows Server support naming and address management. In this lab, those roles make the Windows Server 2022 machine the core trust anchor of the environment [7].
The presence of Debian systems on the London side demonstrates a mixed-operating-system environment rather than a Windows-only network. Debian security guidance highlights the need for hardening, removal of unnecessary services and careful access control, which is relevant because Linux hosts can still become pivot points in a wider domain-connected environment [8].
The purpose of this report is to present the coursework tasks in a structured way. Task 1 confirms that the network is operational. Task 2 identifies and prioritises vulnerabilities. Task 3 summarises ethical hacking evidence and constraints. Task 4 explains the hardening and monitoring measures implemented or recommended for the SWANSEA.ACCA network [9].
[bookmark: _Toc227354097]Task 1: Network Test and Initial Validation
[bookmark: _Toc227354098]1.1 Purpose of Task 1
The first stage of the work was to verify that the imported virtual machines were functioning correctly and could communicate with one another. Technical testing guidance states that a security assessment should begin with validation of the target environment because later findings are unreliable if basic network communication is already failing [10].
[bookmark: _Toc227354099]1.2 IP Configuration Verification
The Windows Server 2022 host S-DC was verified using ipconfig, which showed the bridged IPv4 address 192.168.0.81. ClientS1 was also checked with ipconfig and showed 192.168.1.10. On the Linux side, the Debian server L-CD showed 10.86.10.193, and the Debian GUI client showed 192.168.0.86 as its active IPv4 address.
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Figure 2: IP configuration of S-DC using ipconfig
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Figure 3: IP configuration of ClientS1 using ipconfig
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Figure 4: IP address view of L-CD using ip a
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Figure 5: IPv4 address of the Debian GUI client

[bookmark: _Toc227354100]1.3 Connectivity Testing Between Hosts
Successful ping tests were then used to confirm that the systems could communicate. The evidence shows successful ping replies from S-DC to the Debian-side client at 192.168.0.86 and successful replies from S-DC to 192.168.2.1 and 192.168.2.10. This confirmed that the imported environment was working as a network rather than as isolated machines.
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Figure 6: Successful ping from S-DC to the Debian GUI client
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Figure 7: Successful ping from S-DC to 192.168.2.1 and 192.168.2.10
[bookmark: _Toc227354101]1.4 Significance of Baseline Validation
This stage established a valid operational baseline for the remainder of the report. A working network does not automatically mean a secure one, but the later findings in this assignment are meaningful because the basic services and routes were shown to be functioning properly [11].
	Host
	Validation Command
	Purpose
	Observed Outcome

	S-DC
	ipconfig
	Confirm Windows host address
	192.168.0.81 active

	ClientS1
	ipconfig
	Confirm Windows client address
	192.168.1.10 active

	L-CD
	ip a
	Confirm Debian server address
	10.86.10.193 active

	Debian Client
	ip a
	Confirm GUI client address
	192.168.0.86 active


Table 1.1: Task 1 validation summary
[bookmark: _Toc227354102]Task 2: Network Security Assessment for the SWANSEA.ACCA Network
[bookmark: _Toc227354103]2.1 Information Gathering with Nmap and db_nmap
Nmap and db_nmap were used from Kali Linux to gather information about the host believed to be S-DC. The Nmap scan confirmed that the target was alive and exposed ports associated with a Windows domain controller, including DNS on 53/tcp, Kerberos on 88/tcp, LDAP on 389/tcp, LDAPS on 636/tcp, SMB on 445/tcp and Global Catalog services on 3268/tcp and 3269/tcp [12].
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Figure 8: Nmap scan of S-DC showing open domain-controller-related services
db_nmap within Metasploit provided deeper service identification. It identified the target at 10.86.1.5 as Windows Server 2022 Datacenter and linked it to the swansea.acca domain. The same output also confirmed that SMB message signing was enabled and required, which is a positive control. At the same time, db_nmap showed anonymous FTP access and IIS support for the TRACE method, which informed the later risk assessment.
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Figure 9: db_nmap output showing anonymous FTP access and IIS details on S-DC

[image: ]Figure 10: db_nmap advanced host discovery showing OS, host name and domain details
[bookmark: _Toc227354104]2.2 Vulnerability Assessment Using Nessus
Nessus Essentials was then used to perform an advanced scan against the target host. The summary page confirmed that the scan completed for one host and the host-specific page listed the detailed findings. Authentication to the host failed, meaning the assessment was non-credentialed, but the scan still produced useful results for the coursework [13].
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Figure 11: Nessus summary page for the completed S-DC scan
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Figure 12: Nessus vulnerability list for S-DC / 10.86.1.5
The key findings shown by Nessus included SSL Medium Strength Cipher Suites Supported (SWEET32), TLS Version 1.0 Protocol Detection, TLS Version 1.1 Deprecated Protocol, Chargen UDP Service Remote DoS, Echo Service Detection, Quote of the Day Service Detection and ICMP Timestamp Request Remote Date Disclosure. The SSL page also clearly showed a high-severity issue for SWEET32, while the TLS page showed deprecated protocol support.
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Figure 13: Nessus high-severity SSL finding showing SWEET32 cipher support
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Figure 14: Nessus TLS findings showing deprecated protocol support
[bookmark: _Toc227354105]2.3 Final Vulnerability Set
The final vulnerability set below combines direct scanner severity with contextual judgement about risk to a central infrastructure server. This ensured that the six findings matched the coursework requirement of two high-risk, two medium-risk and two low-risk issues [14].
	ID
	Vulnerability
	Risk Level
	Affected Area
	Main Security Concern

	V1
	SSL Medium Strength Cipher Suites Supported (SWEET32)
	High
	S-DC TLS/SSL service
	Weakens encrypted communication by allowing medium-strength ciphers

	V2
	Anonymous FTP access and risky HTTP TRACE method identified during db_nmap enumeration
	High
	S-DC FTP and web services
	Allows unauthenticated access and increases exposure through insecure legacy web behaviour

	V3
	TLS Version 1.0 Protocol Detection
	Medium
	TLS service on S-DC
	Deprecated cryptographic protocol still supported

	V4
	Chargen UDP Service Remote DoS
	Medium
	Legacy network service on S-DC
	Can be abused for denial-of-service or reflection-style traffic misuse

	V5
	ICMP Timestamp Request Remote Date Disclosure
	Low
	Network stack on S-DC
	Reveals system time information useful for profiling

	V6
	Echo and QOTD legacy service exposure
	Low
	Legacy diagnostic services on S-DC
	Unnecessary services increase attack surface and provide avoidable exposure


Table 2.1: Summary of identified vulnerabilities and recommended controls
[bookmark: _Toc227354106]2.4 Discussion of the Six Vulnerabilities
The first high-risk vulnerability was the support for medium-strength SSL cipher suites, identified by Nessus as SWEET32. Because S-DC is a central infrastructure server, weak transport security has a wider effect than on an ordinary endpoint. The second high-risk finding came from db_nmap evidence showing anonymous FTP access and a risky HTTP TRACE method. On a critical server, such legacy or insecure service behaviour increases exposure and may support misuse.
The two medium-risk findings were deprecated TLS protocol support and Chargen UDP service exposure. TLS 1.0 should be removed in favour of newer protocol versions, while Chargen is a legacy service that can be abused for traffic-based misuse or denial-of-service activity. The low-risk findings were ICMP timestamp disclosure and the presence of Echo/QOTD services. These do not represent the most severe weaknesses individually, but together they show that the server exposes more information and more legacy functionality than is necessary.
[bookmark: _Toc227354107]Task 3: Ethical Hacking Highlights
[bookmark: _Toc227354108]3.1 Ethical Scope and Metasploit Use
Metasploit was used in a controlled manner as part of the authorised lab assessment. The focus was on reconnaissance support, db_nmap information gathering and module review rather than uncontrolled exploitation. This is consistent with the ethical purpose of the exercise, which is to validate weaknesses and understand impact rather than execute random attacks [15].
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Figure 15: Listing Metasploit auxiliary scanner modules
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Figure 16: SMB-related Metasploit module search results
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Figure 17: Metasploit auxiliary module options showing LHOST and RHOST configuration

[bookmark: _Toc227354109]3.2 Exploitation and Post-Exploitation Highlights
The most suitable vulnerabilities for explanation in the demonstration were the high-severity TLS weakness, one medium-severity legacy service issue and one low-severity disclosure issue. In the presentation, exploitation should be discussed at a high level rather than as a harmful step-by-step guide. The important academic point is to show why insecure cipher support, deprecated protocols and unnecessary exposed services matter, and how they could affect confidentiality, integrity or availability if left unresolved.
[bookmark: _Toc227354110]Task 4: Preventive Security Measures
[bookmark: _Toc227354111]4.1 Hardening and Remediation Strategy
The recommended hardening strategy focused on removing unnecessary services, improving transport security and increasing visibility. The first priority is to disable medium-strength cipher suites and remove TLS 1.0 and TLS 1.1 support where possible. The second is to disable or restrict anonymous FTP access, remove risky HTTP methods such as TRACE and turn off unnecessary legacy services such as Echo, QOTD and Chargen. Additional controls include Linux-side hardening, continued patch management and repeated rescanning after changes to verify that exposure has been reduced [16].
	Security Measure
	Related Findings
	Purpose

	Windows TLS/SSL hardening
	V1, V3
	Remove weak ciphers and deprecated TLS versions

	Service reduction on S-DC
	V2, V4, V6
	Disable unnecessary FTP, Echo, QOTD and Chargen exposure

	Web server hardening
	V2
	Disable risky HTTP methods and review IIS configuration

	Linux hardening
	Operational support
	Reduce Linux-side exposure and strengthen administration

	Patch management and rescanning
	V1-V6
	Confirm remediation and reduce known vulnerabilities


Table 4.1: Preventive security measures









[bookmark: _Toc227354112]4.2 Logging, Monitoring and Traffic Visibility
Wireshark was used to observe live network activity in the lab environment. The filtered capture below shows ICMP traffic between hosts, demonstrating that packet-level monitoring can be used to verify communication paths and investigate unusual behaviour. This complements host hardening by giving the administrator visibility into what is happening on the network in real time.
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Figure 18: Wireshark capture showing monitored ICMP traffic between lab hosts
[bookmark: _Toc227354113]Conclusion
The SWANSEA.ACCA environment was shown to be operational through interface checks and successful ping testing, and it was then assessed using Nmap, db_nmap, Nessus, Metasploit module review and Wireshark monitoring. The captured evidence demonstrated that the main target behaved like a Windows Server 2022 domain controller within the swansea.acca environment. The final vulnerability set combined scanner results with contextual judgement to produce two high-risk, two medium-risk and two low-risk findings suitable for the portfolio.
Overall, the report shows that an operational network is not necessarily a secure one. The environment functioned correctly, but it still exposed weak transport security, unnecessary legacy services and unnecessary information disclosure. By tightening TLS, reducing exposed services, hardening web and FTP configuration, continuing patch management and improving visibility, the security posture of the SWANSEA.ACCA environment can be improved significantly.
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[bookmark: _Toc227354115]Appendix A - Authenticity and evidence note
 provided live screenshots and exported evidence from the lab environment. The inserted images and scan outputs should therefore be treated as the primary evidence pack for submission and presentation.
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[bookmark: _Toc227354116]Appendix B - Consolidated screenshot contact sheets
The complete screenshot collections extracted from the evidence files are preserved below as contact sheets. This keeps the full visual record attached to the final report without excessively increasing the document length.
Appendix Figure B1:
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) OPS (01=M5BANWSST11%02=M5B4NWEST11%03=M5B4NWENNT11%04=M5BANWSST
I5BANWBST11%06=M5B4ST11) WIN (W1=FFFF%W2=FFFF%W3=F FFF%W4=FFFF%W5=FFF
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Terminal
File Edit Search Terminal Help
CHECK_PIPE Check for named pipe on vulnerable hosts
NAMED_PIPES /usr/share/metasploit-framework/data/wordlists/named pipes.txt yes List of named pipes to check
RHOSTS 192.168.1.102 yes The target address range or CIDR identifier
RPORT 445 yes The SMB service port (TCP
SsMBDomain . no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as
THREADS 1 yes The number of concurrent threads

msf5 auxiliary(scanner/smb/smb_ms17_010) > ip a

™ [*] exec: ip a
To: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
ink/loopback 00:00:00:00:00:00 brd 00:09:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid 1ft forever preferred 1ft forever
inet6 ::1/128 scope host
valid_1ft forever preferred lft forever
etho: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc pfifo fast state UP group default glen 1000
link/ether 08:00:27:04:5a:0b brd ff:ff:ff:ff:ff:ff
inet 10.86.1.33/16 brd 10.86.255.255 scope global dynamic noprefixroute ethe
valid_1ft 677398sec preferred lft 677398sec
inet6 fe80::a00:27ff:fe04:5a0b/64 scope link noprefixroute
valid 1ft forever preferred 1ft forever
msf5 auxiliary(scanner/smb/smb_nsi7_010) > set LHOST 10.86.1.33
HOST => 10.86.1.33
sf5 auxiliary(scanner/snb/smb_ms17_010) > set RHOST 10.86.1.5
RHOST => 10.86.1.5
nsf5 auxiliary(scanner/smb/smb_ms17_010) > show options

B

i@z @

Module options (auxiliary/scanner/smb/smb_ms17_010)

Name Current Setting Required Description

CHECK_ARCH  true no Check for architecture on vulnerable hosts
CHECK DOPU  true no Check for DOUBLEPULSAR on vulnerable hosts
CHECK_PIPE  false no Check for named pipe on vulnerable hosts
NAMED_PIPES /usr/share/metasploit-framework/data/wordlists/named pipes.txt yes List of named pipes to check

RHOSTS 10.86.1.5 yes The target address range or CIDR identifier
RPORT 445 yes The SMB service port (TCP

sMBDomain . no The Windows domain to use for authentication
SMBPass no The password for the specified username
SMBUser no The username to authenticate as

THREADS 1 yes The number of concurrent threads

msf5 auxiliary(scanner/smb/smb_ms17_e10) > []

13:08
16/04/2
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icmp]

B0 ~| Expression.. +

Destination Protocol

Length

©.009485301  10.0.2.15 142.251.30 seq=1/256,
©.015781510  142.251.30 10.0.2.15 98 reply X0001, seq=1/256, tt

1.011123036  10.0.2.15 142.251.30.101 ICHP 98 request X0001, seq=2/512, tt

1.017976459  142.251.30.101 10.0.2.15 ICHP 98 reply

2.012573805 10.0.2.15 142.251.30.101 ICHP 98 request 1id=0x@001, seq=3/768, tt

2.019966887  142.251.30.101 10.0.2.15 ICHP 98 reply

3.018517606  10.0.2.15 142.251.30.101 ICHP 98 request X001,

3.025375698  142.251.30.101 10.0.2.15 ICHP 98 reply X0001, seq=4/1024, tt

4.046118577  10.0.2.15 142.251.30.101 ICHP 98 request 1id=0x@001, seq=5/1280, ttl=64 (reply in 16)
4.052913133  142.251.30.101 10.0.2.15 ICHP 98 reply  id=0x0001, seq=5/1280, tt

5.047401140  10.0.2.15 142.251.30.101 ICHP 98 request

5.058788943  142.251.30.101 10.0.2.15 ICHP 98 reply

6.103574464  10.0.2.15 142.251.30.101 ICHP 98 request X0001, seq=7/1792, tt

6.115601409  142.251.30.101 10.0.2.15 ICHP 98 reply

7.166543692  10.0.2.15 142.251.30.101 ICHP 98 request 1id=0x0001, seq=8/2048

7.172309992 _ 142.251.30 10.0.2.15 98 reply

tt1=64 (reply in 6)

55 (request in 5)
4 (reply in 10)
id=0x0001, seq=2/512, ttl=255 (request in 9)
i 4 (reply in 12)
5eq=3/768, ttl=255 (request in 11)
seq=4/1024, ttl=64 (reply in 14)

55 (request in 13)

55 (request in 15)

X0001, seq=6/1536, ttl=64 (reply in 20)
X0001, seq=6/1536, ttl=255 (request in 18)

4 (reply in 22)

1d=0x0001, seq=7/1792, ttl=255 (request in 21)

4 (reply in 24)

seq=8/2048, ttl=255 (request in 23)

66.447594801 10.0.2.15 142.251.30.162 ICHP 74 Echo (ping) request 5eq=1/256, tt
123 66.447899570 10.0.2.15 142.251.30.102 ICHP 74 Echo (ping) request seq=2/512, tt
124 66.447982640 10.0.2.15 142.251.30.102 ICHP 74 Echo (ping) request id=0x0002,

125 66.448051254 10.0.2.15 142.251.30.102 ICHP 74 Echo (ping) request id=0x@002, seq=4/1024, tt
126 66.448136137 10.0.2.15 142.251.30.102 ICHP 74 Echo (ping) request id=0x0002, seq=5/1280
127 66.448209069 10.0.2.15 142.251.30.102 ICHP 74 Echo (ping) request X0002, $eq=6/1536
128 66.448294617 10.0.2.15 142.251.30.102 ICHP 74 Echo (ping) request X0002, seq=7/1792
129 66.448371985 10.0.2.15 142.251.30.102 ICHP 74 Echo (ping) request

130 66.448450174  10.0.2.15 142.251.30.102 ICHP 74 Echo (ping) request id=0x0002, seq=9/2304

Frame 5: 98 bytes on wire (784 bits), 98 bytes captured (784 bits) on interface ©
Ethernet IT, Src: PcsCompu_27:68:c3 (8:00:27:27:68:c3), Dst: 52:55:0a:00:02:02 (52:55:0a:00:02:02)
Internet Protocol Version 4, Src: 10.0.2.15, Dst: 142.251.30.101
Internet Control Message Protocol
52 55 0a 00 02 02 ©8 00 27 27 68 C3 08 00 45
54 fb 14 40 00 40 ©1 86 25 0a 00 02 Of 8e
90 03 5b 00 01 00 01 bf 0a 30 69 00
0030 90 00 00 08
0040 1b 1c 1d 1f
(L2627 28 29 2a 2b 2c 2d  2e 2f
0060

o7

Internet Control Message Protocol: Protocol
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5eq=3/768, ttl=1 (reply in 140)

(reply in 138)
(reply in 139)

(reply in 141)
(reply in 142)
(reply in 143)
(reply in 144)

1d=0x0002, seq=8/2048, ttl=3 (reply in 146)

in 147) =

Packets: 205 - Displayed: 51(24.9%) Profile: Default
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No. Time Source Destination Protocol _Length Info source |
9.654474 10.0.2.15 142.251.30.139 Echo (ping) =3/768, ttl1=128 (reply in 7)
7'9.660140 142.251.30.139 10.0.2.15 TCHP 74 Echo (ping) reply  1d=0x6001, /768, tt1=255 (request in 6)
8 13.170780 10.0.2.15 142.251.30.139 ICHP 74 Echo (ping) request 1id=0x001, /1024, tt1=128 (reply in 9)
9 13.181443 142.251.30.139 10.0.2.15 ICHP 74 Echo (ping) reply  id=0xe001, seq=4/1024, ttl=255 (request in 8)
12 29.805562 10.0.2.15 142.251.30.139 ICHP 74 Echo (ping) request 1id=0x001, /1280, ttl=128 (reply in 13)
13 29.811139 142.251.30.139 10.0.2.15 ICHP 74 Echo (ping) reply  1id=0xe001, tt1=255 (request in 12)
14 30.848120 10.0.2.15 142.251.30.139 ICHP 74 Echo (ping) request 1id=0x001, tt1=128 (reply in 15)
15 30.856380 142.251.30.139 10.0.2.15 ICHP 74 Echo (ping) reply  id=0xe001, tt1=255 (request in 14)
16 45.680376 10.0.2.15 142.251.30.139 ICHP 106 Echo (ping) request id=0x0001, ttl=1 (reply in 17)
17 45.690975 142.251.30.139 10.0.2.15 ICHP 106 Echo (ping) reply  id=0x0001, tt1=255 (request in 16)
18 45.696831 10.0.2.15 142.251.30.139 ICHP 106 Echo (ping) request id=0x0001, ttl=1 (reply in 19)
19 45.703056 142.251.30.139 10.0.2.15 ICHP 106 Echo (ping) reply  id=0x0001, seq=8/2048, ttl=255 (request in 18)
20 45.744092 10.0.2.15 142.251.30.139 ICHP 106 Echo (ping) request id=0x0001, /2304, ttl=1 (reply in 21)
21 45.749670 142.251.30.139 10.0.2.15 TCHP 106 Echo (ping) reply  id=0x0001, seq=9/2304, ttl=255 (request in 20)
El v

Frame 6: 74 bytes on wire (592 bits), 74 bytes captured (592 bits) on interface ©

Ethernet IT, Src: PcsCompu_1a:80:9d (8:00:27:1a:80:9d), Dst: 52: :00:02:02 (52:55:02:00:02:02)
Internet Protocol Version 4, Src: 10.0.2.15, Dst: 142.251.30.139

Internet Control Message Protocol

52 55 @a 00 62 62 68 00 27 1la 80 9d 08 00 45 00 RU ' E
00 3c 1c d1 00 60 80 61 60 00 ea 00 02 Of 8e fb <
1e 8b ©8 00 4d 58 00 61 00 O3 61 62 63 64 65 66 MX abcdef
67 68 69 6a 6b 6c 6d 6e 6f 70 71 72 73 74 75 76 ghijklmn opgrstuv
0040 77 61 62 63 64 65 66 67 68 69 wabcdefg hi
© 7 Internet Control Message Protocol: Protocol Packets: 23 - Displayed: 14 (60.9%) Profile: Default
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