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[bookmark: _Toc70006056]1.0.	Introduction 
In this report, computer forensics will be discussed including what computer forensics actually is and an analysis of various computer forensic tools. In the analysis of the computer forensic tools, the main aspects that will be discussed are what the tools actually do and how these tools achieve this result. After analysis on these tools have been completed, they will all be put into a categorisation table that sorts out tools including their availability and their cost. The report covers a case study that is based on sabotage of a mobile designs company where a suspect stole confidential designs and got a job within a competitor’s business. A case background is overviewed including the available information, the actions that need to be taken and also a plan of action for the investigator. An in depth look into the methodology will then be covered going through each and every step including what the step of the methodology is in detail and also what the investigator needs to do. The report will include a forensic report and also an invoice for the forensic investigation. Finally, the conclusion will give a total summary of the entire report.

[bookmark: _Toc70006057]2.0.	Research of various computer forensic tools

[bookmark: _Toc70006058]2.1.	What is computer forensics?
Computer forensics is a branch of forensic science that deals with application techniques on computers to gather and preserve evidence in a method that is legally admissible [1]. The main goal for a computer forensic is to make sure that everything is gathered and preserved legally without any compromises so that everything found can be used in court. If there was a legality issue such as stealing a suspect’s devices to search for evidence, the data would not be allowed to be used within a court of law. Strict guidelines and policies are set in place in order to ensure that original evidence that is gathered is not damaged or altered in any way and that copies are taken [2] and never the original.  Although computer forensics is very helpful to law enforcement, it is also very important to people in the private sector. Commercial organisations are able to use computer forensics to investigate any cases that may occur such as fraud, industrial espionage, forgeries etc… 

[bookmark: _Toc70006059]2.2.	Analysis of computer forensic tools
Computer forensic tools are essential as they can help a person gather digital evidence on another who they suspect of committing a crime. The computer forensics tools are able to record everything that happens on a device or even actions that have been taken online. If these types of tools are used correctly and legally [3], they can end up providing indisputable proof of someone’s guilt or innocence. However, if they are used incorrectly or illegally, no evidence gathered will be usable within a court [4]. Some examples of computer forensic tools being used would be employers finding out if their employees are guilty of anything such as wasting company time playing games / browsing the internet instead of working, digital abuse e.g., sending inappropriate messages / emails in the workplace. These examples are common company usage of these computer forensic tools. 

There are many computer forensic tools that are available for download for many platforms e.g., Windows, Linux, MacOS etc… For the operating system Windows, the following tools are commonly used:

[bookmark: _Toc70006060]Wireshark
Wireshark is widely known within the IT industry as it is used to capture data on a network and analyse it [5]. Wireshark works by capturing all the packets from the network it is connected to, these packets include information such as: Time, length, info (application data, standard query etc…), source IP address, destination IP address and protocol (TCP, etc…). Wireshark also includes a search feature within the software that allows the user to search for a specific packet in the list of captured packets. Finally, Wireshark offers live capturing which means that the moment the software is fired up it automatically starts capturing all the packets on the network, this can be disabled however, it is recommended that it is left on. 

[bookmark: _Toc70006061]Image Forensic Search System
Image forensic search system is a very useful and strong forensic tool as it allows the user to select an image and then scan every other image on the computer system to see how similar they are to the chosen image. This is very useful if police are attempting to find a criminal who may have more indecent images on their PC, this software would find the images. Another very interesting use for this software is giving it an image of a face and it can scan through images of hundreds of people in a crowd and find that person. 

[bookmark: _Toc70006062]Browser History Capturer
Browser history capturer is used to capture web browser history from a computer, it supports many browsers such as Mozilla Firefox, google chrome, Microsoft edge etc… With this software it does not matter if the web browsers are running in the background or not as it is able to save all of the captured data at a default specified location on the PC. The captured data from this software includes things such as bookmarks, cached files, searches, downloads, cookies etc… The software also includes screenshots of the web pages that have been visited by the user which will be stored within the thumbnail folder. 

[bookmark: _Toc70006063]Magnet RAM Capture
Magnet RAM capture is a portable software that is designed to assist investigators, so they are able to analyse data that is found only within system memory. The data that is usually found on the system memory includes currently running programs, usernames and passwords, decrypted files and keys and also network connection information. All the information that is captured is saved in raw format [6] which requires a good amount of storage space available and it is exported either as .DMP, .RAW or .BIN formats. Because of how this software is designed, it has a small memory footprint which allows the minimizing of overwritten data in the memory which greatly helps police investigators who require the original data to stay exactly how it was. 





[bookmark: _Toc70006064]LastActivityView
LastActivityView lets forensic experts view all a user’s activity on a computer, an example of this would be if the user has recently created or moved files around the PC or even deleted them, this tool would be able to show the investigator if it occurred and if it did, when it occurred. This software provides a lot of information to the person using it including the description, date and time, file name, file path etc… The software also includes a search feature that can be modified to search specifics like match case and match word only. These search results can then be used to match with a file on the PC. Finally, the software has the ability to generate HTML reports for all or selected items and then launches the generated report on the computers default browser. 



[bookmark: _Toc70006065]2.3.	Categorisation of computer forensic tools
	Tool name
	Tool Type
	Availability
	Price

	Wireshark
	Network protocol analyser
	Open source
	Free

	Image Forensic Search System
	Digital analysis 
	Open source
	Free

	Browser History Capturer
	Digital analysis
	Freeware
	Free

	Magnet RAM Capture
	Imaging tool
	Freeware
	Free

	LastActivityView
	Information collection tool
	Freeware
	Free





[bookmark: _Toc70006066]3.0.	Case study

[bookmark: _Toc70006067]3.1.	Case study issue - Sabotage 
The issue that is covered in this report is one of sabotage, the suspect who is named “Rob Jengelley” works in CEC Mobile Manufacturing Company. CEC became a market leader within their own segment in a short time span. Rob Jengelley requested a deal with CEC’s competitor to sell off the design of the latest Samsung Galaxy S20 Plus phone. The deal was mutually agreed on by both the competitor and Rob which lead Rob to hand in his resignation and leave CEC. After this event occurred, engineers were able to see that many of the mobile phone designs that were in Rob’s computer were missing. Millions were spent on research and development on these designs which allowed CEC to come to the conclusion that Rob had indeed sabotaged the designs before he officially left the company. The main issue with these events that unfolded is that Rob’s system was never backed up due to the confidential work he was doing for the company and Rob was the only person with access to the designs. 

[bookmark: _Toc70006068]3.2.	Case background
Information that is available:
· Rob Jengelly is the suspect
· The design was produced in Autodesk Maya
· The design was a GUI interface for the Samsung Galaxy S20 Plus phone
· Rob tendered his resignation and left CEC
· Designs were missing from Rob’s computer worth millions of pounds. 

Actions that must be taken:
· Investigation into the computer and restoration of any deleted design files. 
· A forensic report needs to be produced based on actions that were taken to restore the data.

Initial plan of action
The first course of action that should be attempted is checking the Autodesk maya software for any recoverable files. An example of this would be a temporary file being created of the design could still be saved on the system which would be loadable and re-saved to restore the file. This file could either be located as an independent file on the system or could be saved on the program itself as a previously edited file. The easy way to access any temporary files that may have been created due to crashes etc… would be to use the “run” app on windows and searching for “%temp%”. A way to access these temporary files through Linux systems would be using the /tmp command.  



[bookmark: _Toc70006069]3.3.	Investigation Methodology 

[bookmark: _Toc70006070]Verification
Usually, computer forensic investigations are done as part of an incident response scenario which means that the first thing that must be done is verification if an incident has actually taken place [7]. When verifying that an incident had occurred, it is important that the breadth and scope of the incident is determined and that the case is well assessed to ensure all details are covered. Going into details on the incident is something that needs to be done which is why the investigator must think about what the situation actually is, what is the nature of the case including all its specifics. It is important to go into details mainly because it helps determine the characteristics of the incident itself and helps find the best approach to identify, collect and preserve evidence. The investigator in this case is one Barry Lynch, he needed to verify various aspects of the case against Rob Jengelley to ensure that the accusation of sabotage / theft is correct. 

[bookmark: _Toc70006071]System description
The next step of the methodology is the system description, for this step the investigator should start gathering data all about the incident while taking notes at all times. It is important for the investigator to describe the system they are analysing to give a clear point of view of what they are currently looking into [8]. The investigator also needs to cover what the role of the system is within both the organisation and network, finally the investigator should outline the operating system used and go into the general configuration options and outline sections such as disk format, RAM amount, location of potential evidence etc… In this case, Barry lynch covered all sections of system description and ensured that nothing was skipped in order to gather all necessary details on the target system.


[bookmark: _Toc70006072]Evidence Acquisition
Evidence acquisition is a major step of the methodology as it is a very lengthy process and has the most impact. The investigator must identify all potential sources of data including the acquiring of both volatile and non-volatile data and then verify the integrity of the data identified and ensure that the chain of custody is followed. The chain of custody is also known as the paper trail or forensic link. If the chain of custody is not followed, it creates issues such as any evidence that is collected not following the chain of custody could be challenged in court and thus be ruled inadmissible. When trying to acquire evidence it is good to ensure that everything that can be collected is as it is much better having too much evidence some of which may be useless than having too little evidence. The main focus, however, is it make sure that all important leads to evidence are prioritized including engaging with business owners to determine the business impact of chosen strategies as the last thing an investigator wants to do is stall someone’s business intentionally or without a legitimate reason to do so.
When collecting data, the investigator needs to make sure that they are documenting when the data is collected so that there is a documented order of collection [9]. This is a big concern because volatile data changes over time, so the order of collection ensures that no evidence is lost or thrown out. There are many ways to acquire volatile data however, one of the recommended methods of this is to use network connections, ARP cache, running processes, login sessions etc… A very vitally important note when using this method is to ensure that any and all data collected is done using trusted binaries and not by using the impacted system. 
After any volatile data has been collected, the investigator should then move to the next step of collecting non-volatile data from the hard drives within the system. There are many methods of extracting data from hard drives in the form of a bit stream that are relatively straight forward including using hardware devices like a write blocker so that the system can be taken offline, and the hard drive can be extracted from the system and worked on. Another method is to use an incident response and forensic toolkit such as FTK that can be used to boot them system. After the investigator has acquired all the necessary data and then verified the integrity of it, they should have a clear description of how the evidence was found, handled and state everything that data had been through (Chain of custody) [10]. In this case, Barry Lynch who is the investigator would have to take all these steps to gather evidence to ensure that it can all be used within court otherwise it is pointless gathering the data as the second Rob Jengelley is taken to court, the evidence collected would be dismissed. 











[bookmark: _Toc70006073]Timeline Analysis
After evidence has been acquired the investigator then will start actually investigating all the collected data and analysing specific things within the forensic lab. The first step to this analysis is to start a timeline analysis. This type of analysis is very important because it will disclose information such as when files were modified, accessed and also if files were changed and created in a human readable format. All of this data is acquired using a various range of tools as it is extracted from the metadata layer of the file system for example, on windows, MFT holds all this information and on Linux, inode is used.  The data extracted from the metadata is then parsed and sorted so that it can be analysed [11]. The timeline memory artifacts from the data can be very useful as a method of building a story of what actually happened as all the information can be put into order based on the time of modification. After the analysis is complete, the end result should be photographic evidence of activity done in the system which includes the date, artifact involved, actions taken and also the source of all the data. When getting this end result the creation of it all is the simple part, the difficulty comes from interpretating the data as it is very easy to get something wrong. When the investigator is interpretating the data it helps if they try their best to be meticulous and patient as that is the best way to build the most accurate picture possible of what happened. If the investigator is not patient in the interpretation of the data, then wrong conclusions could be drawn which creates a false narrative of what actually occurred and may even get the case dismissed in court. 
There are many tools that help with timeline analysis, an example of a tool would be something like SIFT Workstation that is free to download and is frequently updated to fix issues and add new features. 

[bookmark: _Toc70006074]Media and artifact analysis
By the time this step is reached, the investigator should have answers to the basic questions such as what programs were executed and when, what files were downloaded, what files were deleted etc… This step is where there is so much information available that anyone who is not an experienced forensic investigator would have too much information to sift through. An experienced investigator should be able to identify which files are going to be useful and are known to be good and what files are known to be useless and bad. All of this can be done by using many tools and databases that are available for example, the investigator could use databases such as Nation Software Reference Library from NIST and for legitimate tools that could be helpful, they could use a tool like hfind which is part of the Sleuth kit. If the investigator is doing their investigations on a windows system and they have experience with windows, they should have good knowledge of the systems including windows artifacts and registry artifacts to reduce the amount of data to be analysed. On windows, a sort of super timeline can be created which encompasses multiple time sources that can be pulled into a single file for convenience. Another key step to media and artifact analysis is memory analysis. Memory analysis can be used to examine any rouge processes, network connections, loaded DLLs etc… When dealing with this type of analysis it is crucial that the investigator follows procedure and guidelines so they do not use any techniques such as data alteration or destruction as it would impact the entire investigation. 




[bookmark: _Toc70006075]String or byte search
Another step for the methodology would be string or byte search which consists of the investigator using tools that allow them to search low level raw images. These tools would only be useful if you know what you are looking for. The tool is able to use techniques that allow the investigator to look for byte signatures of known files, the tool also allows the investigator to do string searches using regular expressions. Barry Lynch would be able to use this method to thin his search for the missing file. 

[bookmark: _Toc70006076]Data recovery
Data recovery is used to recover data from a file system using tools such as the ones that are available within the Sleuth kit that can be used to analyse file systems, data layer and metadata layer. In order for these tools to find files of interest they have to analyse slack space, unallocated space and also perform in-depth file system analysis. Another method of gathering this evidence would be carving files using the raw images that are based on file headers which can be done using a tool such as foremost. This method is very important for the investigation that Barry Lynch performed as it gives a potential pathway to find the missing files and to close the case for good and get justice. 

[bookmark: _Toc70006077]Reporting results
The final step of the entire methodology when it comes to forensic investigating is the reporting of the results. This final step may include describing all of the actions that have been performed and also determining if any other actions need to be performed and if so, what are these actions that will be performed and what would the outcome of it be. Another important part of this would be the recommendation of improved policies, guidelines, procedures, etc… The most crucial part of the forensic investigation is the reporting of the results in way that reflects the usage of scientific methods and only state what is backed by evidence as at any time the report could be used as evidence for legal or administrative purposes. It is also important to ensure that the written report based on the results is formulated depending on the audience.

[bookmark: _Toc70006078]4.0.	Forensic report 
See appendix A.

[bookmark: _Toc70006079]4.1.	Forensic investigation invoice 
See appendix B.

[bookmark: _Toc70006080]5.0.	Conclusion
After all of the information within this report, it is not wrong to conclude that computer forensics includes the gathering of evidence, the reporting of evidence and also ensuring that any evidence gathered and investigated needs to be collected according to the law otherwise risk being thrown out at court. The report has also discussed many different types of forensic tools in detail and categorised them all within a table that includes both availability and cost. Some of the tools that were covered within this document are Wireshark, Image Forensic Search System, Browser History Capturer, Magnet RAM Capture and LastActivityView. From the comparison table, it was shown that every single listed tool was free to download however, not all of them were open-sourced, some were just freeware. When it comes to the included forensic report within Appendix A, it is very clear that there are a lot of guidelines, policies, procedures etc… in place for investigators to follow and if they do not follow these then they put their entire investigation in jeopardy. The judge in this case needs to clearly see where evidence came from and how the investigator collected this evidence in order to ensure that this evidence was collected legally. Finally, as everyone involved needs to be paid for their work, the invoice cost will vary depending on what is needed. As evident within Appendix B, the invoice for the investigation done by Barry Lynch as well as the forensic report write up and labour costs totalled at £12,000. 


[bookmark: _Toc70006081]Appendix A

[bookmark: _Toc70006082]Forensic report

Investigator:			Barry Lynch
				ID #1902
				(Forensic investigator at CYFOR)

Digital Forensics Examiner:	Vlasis Michail
				(Digital Forensics Examiner at CYFOR)
				London, United Kingdom
				02074382045

Subject:			Digital Forensics Report
		Accused:	Rob Jengelly
		Offence:	
· Industrial sabotage
· Theft of company property

	Date of Request:	January 5th, 2021
	Date of Conclusion:	April 15th, 2021
	Report Publish Date:	April 20th, 2021
	


[bookmark: _Toc70006083]Abstract
The purpose of this forensic report is to provide findings and recommendations from fictitious evidence regarding the acts of Industrial Sabotage on the CEC Mobile Manufacturing Company. Included within this report are digital forensic standards, principles and legal issues that may have an effect on the court’s decision. 
The report is created in the most unbiased way possible, and its purpose is to assist the court in making the correct legal judgment of Rob Jengelly. The report provides detail of the acts committed by the suspect as well as any information that is important to the overall investigation. The focus of this entire forensic report is on all digital evidence collected from the suspect including their work system.

[bookmark: _Toc70006084]Principles
Principles that are outlined below are created in order to be followed in every investigation, they are general principles as outlined by the forensic community and the principles and procedures that are outlined by the NIJ (National Institute of Justice). 

There are four main general principles that are clearly outlined by the forensic community to be applied during any investigation, these are:

· No actions to change original data.
· An audit trail needs to be created.
· Legal principles must be followed.
· Investigators must access original data following all procedures and ensuring no data is damaged.

Breaching these very important principles can cause serious issues with any investigations that are occurring including having all the evidence that is gathered within a case discarded due to data not being handled correctly. An example of this would be if the investigator had tampered accidentally or purposefully with the original data then none of it would be usable in court. 

[bookmark: _Toc70006085]Digital forensic standards
Digital forensic standards are created to outline what can and should be done when evidence is being examined or collected. These standards cover both examiners (Analysts) who examine, analyse or recover digital evidence and sometimes they are even responsible for collecting digital evidence too. The standards also cover specialists that are responsible for collecting or preparing any digital evidence for examination or analysis. 
In order for any personnel to perform any of the tasks listed above they must possess the technical competency to ensure that any forensic tasks are performed correctly and that all guidelines and procedures are followed. There are many factors that need to be considered when selecting people who are responsible for carrying out any form of digital forensic work, factors such as experience, character, Education, problem solving, technical concepts, competency etc… 
[bookmark: _Toc70006086]Experience
Experience is very dependent on the needs of the organisation for example, some may not require any previous experience at all or very little however, some organisations require a lot of prior experience such as working at other firms doing similar work for a specific amount of years e.g. 5 years working as a digital forensic analyst. The main vocal point for suitable experience is proof that the individual possesses the necessary skills and abilities to be able to handle any complex problems that most likely would occur and also the ability for clear communication both verbally and in writing when it comes to these issues.

[bookmark: _Toc70006087]Character
It is crucially important that all individuals that will be performing digital forensics are maintaining the highest standards of ethics and conduct. It is expected that individuals that are performing these tasks including sensitive data are held to the highest standard as civilians have an expected level of confidence regarding the integrity of government employees. Any individuals that are going to be hired should be screened adequately in regard to digital forensic positions. These individuals should be screened for processes including criminal history checks, queries of commercially available databases, personal interviews, previous employment and reference checks, background checks and finally drug tests. 

[bookmark: _Toc70006088]Education
Newly appointed personnel who are hired to perform digital forensic tasks should possess a relevant degree such as a bachelor’s degree that lasts 3 to 7 years. The main benefit of the degree is that it enables any individuals to handle complex problems that are encountered while attempting to analyse or collect digital forensic evidence. The technical benefits gained from going to university and receiving a bachelor’s degree provides a level of assurance of the person’s ability to both understand and apply technical concepts that are frequently found within computer forensics. 

[bookmark: _Toc70006089]Problem solving
Problem solving is important as the entire job is to analyse problems and find solutions in order to resolve those problems. It is incredibly needed within computer forensics as a lot of issues occur that need troubleshooting including the troubleshooting of multiple types of computer equipment such as PC’s, Laptops, Phones, TV’s etc… 

[bookmark: _Toc70006090]Technical concepts
As computer forensics is very technical it requires that the individuals involved be able to comprehend complex technical concepts. When it comes to training for digital forensic examiners, it involves highly technical information about how computers operate and how data is stored and transmitted by digital devices such as computers.  



[bookmark: _Toc70006091]Competency
Before any personnel perform independent work, they are required to demonstrate that they are competent to perform digital forensics. Majority of most formal digital forensic training programs usually include both written and practical exams in order to gage a correct level of understanding of the individual’s knowledge and ability. An agency is also fully capable of accepting a formal certification in computer / forensic forensics as a demonstration of that individual’s competency. The formal certification that can be accepted by an agency usually is received as a result of a test. 

[bookmark: _Toc70006092]Legal issues
The main legal issue when it comes to any type of forensic work is the admissibility of evidence if any of the work is not completed correctly and legally. If any evidence is collected without following every single guideline or protocol that evidence is instantly thrown out and can not be used within a court of law. As government employees are bound to serve the public, there is very limited methods of gaining information without a warrant, if it is done without a warrant then that individual’s rights are considered violated as their privacy has been breached.


[bookmark: _Toc70006093]Evidence collected:

[image: ]1x 4TB Western Digital Blue Hard Drive

This hard drive was retrieved from Rob Jengelly’s PC after the incident occurred as it was the only hard drive in the system and is believed to have held the stolen designs that the company is looking for.

[image: ]Stollen GUI Designs

The designs were located after file recovery was enacted on the retrieved hard drive. These were the files that were suspected to be stollen by Rob Jengelley. 

[bookmark: _Toc70006094]Actions taken by forensic investigator:

· The designs that were stolen were stored on Rob Jengelly’s computer, which the retrieved hard drive is from.
· FTK imager was used to recover any deleted files as it is able to create perfect copies of data without making any changes to the original evidence.
· An image of the physical drive was created.
· Information such as case number, unique description, evidence number etc… were added to that image of the drive.
· After creating the image of the physical drive and adding all the information, an image destination folder and name as well as ensuring that the image was verified after creation and then mounted to the drive. 
· Finally, the evidence that is mounted on the drive is able to be viewed by analysts without tampering with any evidence. The image allows the analysts to view the partition of the drive freely and also view the root folder that includes all the previously deleted files. 





















[bookmark: _Toc70006095]Appendix B
[bookmark: _Toc70006096]Invoice for the restoration of files and the forensics report

	Cyfor
	

	Greenside Way,
Manchester, United Kingdom
+44 1617978123
contact@cyfor.co.uk | https://cyfor.co.uk/ 
	INVOICE # 8833
 DATE 20/04/2021

	TO
Douglas Johnson
Mobile Manufacturing Company
Montfichet Road, Olympic Park
London, United Kingdom
0330 726 7467 MobileManufacturingCompany@Gmail.com
	FOR Digital Forensic Investigation
 


	Description
	Amount

	Digital forensic investigation
	£6500

	Digital forensic report
	£3500

	Labour
	£2000

	Total
	£12,000


Make all checks payable to Cyfor
Payment is due within 30 days. 
Thank you for your business!
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