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The General Data Protection Regulation (GDPR) is a regulation in EU law that, as of May 2018, is mandatory for all members of the state. Its aim is to protect EU citizens from data breaches, a threat that is becoming more prominent in a world driven by data [1]. By setting standardised protection laws across all EU countries, it is hoped that EU citizens will be more aware of what data is being used, how it is being used and have the ability to opt out of data being used.  GDPR also aims to make it easier to track down any cases of data breaches. Cyber threats can affect anyone, therefore an organisation which holds Personally Identifiable Information (PII) can become a valuable target to a cyber-criminal. It is important to remember that a data breach does not have to be a result of a cyber-crime. Lack of awareness of GDPR practices in a workplace can lead to a member of staff unknowingly breach regulation and leak data [2]. Whilst it is vital that an organisation has a robust approach to data protection legislation, staff within the organisation must be informed of the organisations approach and aware of its methods that aim to prevent data breaches.
This report will analyse a work-place related incident where a data breach has occurred. The organisation where the incident has taken place is NHS Wales Informatics Service (NWIS) and the author is writing as a manager in charge of information governance. The report has been written to the head of information governance in NWIS, outlying the following:
· A description of the incident that led to the data breach
· Data protection principles that may have been breached as a result of the incident
· A summary of NWISs policies that relate to the breach
· Compliant actions to be taken to contain any future breaches
· An evaluation of actions to take in respect of those whose information was leaked

A report to the Executive board will be included which will discuss the risk exposure resulting from the incident and an evaluation of whether the Information Commissioners Office (ICO) need to be informed. The report will also look at the risk exposure as if the incident involved an occupational health report / sick note was leaked. Attached at the end of the report will be a discussion note for the next meeting of NWISs governance committee that will consider approaches to minimise future breaches and a poster to remind staff of good practices that comply with Data Protection legislation.

1. [bookmark: _Toc50476587]Report for the Head of Information Governance into data breach at NWIS

To the head of Information Governance,

I am writing to you in regarding a recent incident involving a manager in an operational department within NWIS. The incident has led to PII being leaked to a member of the public and, as a manager within the Information Governance team, I feel it is my job to report this incident. The member of staff in question (who will be referred to as John) brought to my attention that they had accidentally emailed a list containing the names and addresses of staff within their team to a member of the public. John reported the accident immediately and is fully cooperating. It is known that John had downloaded the list off an operational system as they believed it would allow them to carry out a task more efficiently. However, they attached the incorrect document when sending a leaflet that was stored on their desktop. Upon further investigation, it is now known that John also keeps other PII documents on their desktop, including occupational health reports and staff sick notes. I recognise that this is a serious breach of our data protection policy within NWIS and will be addressing any concerns in this report.
We know that GDPR applies to this incident as the information that was leaked identifies members of staff within the organisation. We must consider how the incident has breached the principles of GDPR. Whilst John has the right to access staff data such containing their names and addresses, my concern is how they were able to download it in such a way that they could then attach it to an email by mistake. What is more concerning is that John has copies of staff sick notes and occupational health forms saved to their desktop. Johns role as an operational manager means he is a controller of the data of staff under them, meaning it is up to John to ensure the processing of said data complies with data protection laws. I understand that John is authorised to see this data if he has reason to, However, I am concerned his staff were not made aware how easily accessible their data would be. We know John downloaded the names and addresses of staff off an operation system, however his reasoning for doing so worries me. To collect PII to “undertake a task more efficiently” is a clear breach of Article 5(1)(b) of GPDR until we know further details of what this task was. This principle covers “purpose limitation” and ensures data is collected for specified, explicit and legitimate purposes. It cannot be confirmed whether John collected the data with legitimate reasoning. This also applies to the fact John has sick notes and occupational health forms on his local desktop, there is no excuse that warrants this behaviour. This is extremely sensitive data and should only be accessible on a need to know basis, by saving it to the desktop, this puts the PII in extreme danger of being accessed by the wrong people. Whilst the PII mentioned in the incident will have been collected by John, it is John’s responsibility to ensure the data is safely archived in the appropriate place and is accurate. By not doing this, John has also breached Article 5(1)(f) of GDPR. This covers data integrity and confidentiality, meaning data should be processed in a manner than ensures appropriate security of personal data. John should not be able to access PII without proper reasoning and certainly should not have it saved on the local desktop. By saving this data on to the desktop, John is in breach of Article 5(1)(e) of GPDR, which covers storage limitation. Special personal data such as sicknotes cannot be kept on a local desktop and should be stored in a place where an audit trail is in place to keep track of who is accessing them.
Our data protection policy aims to provide staff the right to privacy of their personal data. John has put his staff’s personal data at risk and therefore breached our policy. We are fortunate that John brought the incident to our attention immediately as this now allows us to consider reporting this to the ICO. It also allowed to us discover that John had the files on the desktop. Our policy defines personal data as information such as name, address and post code. Discovering the folder containing staff sick notes and occupational health records means John as also breached the privacy of staff’s special categories of personal data. This related to aspects of a person’s life such as their health status. For staff to record and use PII, they must do so in a way that is open as to why it is being collected and how it is going to be used. At this time, we do not know why John has used this data. All this data must be processed lawfully and fairly. Our policy utilises Data Protection Impact Assessment (DPIA). This assessment aims to ensure that NWIS are working up to standards and comply with data protection legislation. Reporting incidents such as this is included in our policy. All NHS Wales organisations must have arrangements in place to identify, report, manage and resolve a data breach within an agreed timescale. It is also our responsibility to monitor the organisations compliance with information governance, addressing identified risks immediately. I believe the most important section of our IG policy covers training and awareness. It states that Information Governance is everyone’s responsibility. Staff must complete their mandatory IG training as employment commences and again every two years. This incident has revealed to us that not all staff are aware of the importance of data protection or simply choose to ignore it. Therefore, we have the right to monitor work processes to ensure our staff are working effectively. Any situation where a breach has taken place, an investigation should take place and is followed by disciplinary procedures. The policy outlines that for NWIS to achieve good IG practice, our staff must be able to understand why good governance is important to the organisation and challenge bad practice when they see it. This will minimise the risk of any incidents occurring or recurring. Although I feel our policy is robust, we must also be flexible and willing to adapt it. This is why the policy is reviewed every two years, however it can be reviewed more frequently if there was to be a change in legislation, practice, technology or methodology.


At NWIS, we aim to perfect the balance between staff accessing the relevant data and protecting the privacy and security of data. This data breach proves that, despite our best efforts, our staff are not following our guidelines for best practice. The incident discussed above has brought to light that our staff may not be aware of our approach to information governance. This falls on us to change this and prevent further breaches from happening. It may be the case that John did not realise that his actions were breaching our information governance policy. Our first action must be to contact the recipient of the document containing the PII. We must get explain the situation and gain assurance from them that the data has been removed from their records. To prevent further incidents, I suggest the following actions are taken: 
· Increase Staff Awareness - The best way to keep our data secure is to increase staff awareness. Whilst we do have a mandatory information governance module staff must complete as part of their ESR compliance, I believe it does not go far enough. Staff only need to carry out this module once every 2 years. If we make it more regular and update the content on an annual basis, we should see staff becoming more aware of how to keep data more secure. Perhaps some real-life scenarios could be included so staff see the potential consequences of not abiding to our guidelines. I have also included a poster later in this report. Posters placed around the social areas of our offices that inform people of small steps they can take to keep data safe could make a difference. Ideas for the poster could include examples of the most common data breaches that threaten organisations and how they can impact staff.
· Full review into current methods of data processing/storage – The incident with John was a serious reminder that not all staff have the same awareness of our data protection policies. I am concerned that there are other staff who, like John, are accessing/storing PII in a way that breaches our policies. To combat this, I suggest that we enforce a system where everyone uses the same method of storing PII and can only view what their account permissions allow them to view. More senior staff will be able to view more data, however the data will be role based. For example, a Product Specialist will not need to view staff sick notes, therefore their role will not permit them to see them unless the account is amended. The most important part of this system is that there is an audit trail for every action that occurs. Any data that is accessed will leave a time stamp, a digital signature so we know who signed it and a reason for accessing this data. Therefore, in the case of any breach, there is a record of who accessed the data, when it was accessed and what their reasoning at the time was. I also believe we should make it so more sensitive PII, such as sick notes or occupational health records, cannot be downloaded to a local machine. We should utilise our secure file sharing system more and push for staff to get more familiar with it. The secure file sharing system encrypts documents that need to be transferred, meaning the recipient can only access it with a password. These documents also expire after 3 weeks. Data should not be kept for any longer than necessary. We could push for senior staff to try and check any staff PII they oversee is regularly updated, hopefully leading to unnecessary data being permanently deleted. This would ensure we are following Article 5(1)(e) of GDPR which relates to data storage retention. Removing PII that is no longer relevant means is vital to our data protection.
· Data minimisation - Article 5(1)(b) of GDPR ensures that data that is processed is limited to what is necessary. Apply this to the incident referred to above. Does John need access to occupational health forms and sick notes? I believe Johns role does not require him to access these documents, they should be processed by HR. When considering this principle across the organisation, we can ensure that the data being processed by our controllers is data that is relevant. By limiting the data processed, we remove some risk of data leakage.

We must reassure the staff who have been affected by this breach that we are investigating this thoroughly and that it will never happen again. Therefore, I suggest we take the following actions:
· Write to each member of staff affected by the breach to explain to them what information was leaked, where it was sent and who was responsible
· Provide the affected staff with our Information Governance team where they can get more information
· Discuss likely consequences of the breach
· Discuss other possible consequences that are less likely to happen but still pose a threat
· Assure them that the situation is contained and being investigated as to why this was able to happen
· Discuss our steps to prevent an incident like this from happening again
· Advise them that we have contacted the recipient of the PII, discussed the situation with them and had confirmation that they have removed the document they received from their records 
Staff are likely to be concerned about this incident once they have been given the details, especially that John was keeping extremely sensitive PII on the local desktop. We must reassure them that this has been taken care of and that the data is now being kept secure. Whilst John will go through the disciplinary procedure, we should not discuss that with the affected staff until we know the outcome. We should also try to get their word that they will not discuss this with any staff outside of those affected. It may be beneficial to run through the disciplinary procedure with the affected staff so they can be reassured that we are taking this matter seriously.
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To the executive board,

I am writing regarding the recent data breach at NWIS. As the investigation is ongoing, I believe we should now discuss the risk exposure resulting from this incident. This was a serious incident where multiple staff members had their PII sent outside of the organisation. Our investigation has highlighted that the manager of this team was not abiding to the organisations data protection guidance and accessed this data unlawfully. We also found that documents containing extremely sensitive PII was saved to the managers local desktop. Staff who have been affected have been informed of the situation and are kept up to date with any developments. It is now time to discuss the repercussions of this breach for NWIS, whether the Information Commissioners Office (ICO) need to be informed and what could have happened if we had not found the documents containing sensitive PII.

Putting data legislation into place within NWIS was an expensive but necessary task, now we must contain, respond and evaluate our approach. We are also at risk of financial penalties, with GDPR giving authorities power to issue fines of up twenty million euros. As this is our first major breach, I am confident that the figure will not be anywhere near this high, however we must think about how we can stop further penalties that could lead to fines of this amount. We must ensure that we take our response very seriously to prevent any further breaches. The cost of appropriately responding to this breach will have far less of an impact then another future data breach. There is a chance that authorities may investigate our approach to data protection to ensure we are meeting GDPR’s requirements. This could have some impact; however it is a necessary step as they will be best to advise how we can improve our data protection guidance. We are also at risk of staff losing trust in us and how we handle their data. We are trying to contain the breach, so word does not get out to other staff, however there is no guarantee of this. Those affected by the incident have had an apology of their manager for this incident, but we must make sure we can give them the confidence that this will not happen again. I understand this incident was serious, but it may be a blessing in disguise in that we did not realise how senior staff may not be as aware of data protection as we assumed. I believe we can take the right steps to not letting an incident like this happen again and having staff feel confident that their data is safe. This incident also puts NWIS at risk of negative press. As we are the health informatics service for NHS Wales, to have a data breach can lead to serious concerns about our approach to data protection. We must assure the public that their data is safe with us, this was an isolated, internal incident that did not affect the services we provide, and no patient data was affected. We must also show how seriously we are taking the incident and ensure that our disciplinary procedure deals with the matter efficiently.

We must also consider whether the Information Commissioners Office (ICO) need to be informed of this incident. For an incident to be reported to the ICO, we must establish the likelihood of the risk to people’s rights and freedoms and report it within 72 hours of becoming aware of the breach. Recital 87 of the GDPR advises that when a personal data breach has occurred, it must be promptly addressed and the ICO to be informed about it. Recital 85 suggested a personal data breach can “result in damage to natural persons such as loss of control over their personal data or limitation to their rights, discrimination, identity theft or fraud, financial loss, unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality of personal data protected by professional secrecy or any other significant economic or social disadvantage to the natural person concerned” [3]. Whilst we cannot guarantee that the breach will cause damage to the affected staff, there is a possibility that it could lead to one of the above effects. Taking this into consideration, I believe we must report this incident to the ICO.
 We must ensure that we provide the ICO with the following information:
· A description of the nature of the personal data breach including the number of individuals concerned and the number of personal data records concerned
· The name and contact details of the NWIS IG team 
· Summary of likely consequences of the breach
· Description of measures taken or to be taken that will deal with the data breach


In the hypothetical situation that John had sent out the staff’s occupational health forms or sick notes to a member of the public, this would put NWIS and the staff at serious risk. Data contained in these files, such as health data, can be classed as special category data, meaning it needs more protection due to its sensitivity. We are only able to process special category data as we meet one of the conditions set out in Article (9) of GDPR. That condition is Article (9)(b), Employment if authorised by law. We should also have carried out a DPIA due to the personal nature of the data being processed. John is authorised to gather this type of data for his staff only, however it is not acceptable for him to store it somewhere that is so easily accessible to him and potential cyber criminals. If these files were leaked to the public, it reveals that we as an organisation have failed to implement an Information Governance policy that protects our staff’s personal data.
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Below are points that need to be raised in the upcoming NWIS Governance committee meeting that will minimise another incident like this happening again. 
· Methods to increase staff awareness – What is the best way to ensure all staff are aware of good practice to data protection? Ideas such as more frequent mandatory training or posters around the office?
· Learn from previous incidents – What can be learnt from the data breach mentioned in the above report? Was the root cause a lack of awareness regarding our data protection approach? Why was the data so easily accessible for John? Why was he able to keep local copies on his desktop and how long were they there for?
· An increased presence of the IG team within NWIS – More frequent reviews into each teams methods of processing data carried out by a member of the IG team could highlight mistakes that would otherwise go unnoticed. 
· Ensure people know their roles to keep in line with guidance – People may not be aware that everyone is responsible for data protection within NWIS, whether that’s patient data or staff data. 
· Demonstrate potential consequences – Staff may not know that their actions could not only affect them or their staff, but it could also affect NWIS. NWIS is vital to the NHS so to have a major incident would have massive consequences on us all.
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