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Policing in the Digital Age: An Analysis of the Impact of Cyber Crime on Law Enforcement Strategies and Operations over the Last Decade

INTRODUCTION:

Cybercrime has emerged as a significant threat to individuals, corporations, and governments worldwide and is still not fully understood by the police or researchers (Curtis, 2022). Over the last decade, the rapid evolution of technology has not only facilitated the proliferation of digital platforms but has also expanded the opportunities for cyber criminals to engage in illegal activities. This dissertation will explore the impact that cybercrime has had on policing, focusing on how law enforcement agencies have adapted to these new challenges. The research will address changes in policy, practice, resource allocation, training, partner agency cooperation, and the adoption of new technologies in the fight against cybercrime.

The rise of cybercrime has transformed the landscape of criminal activity, necessitating a shift in policing strategies. Traditional crime fighting techniques are often inadequate to address the complex and borderless nature of cybercrime (NCA, 2023). This study aims to understand the extent to which law enforcement has evolved in response to this threat and identify the successes and challenges they have faced. By conducting research, the dissertation aims to provide insights into best practices and recommendations for future improvements in cybercrime policing.

The research will contribute to the field of criminal justice by providing up to date analysis of how law enforcement has responded to the challenges posed by cybercrime. The findings will help to identify effective strategies and highlight areas in need of further development. 


	SUMMARY OF RESEARCH OBJECTIVES: 

· How have cybercrimes evolved over the past decade, and what has been their impact on law enforcement agencies?
· What changes in policies and strategies have law enforcement agencies implemented to combat cybercrime?
· How have resource allocation and training programs for law enforcement been modified to address the challenges of cybercrime?
· In what ways has partner agencies cooperation and international collaboration been affected by cybercrime?
· What technological advancements have been adopted by law enforcement to prevent and investigate cybercrime?


	LITERATURE REVIEW:
This study will analyse relevant scholarly articles, government reports, and authoritative sources on cyber crime and its impact on policing. This section will synthesize the current state of knowledge, identifying gaps that the proposed research will address.

Key sources may include:
· Wall, D. S. (2015). The Internet as a conduit for criminals
David Wall completed a study where they discussed the impact that the internet has had on criminality. They also discuss that when it comes to court, cybercrime often has the familiar ring of the “traditional” rather than the “cyber” about them such as, paedophilia, pornography and fraud and that those types of crime are already covered by substantive areas of law in most jurisdictions.

Wall also covers how there are hundreds of thousands of estimated incidents but a relatively small number of known prosecutions. Wall questions the early predictions that if cybercrime is not checked then it could effectively bring criminals into every home. They also cover other theories in which other authors have questioned whether or not “there are indeed such things as cybercrimes” (Brenner, 2001). Other authors have also questioned “whether cybercrimes are actually categories of crime in need of new theory or whether they are better understood by existing theories” (Jones, 2003).

· Europol. (2020). Internet Organised Crime Threat Assessment
Europol published the Internet Organised Crime Threat Assessment in 2010. This assessment showed key findings and emerging threats and developments in regard to cybercrime and how those threats and developments impact members of the public, businesses and governments in the EU. The report focuses on the crime areas that fall under the EC3’s mandate (EC3, 2023)

· Anderson, R. (2013). Measuring the cost of cybercrime
Ross Anderson documents a systematic study of the costs of cybercrime. Anderson discusses what is and is not known of the direct cots, indirect costs and defence costs to both the UK and the entire world. Anderson provides evidence that botnets which are networks or hijacked computers used to carry out a number of different scams and cyberattacks (Kaspersky, 2024) are responsible for a third of the spam sent in 2010 which earned the owners of those botnets approximately $2.7 million, while worldwide expenditures on spam prevention is estimated to have exceeded a billion dollars.

· Brenner, S. W. (2010). Cybercrime: Criminal threats from cyberspace
Susan W. Brenner published this book in 2010 which traces the emergence and evolution of cybercrime and how it increasingly becoming a threat to society

	SUMMARY OF RESEARCH –SURVEY METHOD: 

The study will employ a mixed-methods approach, combining qualitive and quantitative date. Data collection will include;

· Analysis of secondary data, such as crime statistics, policy documents, and law enforcement reports.
· Case studies of specific law enforcement agencies that have implemented innovative strategies to combat cybercrime.

The study will also use primary research methods by using a questionnaire which will provide quantitative data to be analysed. This questionnaire will look to understand the public’s knowledge of internet safety and cybercrime.

The research will ensure that a diverse range of perspectives is considered, including those from local, reginal and international enforcement bodies.


	SUMMARY OF SAMPLING FRAMEWORK: 

The study will see the use of an online questionnaire which will be sent out to the members of the public who will be able to complete the questionnaire on an anonymous and voluntary basis. Using members of the public is very important as it will help understand their own understanding of the current laws surrounding cybercrime. The only concerns that the online questionnaire will have been whether or not the study will reach across all demographics, and this is something which will need to be considered when distributing the questionnaire.


	ETHICAL ISSUES:

There will be no ethical problems within the study that we will see or need to discuss. This is due to the online questionnaire that will be sent out will be completed on a voluntary and anonymous basis with all responding being kept confidential in line with the current General Data Protection Regulation laws and will only be used for the purposes proposed and agreed by with the participants. All literature that will be reviewed will be such literature that is available to all members of the public and will never be used to obtain any personal privilege.
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