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Background & Context

loT connects diverse systems across smart
homes, healthcare, and industries.

However, security vulnerabilities arise due to
weak authentication and limited resources.
These issues increase exposure to cyber threats
and unauthorised access attempts, requiring
advanced detection mechanisms [4], [8].

Health Centre

O[]




Problem Statement

. loT systems generate large volumes of _— :
heterogeneous log data, making analysis oo e Upaced L
complex. -

. Existing intrusion detection systems lack real- > @ 2 —E,/ @ * |2
time capabilities and struggle with unknown ;i _l t __%
attacks. Network 2 :

_.High false positives reduce reliability, Emulator = 3k =
highlighting the need for intelligent, & % % °?‘ &
integrated detection solutions [4]. N Eal Dataset Enl;ci:ng

Intrusion Detection using Deep Learning



Aim & Objectives

Aim:
The main goal of the study is to come up with an effective log-based forensic framework to moni
attempts of accessing the loT systems.

Objectives:

To critically examine the currently used IoT security measures and digital forensic methods so as
their advantages and weaknesses.

To come up with a log-based detection model with the capability to process and analyse the log g
loTs effectively.

To apply anomaly detecting methods to detect suspicious activities by applying machine learning algor
To measure the performance of the proposed framework in terms of the suitable metrics that include a
precision, recall, and F1-score.
To make recommendations that will increase the detection capacity in real-time and general effi
system.



Literature Insights

Studies highlight IoT vulnerabilities and

limitations of traditional IDS.

. Log-based forensics improves investigation
capabilities [3].

_. Machine learning enhances anomaly detection
accuracy [6], [9].

_. However, integration between forensic analysis

and intelligent detection remains limited [5],

8].
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Research Gap

Current research lacks real-time scalable log
analysis frameworks.

Limited integration of machine learning with
forensic log systems exists.

Challenges remain in handling heterogeneous
loT data and ensuring interpretability of
models, indicating a need for unified and
intelligent detection frameworks [5], [8].
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Al Techniques

Explainable AI, Swamp intelligence, Digital
Twins, Machine Learning, Deep Learning,
Federated Learning, Hybrid AI-Blockchain




Methodology

This research adopts a Designh Science Research
approach.

A quantitative experimental method is used to
develop and evaluate a detection system.

The study focuses on building, testing, and
refining a machine learning-based framework
for loT intrusion detection.




Proposed Framework

The framework processes loT logs through
preprocessing, feature extraction, and machine
learning-based anomaly detection.

It uses datasets such as 10T-23 and TON-IoT.
Tools include Python, Scikit-learn, and Wireshark
for implementation and analysis [7], [10].




Evaluation & Outcomes

Sy stem p el’f ormance _I s ev alu ate d u S,i n g FRAMEWORK FOR INTRUSION DETECTION IN 10T SECURITY USING MAML TECHNIQUE

accuracy, precision, recall, and F1-score.
Expected outcomes include improved
detection accuracy, faster response times,
reduced false positives, and a scalable
framework suitable for diverse loT
environments [1], [6].




Conclusion & Impact

. loT security remains a critical challenge. loT Security MLDEE 2sedinumsian

. This research proposes a unified framework Using ML/DL | A /‘\
combining log-based forensics and machine P = -
learning. ﬁ

The solution enhances detection accuracy and
supports real-time monitoring, contributing to l

improved cybersecurity across smart cities, Explainable Al
healthcare, and industrial loT systems [2].
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