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[bookmark: _Toc129040720]Abstract

This assignment will cover building, deploying, configuring, and managing a Type 2 Hypervisor platform-based virtual network, using Windows 2019 for the server operating systems and Windows 10 for the client operating systems. 
























[bookmark: _Toc129040721]Introduction 

“Virtual   machine   (VM   -  Virtual  Machine)  is  a  software implementation of a computer that executes programs in the same way  as  the  real  machine. The hypervisor, VMM (VMM - Virtual Machine Manager), is a special system that provides an operation monitoring  of  a  range  of  virtual  machines  in  which  there  is possibility  to  install  different  operating  systems.  The  installed operating    systems    receive    system    messages    from    client applications,   while   hardware   operations   that   these   operating systems  are  sending  to  their  virtual  machines  are  monitored  and managed by hypervisor and executed according to the capabilities of the hardware on which it relies.” [1]
For Part 1 of this assignment, the team worked together and used Oracle VirtualBox to create four virtual machines. These machines included two server operating systems (Windows Server 2019) and two client operating systems (Windows 10). The network settings were configured to enable the hosts to be separated onto two different Local Area Networks. The team successfully tested the connectivity between the virtual machines and demonstrated successful ‘pings’. Screenshots were compiled as evidence of this work. 
Part 2 will be conducted individually, where the justification for the reason why Type 2 Hypervisors are used in the task and examples are provided where Type 1 hypervisors could be used, including a discussion of the benefits and drawbacks of Type 1 and Type 2 hypervisors. Additionally, there will be an explanation as to what DHPC is and how it works and Active Directory’s technology will be discussed. Finally, there will be a detailed description of the different terminologies the team have come across e.g. Server Management and Firewall. 
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[image: A screenshot of a computer

Description automatically generated with medium confidence]
The above image shows Oracle VitualBox Manager with four Virtual Machines, two Client and two Server. The right side of the image shows the configurations for the client Virtual machines showing the systems base memory, operating system, and display settings all of which have been manually set to allow the virtual machine to run smoothly and connect to the server. 











[image: A screenshot of a computer

Description automatically generated with medium confidence]
A view of first start up of the Virtual Machine for Server2 which displays like a regular computer would when first starting up, but this Virtual Machine has warnings and errors shown on the right hand side, customisable settings shown in the bottom right of the image and also has the ability to press certain combination of buttons such as alt + control and delete within the “Input” option at the top left. 
















[image: A picture containing text, monitor, computer, electronics

Description automatically generated]
Within this image it shows the Network Connections for both PublicNet and PrivateNet1 this is done on both Server1 and Server2 Virtual machines and allows for the connection between server and client. 













[image: A screenshot of a computer screen

Description automatically generated]
Following from the image above to make the Server and Client Virtual machine communicate there must be an IP address set for the machine. The above image shows the IP address and the Subnet Mask along with the Preferred DNS server which is used for later in the task.
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Description automatically generated]
In the image shown above Client1 has been started and as mentioned in the images above to get the Server1 and Client1 virtual machines to communicate the Network Connection PrivateNet1 is created and as shown here the IP address and Subnet mask are inputted.
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Description automatically generated]
Firewall settings are turned off for the Client and Server Virtual machines to be able to communicate with each other the. The firewall will block incoming ping requests by default from unknown sources as a security measure because pings can be used maliciously.
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Description automatically generated]Successful ping from Client1 to Server1 virtual machine, the image shows the reply time once the command for the server1 IP address to ping. Which shows that the steps followed within the pictures above have allowed the connection and communication of Server1 and Client1.












[image: A screenshot of a computer

Description automatically generated]Successful ping between Server2 and Client2 virtual machines showing that the setup with network connections was inputted correctly and shows that the IP address set for Client2 are correct.
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[image: Text

Description automatically generated]
The following image shows that the DNS has not been set up and that the firewall is turned off along with the Server IP being Statically Defined. This confirms all of the steps taken in the task above and shown within the images are correct and confirmed.









[image: A screenshot of a computer

Description automatically generated] Showing within Server1 the Computer name has been changed to “DMC1-NT” within the control panel system settings.












[image: Graphical user interface

Description automatically generated]Active Directory is a database that manages network resources such as computers and users. It allows for administration to restrict and grant access to all aspects of the network such as groups for specific access, security policies. My experience working within Digital Health Care of Wales active directory houses all of the NHS Nadexs which are what staff use to log in and each Nadex will have groups that grant access for whichever department that staff member is apart.










[image: Graphical user interface

Description automatically generated]
First time opening Active Directory within Server1, on the left hand side of the directory there are the folders for users and computers which allow for creating new users.












[image: A computer screen capture

Description automatically generated with medium confidence]The computer name “DMC1-NT” is shown in the image above inside of Active Directory it shows the “member of” group which grants the account access to certain things within the network here the domain controller has been set “accatask.msft”.











[image: A screenshot of a computer

Description automatically generated]Active Directory allows for the creation of users which will than grant access to the network. In this image it shows the users full name and what will be the account details that will be used to login.










[image: Graphical user interface

Description automatically generated]A lot can be customized within Active Directory including the times users are able to log in stopping unauthorized access to the network certain times keeping the network safe from possible malicious attempts by users trying to gain access outside of office hours. The customization is simple the white boxes are to deny login at these times and days and the blue allows users to login.










[image: Graphical user interface

Description automatically generated]The users created within Active Directory and placed within the “Domain Users” group will all appear when accessing the group as shown in the image above where all users that are in that group appear in the list of the “Members” tab inside “Domain Users” properties.










[image: Graphical user interface

Description automatically generated]Client1 Virtual Machine is connected to “accatask.msft” domain which allows for activate directory users and policies to be used within this computer.













[image: A screenshot of a computer

Description automatically generated with medium confidence]Continuing from the above image Client1 is connected to the Active Directory and users are able to login as proven in the image above where a user created “NT-JC” has logged into the Virtual Machine because of the connection to the Active Directory and Network.
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1) Type 1 hypervisors, also referred to as bare metal hypervisors, are ran on a dedicated physical host, whereas Type 2 Hypervisors run on an existing operating system. 
A Type 2 hypervisor (VirtualBox) was therefore used for this task, the team were able to install it over their operating systems on their personal laptops. If a Type 1 hypervisor was used, a host machine would be needed, and for this reason, Type 2 hypervisors were the less expensive option. Additionally, they are more appropriate for educational purposes as they are easier to install. 
Type 1 hypervisors can be used for various scenarios, such as in businesses that employ cloud computing. Cloud computing has become very popular in recent years and will only continue to grow. In this context, Type 1 hypervisors are hugely beneficial as they are able to create virtualized environments that can be managed within the cloud. Enterprise data centres also commonly use Type 1 hypervisors as they provide better scalability and are more consistent than Type 2 hypervisors.

Advantages of Type 1 hypervisors:
- Type 1 hypervisors do not rely on an existing operating system and are run directly on physical hardware, therefore vulnerabilities are reduced, making them more secure (and faster) than Type 2 hypervisors
- Users have more control over resources such as storage and CPU
Disadvantages of Type 1 hypervisors:
- They are more complex and require a greater knowledge on how to use
- They are not always compatible with older platforms 

Advantages of Type 2 hypervisors:
- Type 2 hypervisors are easier to install and manage
- Operating systems can be ran concurrently, which mean users only need to use one device
Disadvantages of Type 2 hypervisors:
- They are slower than Type 1 hypervisors as they rely on an existing operating system and do not have direct access to the host hardware 
- They are less secure as the operating system it relies on can be attacked and they have less access to security features (e.g. Secure boot)
 
“With bare-metal systems, if the physical machine is damaged or fails, the data can be easily lost. With virtualization, the machines are much simpler to backup and restore, as the entire machine can be stored within a single file.” [2] However, this does not mean that Type 2 hypervisors are more secure and it is essential that disaster recovery plans are set up.
In conclusion, Type 1 and Type 2 hypervisors vary in suitability. Type 1 hypervisors are more suitable in environments where performance and security are vital, whereas, Type 2 hypervisors are more suitable for smaller, personal projects, such as this task. 
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                           Figure 1. Type 1 Hypervisor [3]                          Figure 2. Type 2 Hypervisor [3]



2) Dynamic Host Configuration Protocol (DHCP) is a protocol that automatically allocates an Internet Protocol (IP) host with unique IP address as well as other configuration settings like the subnet mask, default gateway [4] and DNS servers. 
For DHCP to work, you need a client device and a DHCP server. The device sends a request for an IP address. The DHCP server then responds by allocating a unique IP address to the device (along with other configuration settings as mentioned above, such as the default gateway, subnet mask and DNS servers). After the device has received and accepted this, it can use the IP address and talk to other devices on the network. 

DCHP is important for several reasons. Using DHCP makes it easier to manage IP addresses, this is particularly important for organisations with many devices. Without DHCP, IP addresses would have to be allocated manually, this would increase the risk of human error and would be more time consuming. DHCP allocates reliable IP addresses and this is important as each IP address needs to be unique for it to send data and communicate with other devices on the network. Additionally, DHCP removes IP addresses from inactive devices; this is beneficial as it frees up resources. 

It is important to remember that DHCP has its vulnerabilities. These include vulnerabilities that hackers can exploit, DHCP starvation attacks are example of such vulnerabilities. A DHCP starvation attack is an attack that sends DHCP servers many DHCP requests – this is done to eliminate available IP addresses, therefore authorised users can have trouble connecting to the network, and it can also crash the network. 
[image: Graphical user interface, diagram

Description automatically generated]
Figure 3. How DHCP works [5]
3) Active Directory (AD) is a structured data store of objects created by Microsoft that can run on Windows servers version from 2000 onwards. Examples of objects that AD stores include users, DNS records, Group Policy Objects, servers, and security principals. Its purpose is to help IT administrators and users manage, locate and secure resources in a Windows environment. It also provides consistency, authorisation, authentication, and accounting measures [6]. AD is an essential part in a networked environment, especially for organisations with a large amount of users. 95% of Fortune 1000 companies use it [7], which demonstrates its importance.

AD stores objects in a database, using a hierarchical structure. The objects are organised into domains and Organisational Units (OU), where unique and mandatory attributes are assigned for each object. A user is an example of an AD object, and its email address and username are examples of its attributes. 

AD ensures security in a number of ways. Examples include:
- AD authentication allows admins to manage user’s access within ADs. An example of an AD authentication protocol is Lightweight Directory Access Protocol (LDAP). This makes accessing the directory information over an IP network possible.
[image: Diagram
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Figure 4. How LDAP Works [8]




[image: Graphical user interface

Description automatically generated]
- Auditing allows admin/cyber security teams to view important data to assess potential insider threats and reduce them
- Group Policy (GPO) allows admins to define
security policies e.g. they can decide what permissions the users get to documents etc, therefore restricting access to sensitive information by unauthorised users. The following screenshot (shown to the right) is an example of the admin restricting access to a user, where the user is unable to access the network outside of office hours.

4) Ping, also known as Packet Internet Groper, verifies local area network (LAN) connectivity. To test Ping, you open Command Prompt, enter “ping” and the desired IP address, and wait to receive a ICMP echo reply. It is used to see if IP addresses exist and it troubleshoots connectivity issues. 
The Ping command used in Windows is also very similar to Ping used in macOS and Linux. A difference between Windows and macOS/Linux is that Windows uses a different syntax.  

Server Management is used to ensure that IT environments are running dependably, securely, and at their highest performance. To name a few, it involves the following tasks: ensure software is up to date, maintain hardware and software, and perform troubleshooting. 
MacOS and Linux do not have Server Manager as this is specific to the Windows Operating system. They do however have server management tools and they both have Graphical User Interface which give you the ability to manage users and changes network settings. 

Firewalls are essential for protecting networks against the public. They block unauthorised traffic and allow access to authorised traffic. It “is used to control the degree of interconnection between different networks. It can prevent the external network from accessing the internal network equipment and network resources using unauthorized ways.” [9] 
An equivalent of Windows Defender Firewall for macOS would be Application Firewall. Unlike Window’s Firewall, the mac’s firewall is turned off by default. This can however be switched on by the user, consequently the mac will then ignore any ICMP requests. The Windows Firewall also has an option to allows users to find devices on their network, the mac’s firewall does not have this. 











[bookmark: _Toc129040726]Reflection on collaborative work

Working as a group of four on this task, two of whom study Cyber Security, was hugely insightful as everyone could share their knowledge in different areas. There were a few scenarios that I was initially stuck on, for example I struggled to configure the networks, however, having spoken with the team, we were able to troubleshoot the issue and successfully configure the networks. This hands on approach and discussion helped me retain the information. 
Overall, all of the team members made an equal contribution to part one of the task and worked well. 
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In conclusion, I have a greater understanding on how Network Operating Systems and Services work. By working together, the team learnt how to build, deploy, configure and manage a Type 2 hypervisor platform based virtual network. 
Additionally, it was interesting to compare the differences between MacOS, Linux, and Windows operating systems when it came to the technologies the team came across in this assignment, such as Firewall, Server Management, and Ping.
Overall, it was a valuable learning experience that helped improve teamwork skills.
In the future, I would like to research more on Firewalls.
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