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Advanced Cybersecurity (ACCB6000)



Lab 4: Lets go F(ph)ishing
Part 2
Note:
This task needs to be done independently and ethically to understand the vulnerabilities and to practice good will. Like from our previous classes, without any intention to cause negative impacts.
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Scenario 1: There is a company with the name SNR Business Solutions which is running a project called Puducherry this weekend. This company is located in Puducherry, India.

Scenario 2: There is a company with the name Usha Amma Educational Society which is located in Puducherry, India.

Select any one scenario and do a footprinting exercise using passive information gathering (without tampering or attempting to make unauthorized access into the Company) and collect the available Information.

Based on the available information write a report to the CEO of the company stating the possible vulnerabilities/ weak points you have identified. OR list out all the information gathered by you. (Report Limit Minimum 250 Words)

[image: ]Collecting information about the Management/ Head/ Team of the Organisation.

Collecting information about their business details of the Organisation.	[image: ]
[image: ]Collecting information about their location (address/ phone numbers/ email ids) of the Organisation.

[image: ]Collecting information about their Infrastructure (IT, Domain Names, Year of Start, Financial Information etc) of the Organisation.


How many stars did you manage to collect? (Paste your stars here)	
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)Write your report here?	


	Usha Amma Educational Sociaty are putting themselves at an extreme security risk, as they are revealing private information that should not be available for anybody to access. As users will use the company’s personal information to their advantage to cause un-ethical problems. 

The major vulnerability is that users will gather the companies personal data such as financial details and companies details to then start a process called social engineering where they can start to easily gather vital information to then start to find ways to hack the website or to commit other offences like fraud.

The users can also use this website to undertake a range of vulnerability attacks such as keyboard logging which will record each key press the user presses when on the website. A range of password attacks can be used to gather login in detail. These attacks can be damaging to the companies’ users/staff members. This can be gathered through the search bar for instance on the home page or through the different html links that can easily have a nasty IP address hidden behind the links. 

The first weak point about their website is that they do not have an SSL certificate, so this makes the website more vulnerable to suspicious activity as users will take advantage of websites that have less security features enabled. To then gather data from the website by exploiting certain areas of the website. 

The next weak point is that they are displaying this type of data, which should not be displayed for people to access. This causes a huge problem for the company as they are leaking all their company information that is going to be use by other users to create security risks.

The financial/company data that is shown can be used un-ethically to create a new company on behalf of the existing company, which could lead to criminal activity where the existing company will have no idea  what is happening. This will show that Amman Sociaty is to blame, and they have no idea what is happening, as the frauded company will have fraudulent details that have been copied.
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