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Introduction

The purpose of this document is to explore the process of software engineering and
testing by designing a theoretical web-based Battleships game in accordance with

the Agile methodology, while discussing topics related to Agile and software testing. It also
devises a number of tests that could be performed on the afforementioned Battleships

game.



Task 1

Scenario and user story map

A design was produced for a theoretical Battleships game that would run in a web browser.
It follows a derivative of the standard rules for the board game (being based on a 10x10
grid where players place five different ships on their side and attempt to guess the location
of each ship the opponent is using) but with the addition of two features as per the
specification:

* Players are able to perform a defensive manoeuvre once per game, which moves
one of their ships by a one tile offset.

* Players can also use a “drop bomb” ability once per game, which destroys an entire
ship at once if it hits.

The design work was to be done under the assumption that the theoretical product is a
web-based browser game, and this design was produced as a group task with a group of
several other students using a Miro board.

The design attempts to conform to Agile specifications, which are a set of practices and
development methodologies focused on teamwork, communication and efficiency [1]. Agile
is focused on initially producing a minimum viable product and then expanding on it over
time. Agile projects tend to be split into multiple smaller teams focused on a singular
aspect of the software and involve frequent short standup meetings on a daily basis in
order to reassess priorities as necessary. Agile also involves frequent negotiation with the
customer and/or product owner to alter specifications as necessary.

The primary benefit of the Agile model is its purported flexibility when compared to older
models such as Waterfall which involve rigid specifications. The specifications of Agile
software are made with the full intent of changing over time, which allows it to adapt to
shifting requirements during the development process. Welcoming changing requirements
rather than rejecting them is considered an essential component of the Agile methodology

[1].

User stories were written in an “idea dump” section of the Miro board and were then
translated into a user story map, which is a method of visually laying out a potential
workflow in order of priorities and releases. User story mapping is helpful to build a shared
understanding among all participating members of a project [2].



Figure 1: User story map

Viewing it in hindsight, the design document is subpar and lacking in content in part due to
the experience gap between members. Most notably, more and clearer user stories could
have been written. As an example, some user stories on the map are unclear and could
benefit from further expansion and more specific wording. Furthermore, a number of user
stories could be expanded to view a more in depth discussion with deeper explanations
and acceptance criteria. As most of the group (including the writer of this document) were
not familiar with the Miro software or the Agile process, only a small handful of the user
stories near the start of the board have these expansions.

Additionally, it could be read that some of the steps are redundant. For example, there are
two steps named “Choose starting positions and check constraints for selected ship” and
“Place ship on grid” respectively which ultimately cover the same process. They could be
combined into a single step for the purposes of simplicity.

While ultimately suboptimal in how this particular user story map was produced, it still
greatly assisted in the process of brainstorming ideas which could then be used further
down the line to produce a set of CRC cards.

Analysing user stories

User stories are defined as “a semi-structured specification of requirements written in
natural language” [3]. User stories are generally structured using a format where a
hypothetical user would want a feature for a specific reason, as an example “as a user, |
want X so | can Y”. User stories often include addition information as well, such as a more
detailed description for implementation purposes and a set of acceptance criteria.



Idea dump
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Figure 2: Brainstorming section of the board labeled idea dump

This “idea dump” section of the document was used to develop the initial user stories,
although it was eventually cleared out by other editors on the design document as they
were added to the user story map. The remaining user stories only consist of a basic hook
and have no acceptance criteria established due to lack of familiarity with the agile
process.

Following one of the topmost user stories remaining in the idea dump, it reads “as a player
| want to specify a coordinate so | can guess where a ship is”. This user story is relatively
concise but is ultimately lacking in detail. Nonetheless, this hook could later be expanded
upon in the user story map when it is worked on later.

Compared to this prototype user story, an editor more familiar with the Agile development
process produced another user story which covered the process of ship placement,
reading “As an online Battleship player | want to place all of my ships on the board during
a timed setup phase so that | am ready to begin gameplay without delaying the match”.



card details P E X
Place Ships

Tags —

B 7 U & - = &
Select ship Choose starting posil

constraints for select ~ VYalue Statement

As an online Battleship player

I want to place all of my ships on the board during a timed
setup phase

So that I am ready to begin gameplay without delaying the
match

Description:
Ship placement Asauserlwanttoct  This story covers the implementation and testing of the ship
position stra[eg\cally placement initiation phase. Once the game has started, each
user will have up to 80 seconds to place all of their battleships
to proceed with the game.

= 42Todo

win the game

This story should test that users can place ships only in valid
As a user [ want to kr squares, only when the timer still has time remaining and only
constraints for the se in or across unique/unoccupied squares.

order to abide by the
Users should be warned as the timer runs low and should the

user NOT place all of their ships within 90 seconds, then an
automated process Kicks off and places the remaining ships for
the user.

To avoid inactivity during online sessions, a user must place at
least 2 ships within the timer otherwise matchmaking will
restart.

Acceptance Criteria

AC1 - Placement Timer Starts at Game Start

Given a new game session has started

When the ship placement phase begins

Then a ninety second placement timer is started for the user

B — 13% + ®

AC2 - Valid Ship Placement Within Time

Figure 3: Screenshot of an expanded Miro user story

The user story could be expanded to view a more detailed description which went into
further discussion including descriptions, requirements and acceptance criteria. The user
story hook itself was more detailed in general without being excessively over-detailed. The
specifications overall include more detailed requirements including time constraints and
potential fallbacks should the user not provide adequate input. The acceptance criteria is
similarly concise, featuring a given state when conditions are fulfilled as well as what to do
in that scenario. This acceptance criteria could, as an example, be used to implement the
software and/or be used as a basis to describe a CRC card (explored below).

However, due to time constraints and a number of team members not being present, a
number of user stories (especially those near the latter half of the user story map)
remained unfinished. As an example, one of those user stories was labelled “As a user |
want to be able to choose where to put my ships so | can play.”

S



Place ship on grid

* Convert to ® © 2 2 E

As a user | want to be able to choose

where to put my ships so I can play
the game

Figure 4: Another unfinished user story
An immediately apparent issue with this user story is the ultimately limited description, not
unlike the prototype user stories from the idea dump. This user story also does not have
an expanded description and, in combination with the limited latter third of the description
(“so | can play the game” is ultimately lacking in explanation) leaves too much up to
interpretation to properly create a CRC card or write software based upon it. Furthermore,
acceptance criteria is not provided which adds a further obstacle to the implementation
process due to a lack of explanation as to what is required. Given more time and

experience on the writer’s part this user story could have possibly reached a similar level
of quality to the other one.

Finally, this is a later user story covering the win-lose state which is less detailed than the
first user story but is much more developed than the second one.
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Figure 5: Medium quality user story

This is a user story covering the win-lose state. It reads “as a player | want the game to

)

Card details P @

Title Finish Game (Expand to see story detail)
Calor
Status Mot set
Assignee 2 2319368
Estimate
Start Date —
End Date —
Tags —
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Value Statement

As a player

I want the game to determine and present the end of game
state when all ships of either player are destroyed

So that the game can correctly conclude with a win or a loss
and prevent any further gameplay actions

Description:

This story defines the full end of game logic that finalises a
Battleships game according to the enhanced ruleset. The
system must support both winning and losing outcomes and
must correctly identify when a game should end, based on
destruction of all ships belonging to either player.

Acceptance Criteria

AC1 - Win triggered when all opponent ship squares are
destroyed

Given the opponent has placed all ships

When the last remaining ship square is hit or destroyed
Then the player is notified that they have won the game

determine and present the end of game state when all the ships of either player are
destroyed so that the game can correctly conclude a win or a loss and prevent further

gameplay actions”. This user story, while descriptive, is too long and would likely work
better as two or more separate stories. The description presented is also shorter than the
one in the first user story, being only a single paragraph, and less acceptance criteria is

available.

10
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Task 2

CRC Cards

Class-Responsibility-Collaboration (CRC) cards are a method of modelling potential data
structures that may appear in a software project [4]. They are commonly used in object-
orientated programming that is frequently related to the Agile process. CRC cards list the
name of the class on the top its responsibilities (i.e, what role it would actually serve in the
program) and its collaborators which are other classes it is likely to interact with.

A primary benefit of CRC cards is that they can be used to quickly describe a potential
class in a without needing to implement it directly.

Class: Player

Responsiblities: Collaborators:
- get co-ordinance from player for - Board_Grid
shots. - Ship

- get co-ordinance and rotation from
player for ship placement.

- select ship to place

- Use "Drop Bomb" Once per game

- Use "Counter Maneuver” Once per
gdme

Figure 6: Example of a CRC card

11



Analysing CRC cards

With the above user stories in mind, a set of CRC cards were made to model how the
program could potentially work.

- R

CRC Cards

Class: Playe: Class: Board _Grid Class: Ship Class: Game

nnnnnnnnnnnnnnn

Class: ScoreManager

. S

Figure 7: Full screen view of all the CRC cards used during the planning process

Compared to the user story map which ultimately got too complicated and uneven, the
CRC cards are comparatively much simpler to understand. However, the term
collaborators could be difficult to understand as it could be interpreted as either a
dependent or a dependency (it's best described as encompassing both).

Some classes may not make it through to implementation as they appear redundant and
could be fulfilled in less code and/or memory space by another class.

Using the coordinates CRC card as an example since it is the simplest, some Rust code
was written for demonstration purposes in order to see whether or not it is possible to write
a theoretical program using these CRC cards as a basis.

12



Class; Coordinates

Responsibilities: Collaborators:
Player
- Store row and column values Board_Grid

-Validate that coordinates are within
board bounds (A=, 1-10)

- Narmalise input (e.g. lowercase to
uppercase)

Figure 8: Co-ordinates CRC card

Following the information that was written on the CRC card, a simple file containing only a
class (referred to as “structs” in Rust) along with accompanying methods and a helper
function for extracting integers from a passed character value for the purposes of reading
them as coordinates. This particular CRC card contained sufficient detail to implement
everything that the coordinate class needed, although its collaborators may require a more
complex implementation.

13
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use

struct

pub fn

Figure 9: Rust code based on what was written in the CRC

card

self

fn
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return
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return
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return
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Task 3

Importance of software testing, Black & White Box Testing

The purpose of software testing is to ensure that the program does not experience any
unintended behaviour that could impede the standard functionality of the program and
introduce reputational, commercial and potentially even societal damage [5]. An
organisation that does not properly test and debug their software will find that it will be
negatively received by customers and as such will likely fail to make a return on
investment. In some cases inadequate testing in widely used software may cause untold
amounts of issues, outages and disruption worldwide should it emerge — an example of
such as the incident in 2024 with the CrowdStrike Falcon software which caused a large
number of enterprise systems running Microsoft Windows to enter a boot loop, resulting in
a large number of essential services such as hospitals and airports to become unable to
operate [6], [7].

The process of testing often involves debugging, which is focused on uncovering and
fixing potential issues that come up whilst trying to avoid introducing more errors in the
process. The end goal of debugging in this case is to achieve the intended outcome of the
program. Many tools exist for debugging, such as code analysis tools (such as linters),
compiler breakpoints and log tracing can be used for debugging. Software debugging often
involves a test harness, which is a specific software setup for the purpose of testing and
debugging.

Software tests can be split into two major groups, those being white box and black box
tests. The difference between the two is that white box testing is performed with source
code access while black box testing is not. It is preferable to design black box tests before
designing and implementing white box tests because knowledge of the code can cause
tests to become biased around the functionality of the code itself rather than the actual
intent for the software. White box testing is often used for verification purposes while black
box testing is used for validation purposes [8].

An example of black box testing would be manually inputting data into the program while it
is running to see if it still works after that. White box testing would instead automate the
testing process by directly inserting entry data into the program and performing assertions
to see if the intended outcome has occurred.

One particular example of black box testing would be User Acceptance Testing (UAT). This
specific approach involves getting an end user (such as the stakeholders for the program
or potential customers) to use it in order to determine whether or not it meets the required
specifications. As an example of a black box test which involved UAT, a program designed
to assist pharmacists in screening diabetic patients for low blood sugar was sent for testing
by a focus group of 32 pharmacists of different demographics who each needed to perform
a number of actions (such as accessing menus and viewing patient data), after which they
would fill in a questionnaire wherein they would rate a statement from 1 to 5 points

15



depending on how much they agreed with it, such as whether or not they agreed that the
application was easy to use and whether they found it consistent in practice. [9]

White box testing often involves code specifically written to perform automatic tests on
software. An example of a kind of automated white box test would be unit testing which
involves small tests written to test only a single particular facet of the software [5]. For
example, in a test case for different forms of testing, white box testing was performed on a
demo program for a registration database [8]. When white box testing was used, every file
was individually checked for issues relating to logic and security. Issues with code quality
were found, such as unused functions and that it did not comply with standard
programming procedures. As an example, it was found that database connections were
embedded onto the page which caused issues with performance and resulted in overall
worse code quality with frequent use of duplicated code. A code review was performed
afterwards, greatly improving the quality of the program for production.

Testable Code

Testable code is software code that is designed to be easy and practical to test, often with
a focus on simplicity, portability, understandability and maintainability [10]. Testable code is
often heavily commented and uses clear function and variable names to assist with
readability. Writing code for testability is essential for ensuring proper quality control when
in the testing stage and also makes white-box testing processes significantly less
cumbersome [10].

Test-driven development is a form of software development which aims to achieve high
testability by writing the white box tests for the program before the actual implementation
[11]. This allows for faster feedback, easier maintenance and overall higher reliability when
used, but it requires a significant amount of experience with white box testing in order to
work efficiently [12].

16



Task 4

A number of potential tests have been designed for this program in accordance with the
acceptance criteria, and both black and white box tests are available.

Black Box Tests

Name

Description

Pre-conditions

Inputs

Expected Results

Open registration form

Pressing the register
button should
prompt the user to
register

Server must
be running

Press register|
button

Registration form should
be displayed

uses uppercase and
lowercase letters,
numbers and
special characters,

requirements

Mandatory field User must fill all Server must |Leave one or |Registration should be
validation required fields of thepe running,  more prevented and user
registration form registration  |mandatory should be informed of
form must be fields blank |empty fields.
accessible
Password minimum  |Passwords must Server must [Enter Registration should be
rules meet minimum be running, |password prevented and user
requirements (e.g, [registration that does not [should be informed of
at least a certain form must be [conformto |password requirements.
minimum length, accessible the

not log the player in
and should prompt
them to register for
an account.

not on most
common passwords
list)
Prevent duplicate If a user tries to use [Server must |[Enter Registration should be
usernames a username that haspe running, |[username prevented and user
already been registration  that has should be told to choose
registered by form must be [already been ja different username
another user, accessible, [reserved
registration must b efaccount must
prevented already be
created
Authentication Entering the correct (Game server Valid That particular user
username and must be username  [should be logged in and
password for an running, an jand be shown a dashboard
account should account must password
provide access to |have been
the game created
Incorrect username Entering an Game server |[Invalid User authentication
unrecognised must be username  [should fail due to an
username should  |running invalid username.

Prompt player to create
an account.

17




Correct username,

Entering an

Game server

Valid

User authentication

incorrect password incorrect password |must be username, |should fail due to an
should block logins. [running, an  |invalid incorrect password.
Consider telling account must password for [Prompt user to reset
users to reset have been that user password if they forgot it.
password created
Web app functions Using a modern Game server |N/A, justgo [Page should load fine
correctly on modern  |browser with HTML5must be to the regardless of browser as
browsers support should let  running, use ajwebpage long as it's up to date
you play the game HTML5-
compatible
browser
Block incompatible Using an older Game server N/A, just go [Page should redirect
browser browser without must be to the users to an error page
HTML5 support running, use a webpage that tells them to install a
should block browser newer browser (e.g,
access, tell users to incompatible Firefox)
install a newer with HTML5
browser
Start matchmaking If a logged in player [Two accounts Both Server should detect that
decides to start must be accounts two clients are in the
random logged in on |start matchmaking queue and
matchmaking, they (different matchmaking |should pair them up for a
should placed ina |devices and game

matchmaking queue
be matched up
against a different
user

should start
matchmaking

Cancel matchmaking

While in the queue,

User must be

Cancel button

Client should signal to

users can cancel |inthe is pressed  [server that the user
matchmaking if they matchmaking wants to leave the
change their mind |queue matchmaking queue,
about playing the user should return to the
game before it front dashboard
starts.

Prevent matchmaking |If the user is already |User must be [Press the Matchmaking attempt

in the queue or in an active  |button to startshould be prevented and
playing a game, game or the |matchmaking user should be informed
prevent starting matchmaking
matchmaking queue

Match start Upon starting a Match has N/A, just start Round starts and ship
round, the player |started round and  |placement screen is
must be able to see the visible
choose where to prompt to
place their ships place ships

Ship placement User can choose  |Match has Click on the [Ships are placed
anywhere on the started grid

10x10 grid to place
a ship. Ships may
only be placed

18




where they can fit.

Valid placement
enforcement

Attempting to place
a ship outside the
grid should fail.

Match started

Click on the
very edge of
the grid

Ship placement should
be restricted to inside the
grid

enemy ship with
only a single
successful guess of
its location

been used

then click the
location of an
enemy ship

Placement rotation Pressing the rotate |Match started [Press the Rotating works
button should button to
attempt to place the rotate
ship horizontally
instead of vertically
Turn order decision Turn order should Both players |N/A, Just Turn order should be
be randomly placed ships |have both random; repeat multiple
selected by a coin players place ftimes to ensure
flip their ships  randomness
Coordinate selection |Player should be  [Turn has Click Guess should be parsed
able to choose a started anywhere on jand feedback should be
coordinate on the the grid given
grid and attempt to
guess if a ship is
there
Shoot down If all locations of a [Turn has Click on all  [Ship should be marked
ship are guessed, |[started, the grid as eliminated
the ship must be enemy ship  [ocations of
eliminated has been hit |an enemy
enough times ship
Drop bomb The drop bomb is a [Turn has Click the Drop bomb should be
special action that [started, drop |putton for used up and enemy ship
can eliminate an bomb has not |[drop bombs, should be marked as

eliminated

Counter manoeuvre

The counter can be
used to move a ship
by a single tile offset

Turn has been
started,
counter

Choose a
ship to move,
then choose

Ship should move by one
tile in that direction

once per game manoeuvre @ direction
has not been
used
Special action single [Special actions Turn has Click the Special action should fail
use (drop bomb, counter started, at button to use jand turn should not end
manoeuvre) should |east one of the special
be single use, the special action after it
clicking the button toactions has  |has already
use a special action jalready been [peen used
after using it once used
should prevent from
working.
Turn end Guessing a location [Turn has Guess a Turn should end and
or using a special [started location or  |control should move to
action should end use a special the opponent; opponent
the turn action should then be able to

19




move

Game end

If all ships are
eliminated on either
side, the game
should end and
declare the player
whose ships were
not entirely
eliminated the

winner

All ships on  |Guess the
either side final location
have been

destroyed

Game should end

White Box Tests

Name

Description

Pre-conditions

Inputs

Expected Results

Panic handling

The program
should detect

try to recover

of crashing

invalid errors and

from them instead

Error handling
code must be
made

Intentionally pass
an invalid result
that would cause
an error

The program
continues to
function and does
not panic

Variable types

The program
should use the

smallest possible
variable types for

save memory

global variables to

\Variables must be
implemented

Pass a value
higher than what
is reasonably
needed (e.g, 256
for 10x10
coordinates)

Program should
refuse to parse
those values and
not panic,
underflow or
accept them

Asset loading

Assets should
load from the

Assets are added

Load an asset

Asset loads fine
and matches the

A through J into
numbers 1
through 10

conversion is
implemented

(both upper and
lowercase). Then
pass any other
letter not
mentioned above.

server into the checksum
client
Converting co-ordinate  [The program Function for PassA,B,C,D, A B,C,D,E,F
letters to numbers should turn letters|letter-to-number [E, F, G, H, |, J G, H, I, Jreturn

numbers, and
should be case-
insensitive for
future-proofing.
Others return an
error.

Converting co-ordinate
numbers to letters

The program
should turn
numbers 1
through 10 into

letters A through J

Function for
number-to-letter
conversion is
implemented

Pass 1, 2, 3, 4, 5,
6,7,8,9, 10.
Then pass any
other number not
mentioned above.

1,2,3,4,5,6, 7,
8, 9, 10 return
lowercase letters.
Others return an
error.

Password encryption

ANy user
passwords must
be properly
hashed, and
should not be

readable in

Password reading
and hashing is
written

Enter a password
and try to access
its direct value
from the output

Output is garbled
and impossible to
interpret. Output
should also be
salted differently

for the same

20




cleartext password value

each time.
Memory management Classes should [Classes Create a variable Memory should
be freed from implemented and check its have been
memory when location in overwritten (or at
unneeded to memory least set as free)
prevent memory
leaks

Unit Testing

Unit testing is when code is written to test specific individual aspects of a program. It is
done with the intent of concisely testing a singular feature of the program rather than the
entire program at once [13].

mod tests
use super

fn test_letter_to_column()
( letter_to_column('a').unwrap())

Figure 10: Example of a unit test in Rust

A number of the white box tests mentioned above could likely be performed as a unit test.
One of those tests would be “Converting co-ordinate letters to numbers” (which is
demonstrated in the above figure using Rust’'s implementation of unit tests) as well as its
counterpart “Converting co-ordinate numbers to letters”. These would likely require an
assertion to check whether or not the specified characters return the intended value.
Another check which could be performed using unit testing would be the loading test,
which could load a specific file from the server and check its SHA-256 checksum to ensure
that it has been loaded correctly (thus confirming that file loading from the server works on
both the client and server side).

21



Conclusion

In conclusion, the Agile methodology has been found to generally be appropriate to
developing software as a team. The project planning processes used within Agile have
been found to enable quick planning of a software project in order to enable rapid
turnaround for a program. However, it is heavily reliant on a team being present and
depends on said team being experienced with the Agile process. Non-attendance in the
assigned group for the task also served to add further difficulty to the Agile process. This
was most likely exemplified fact the writer (and most likely the rest of the group save for
one person) was unfamiliar with the Agile methodology prior to working on the task.

The benefits of software testing have also been discussed and analysed. Compared to
Agile which is strictly reliant on a team, many of these testing practices and methodologies
could also be applied to a project which is only being produced by a solo developer,
although few case study resources were available for white box testing in the databases
that the writer had access to.

Given more time and an actual requirement for the Battleships game to be produced, it
may have been possible to gain a better understanding of Agile methodologies and testing
processes in practice

22
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