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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
Report on Features of IPv6
[bookmark: _GoBack]Introduction: 
This report will be talking about the structure of IPv6, what address types IPv6 uses, advanced types of functionalities and what kind of security IPv6 uses.

Structure of IPv6:
1 single IPv6 address is 128bits which is then broken up into 8 groups of 16 bits which is then put into a 4-bit group and then displayed using hexadecimals for example 0000: that is just 1 group of 8 when put into a hexadecimal format and will be a much longer address. 

Hexadecimals use a format that reads values 0 to 15 and each of these will either represent a number or a letter in the alphabet and this is where each group of 1 gets is 16 bits as 0 is counted as 1 bit.

There are a few things that IPv6 will do to make the address shorter, the first would be to remove the 2 leading zeros at the start of a block for example 0011: will become 11:, the next thing IPv6 will do to make an address shorter would be if 2 blocks next to each other had for example 0000:0000 this would be simply replaced as 2 colons next to each other. [1] [2]

What address types does IPv6 use?
The first address used would be multicast, multicast identifies a group of people within a network and allows the sender to send data to that specific group. There are multiple types of multicast addresses. [7]

The second address type would be unicast, unicast identifies devices within the network and then identifies which device sends data to a receiver. [3] Like multicast there are many types of unicast and the first would be link-local addresses, Link-local addresses do not receive data from the network since link-local addresses are devices such as 2 PCs for example if they were connected together, that would be a link-local address and each device would have its own link-local address and through this each device will talk to each other. [4] [5] [6]

The third used address type would be anycast, anycast identifies the closest server within an IPv6 network and allows the sender to send data to the closest server which the request is then processed faster.[8]



Advanced types of IPv6 functionality:
Ipv6 has much more functionalities over IPv4, the first functionality would be that IPv6 has a Larger Addressing Space and can process quadruple the number of bits of IPv4 allowing many more IP address to be assigned to devices.

The next functionality would be a more simplified header and it does this by moving information and options in the IPv4 header to the bottom of the IPv6 header, this makes the IPv6 header two times bigger than the IPv4 header and a single IPv6 address is much larger than an IPv4 address. This also makes it easier for the router to make decisions and allows routing to be faster than IPv4s routing.	

Another functionality would be that every device now receives its own IP address and that no other device will have the same IP address. With this every device can now reach each other if it is using IPv6 with exception such as other users might not want to be reached and can block this with a fire wall and companies that don’t want anyone outside of their business to access company files. 

The next functionality would be that IPv6 can automatically set IP address to devices on its network, the links back to the last paragraph since this will make sure that multiple devices don’t end up with the same IP address. 

IPv6 does not use a broadcast network instead it uses multicast, this makes it easier to communicate with a group in a network.

IPv6 using anycast it can assign multiple devices the same IP address and this allows a sender to send data to multiple devices at the same time and to make this faster the router will then send a request to the nearest server and then send the data to the destination that it is trying to reach.

IPv6 was created with the ability to allow devices such as a phone to move around from place to place and stay connected to the internet whilst keeping the same IP address that would have been assigned to it.

IPv6 is configured to provide a better priority when it comes to sending, receiving, or downloading data. This only works if the device in question supports better quality of service and priority. The router is then given instruction on how to efficiently send data and route it to the IP address in question.

IPv6 also saves IP addresses and doesn’t need the NAT, this makes it easier for users on the network using stuff like streaming platforms and voice communication.

IPv6 also has the flexibility to keep adding information into the options part of the header, options in IPv6 can be just as big as an IPv6 packet.[9]

What kind of security does IPv6 use?
IPv6 uses IPsec which stands for internet protocol security and what this does is it uses encryption found in VPNs this allows users within an IPv6 network to hide their IP Address from anyone trying to be malicious.[10] [11]
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Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.13.94
	172.16.13.95

	B
	172.16.2.0/21
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.13.102
	172.16.13.103

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	G
	172.16.13.104
	255.255.255.252
	172.16.13.105
	172.16.13.106
	172.16.13.107

	H
	172.16.13.108
	255.255.255.252
	172.16.13.109
	172.16.13.110
	172.16.13.111
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