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What Is a Process?
A process is an instance of a running program (it iss not just code, but also the current activity, memory, and resources it uses). Program - Passive file stored on disk (example: explorer.exe) Process: Active entity in memory with execution state.
Components of a Process are Program code (The executable instructions), Process Control Block (Data structure holding all process info: ID, state, priority, registers, memory limits, open files), Memory Space (Heap, stack, data segment for variables and runtime data), Resources (Files, I/O devices, network ports allocated to it).
We can distinguish process states: New – being created, Ready – waiting to run.  Running – Executing on the CPU. Waiting – paused, waiting for I/O or an event. Terminated – finished or stopped, resources are freed.
Processor (CPU) Management also called CPU Scheduling — deciding which ready process gets the CPU next. The goal is to maximise throughput, minimise delay, and keep the system responsive.
Key Scheduling Concepts: CPU Burst: Time a process uses the CPU. I/O Burst: Time spent waiting for input/output (CPU is idle). Pre-emptive: OS can pause a running process and switch to another. Context Switch: Saving the state of the current process and loading the next — the PCB stores all data needed to resume later. Non-pre-emptive: Process keeps CPU until it finishes or waits. It is simpler but can lag.  
Common Scheduling Algorithms: First Come First Served – Processes run in arrival order. It is best for simple batch systems. It is simple but short jobs must wait for long ones to finish. Another algorithm is Shortest Job First. Shortest jobs run first. Best for Batch systems. Minimal average wait but long jobs may suffer longer waits. Round Robin Algorithm – Fixed time slice, rotate through ready queue. It is Time sharing interactive system. Fair responsive but overhead id slice is too small. Priority Scheduling – Higher priority processes run first. Best for real- time / mixed workloads. Important tasks finish quickly but low priority may suffer. Multilevel Queue Algorithm – Ready queue split into separate priority levels with own rules. Best for general purpose operating systems. It is flexible and balances responsiveness and throughput. 
Context Switching when the CPU switches processes, the OS saves the current process’s register values, program counter, and state, loads the next process’s saved state, resumes execution. This has overhead (time/memory work), so efficient switching is key to performance.

Concurrency & Multiprocessing. 
Multitasking: Fast switching between processes makes it look like multiple programs run at once on one CPU core. Multiprocessing / Multi-core: Scheduler distributes processes/threads across multiple physical cores for true parallel execution, boosting throughput. Multithreading: Scheduling threads instead of processes — faster switching, better resource sharing within an application.
Synchronisation & Deadlock Handling
Prevent race conditions (errors when processes share data at the same time) using: Locks / mutexes, Semaphores, Critical sections. Detect and resolve deadlocks, where two or more processes hold resources each other needs and none can proceed.
Process Control and information. Pause/resume processes. Report CPU usage and status to the user (example: Task Manager in Windows, top in Linux) Enforce fairness and prevent CPU starvation. 

It matters to keep the system responsive even under heavy load. Maximises CPU utilisation, avoids leaving processing power idle. Isolates processes so one faulty application won’t crash the whole system. Enables parallel execution across cores for faster performance. 
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Memory management is a core function of general-purpose operating systems, responsible for allocating, tracking, and reclaiming main memory to ensure efficient, secure, and concurrent execution of processes. This paper analyses the fundamental objectives and mechanisms of memory management, including contiguous allocation, paging, segmentation, and virtual memory. It evaluates page replacement algorithms, memory protection models, and modern optimizations, alongside current challenges in high-performance and embedded systems.
Memory is a finite and critical resource in computing systems. The memory management subsystem of an operating system (OS) oversees the distribution of physical RAM among active processes, ensuring each program operates within its allocated space without interfering with others [1]. As system demands grow—multicore architectures, large datasets, and real-time responsiveness—memory management directly impacts throughput, latency, and reliability. This work examines core principles, implementation approaches, and comparative performance of memory management techniques.
Core objectives of memory management are: Allocation & Deallocation: Assign memory to processes on request and return it to the free pool upon completion. Isolation & Protection: Prevent processes from accessing or modifying memory belonging to other processes or the kernel [2]. Efficiency & Utilisation: Minimise fragmentation and maximise use of available physical memory. Abstraction: Provide a logical address space independent of physical layout, enabling relocation and larger-than-physical addressing via virtual memory [3].
Physical memory allocation strategies consist of contiguous allocation and non-contiguous allocation. In contiguous allocation strategy early systems assigned single continuous blocks of memory to each process. Three variants: Fist Fit - Allocate the first sufficiently large free block; fast but prone to external fragmentation. Best Fit - Select the smallest fitting block, reduces leftover gaps but leaves many small unusable segments. Worst Fit - Allocate the largest available block, rarely optimal in general-purpose systems [4].
Over time, contiguous allocation leads to external fragmentation, free space split into small non-adjacent regions that cannot satisfy larger requests.
Modern systems use non-contiguous schemes to reduce fragmentation like Paging where physical memory is divided into fixed-size frames and logical memory into matching pages. The OS maintains a page table mapping page numbers to frame numbers. This eliminates external fragmentation and simplifies sharing [5]. Segmentation is another scheme where memory is divided into variable-size logical units code, data, stack matching the program structure. Segmentation aligns with logical boundaries but may still suffer from fragmentation [6]. 
Most operating systems (Linux, Windows) merge both approaches, segments are split into pages for flexible allocation and efficient hardware translation. This is called combined paged-segmented. 
Virtual memory needs to be mentioned too. Virtual memory decouples the logical address space seen by a process from physical RAM. Only currently active pages are kept in memory; others reside on secondary storage and are loaded on demand paging [7].
Page table maps virtual page numbers to physical frame numbers plus status bits (present/absent, dirty, accessed). Translation Lookaside Buffer (TLB) - A high-speed cache for frequently used translations, reduces performance penalties of repeated table lookups [8]. Page Fault Handling - when a referenced page is not in memory, the operating system traps, locates the page on disk, allocates a free frame, loads the page, updates the table, and resumes execution [9].
Page replacement algorithms. 
When memory is full and a new page must be loaded, an existing page is evicted. 
There are four algorithms used. FIFO – Fist In First Out. Evict longest resident page. It is simple algorithm to implement but gives poor performance. (Belady’s anomaly). LRU – Least Recently Used. Evict least recently used page. It is close to optimal algorithm with limitation of high overhead to track usage. Clock – Approximate LRU algorithm with reference bits. Low overhead and good balance but it not always accurate. Last one is called Optimal – Evict page used furthest in the future. Theoretically the best algorithm but it is impossible to implement perfectly. [10]
Memory protection and sharing. Base and limit registers – hardware defines valid address range; out-of-bounds accesses trigger exceptions [11]. Permission bits – mark pages as read-only, read-write or execute-only. Prevents accidental or malicious corruption. Shared memory - common code libraries or inter-process data are mapped into multiple address spaces using a single physical frame what reduces duplication and improves efficiency [12].
Modern developments and challenges. Large Pages / Huge Pages - Reduces TLB misses by using larger page sizes (2 MB, 1 GB). It is critical for databases and high-performance computing [13].
NUMA Awareness - On multi-socket systems, memory access latency varies by node, schedulers and allocators attempt local memory allocation [14].
Compressed Swap. Memory is compressed before paging to disk. Increases effective capacity with CPU trade-off.
Resource Constraints. Embedded and real-time systems often disable virtual memory to avoid non-deterministic page-fault latency [15].
Memory management remains one of the most dynamically evolving areas in operating systems design. Paged virtual memory with LRU-family replacement and hardware-assisted translation forms the backbone of modern general-purpose systems. Future advances will increasingly focus on non-volatile memory integration. NUMA optimization, and energy-efficient allocation for mobile and edge platforms.
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File system management is one of the most visible and critical subsystems of an operating system, providing structured, persistent, and shared access to secondary storage. This paper analyses the core objectives, architectural layers, and implementation techniques of file systems. It covers file naming, directory organization, storage allocation methods, free-space management, caching, protection, and modern developments. Comparative analysis of dominant file systems demonstrates how design choices influence reliability, speed, and scalability.
While memory management handles fast temporary storage, the file system manages persistent storage. It can be magnetic, solid-state, or optical. Preserving data across power cycles and system restarts [16]. Its primary purpose is to abstract the physical irregularities of storage devices into a logical, user-friendly hierarchy of files and directories, while ensuring data integrity, efficient space usage, and controlled sharing [17]. As storage capacities grow to petabyte scales and workloads diversify from mobile to cloud, file system design remains a central area of operating system research and engineering.
Core Functions of file system management. Six essential roles. Space Abstraction - hides the physical characteristics of disks and presents a uniform logical view of storage [18]. Persistence - Ensures data survives process termination and system shutdown. Naming and Organisation -Provides human-readable identifiers and hierarchical directory structures for easy location [19]. Sharing and Protection - Enables controlled access to common files while enforcing privacy and permission boundaries. Performance Optimisation - Buffers, caches, and schedules I/O to bridge the speed gap between processors and secondary storage [20]. Fault Tolerance - Employs logging, checksums, or redundancy to limit data loss after crashes or power failures [21].
File Concept - A file is a named collection of related information, typically organised as a sequence of bytes. Attributes include: name, type, location, size, creation/modification timestamps, access permissions, and owner identity [22]. Internally, the operating system distinguishes file data - the user content from metadata - administrative information describing the file.
Directory Organisation - Directories map names to file locations. Common structures include: Single level - One global list of files, simple but prone to name conflicts. Rarely used in modern systems[23]. Two-Level: Separate directories per user; resolves name clashes but limits logical grouping [24]. Hierarchical (Tree-Structured): Directories may contain subdirectories; forms the basis of all contemporary systems. It is extensible, intuitive, and allows flexible organization [25]. Graph-Based: Supports symbolic or hard links enabling shared files across multiple branches. Requires reference counting or garbage collection to reclaim space [26].

Storage Allocation Methods. How logical files map to physical disk blocks directly impacts speed, space efficiency, and fragmentation. Contiguous method - Entire file occupies adjacent blocks. Fast sequential access, simple address calculation. External fragmentation; fixed-size growth limits [27]. 
Linked method - Each block contains a pointer to the next. Simple dynamic growth and no external fragmentation. Slow random access. Pointer overhead, chain break risks data loss [28].
Indexed method - All block pointers gathered in a dedicated index block. Direct random access; dynamic size and no external fragmentation. Index space overhead. Large files require multi-level indexing [29].
Inode-Based method - Unix/Linux approach - fixed metadata entry holds direct, single, double, and triple indirect pointers. Balances speed, space and maximum file size. It is scalable. Complexity; separate metadata reads occurs [30].
Free-Space Management. The file system must efficiently track which blocks are available: Bit Vector - One bit per block; 0 = free, 1 = allocated. Fast search but large memory footprint for huge disks [31]. Linked List: Free blocks chained together. Low memory use but slow traversal [32].   Grouping/Clustering - first few free blocks stored in a dedicated index block. Combines low overhead with faster allocation [33]. Counting - Tracks contiguous runs of free blocks. Efficient for large allocations [34].  
Disk access is orders of magnitude slower than processor or memory operations. The buffer cache or page cache retains frequently accessed blocks in main memory, reducing physical input/output operations. Policies include: Write-Through - Updates disk immediately, simple but slow. Write-Back - Delays writing to disk, batches updates for speed but increases data loss risk on crash. Prefetching - Anticipates sequential reads and loads subsequent blocks in advance [35]. For solid-state drives (SSDs), file systems must account for erase-before-write constraints and wear-leveling techniques such as journaling optimisation and TRIM support extend device life and maintain performance [36].
Reliability, protection, and advanced developments: Journaling - Records pending changes to a dedicated log before applying them. Greatly speeds recovery after system failure. Used in NTFS, ext3/ext4, XFS [37].
Access Control - Permissions (read/write/execute) for owner, group, and others. Access Control Lists (ACLs) provide fine-grained per-user or per-group rules [38].
Distributed and Cloud File Systems. Networked file systems (NFS, SMB) and cluster-scale designs (GFS, Ceph) extend the file system abstraction across multiple servers, introducing consistency models and replication for availability [39].
File systems remain among the most enduringly evolving components of operating systems. From simple contiguous allocation to journaled, distributed, and flash-optimised designs, their core purpose persists: to make vast, slow, persistent storage accessible, reliable, and easy to use. Future directions will integrate non-volatile memory, further blur the boundary between memory and storage, and adapt to exascale storage requirements in cloud and high-performance computing environments.
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Security and protection are foundational requirements for modern operating systems, ensuring data confidentiality, integrity, availability, and controlled resource sharing. This paper distinguishes between protection mechanisms and security policies, analyses access control models, memory and process isolation, authentication, and threat mitigation. It concludes with current challenges and the principle of layered defense.
Operating systems act as the trusted computing base for all software, mediating every access to hardware, files, memory, and network resources. Protection addresses internal threats, preventing processes or users from misusing authorized resources, while security counters external and unauthorized threats, including unauthorized access, malicious code, and system compromise [40]. Together they enforce the fundamental goals of information security: confidentiality, integrity, and availability.
Core Concepts of Protection vs Security. 
Protection is the set of internal mechanisms that define and enforce which subjects (users, processes) may access which objects (files, memory, devices). It ensures that authorised actions are performed only in permitted ways [41].
Security encompasses broader policies and safeguards to prevent unauthorised access, disclosure, or modification, as well as denial-of-service attacks. It includes authentication, cryptography, and system hardening [42].
Trusted Computing Base (TCB). The minimal set of hardware, firmware, and operating systems components critical to enforcing security. Failure of any TCB component compromises the entire system [43].
Access control translates security policy into enforceable rules. Discretionary Access Control (DAC).  Object owners define permissions, flexible but inconsistent, used in Unix/Linux permission bits and Windows ACLs [44].
Mandatory Access Control (MAC). System-enforced rules override user choices. Based on security labels. Critical in high-security environments (e.g., SELinux) [45].
Role-Based Access Control (RBAC). Permissions assigned to job functions rather than individuals.  simplifies administration in large organisations [46].
Protection Domains. Processes execute in restricted privilege levels. Hardware modes (user/kernel) and virtual memory isolation prevent unauthorised cross-process or kernel access [47].

Authentication and Threat Defense. 
Authentication. Verifies identity via something you know (password), have (token) or are (biometrics). Modern systems use hashed credentials and multi-factor validation [40].
Isolation. Memory protection, process separation and sandboxing limit damage if one component is compromised. 
Logging and Auditing. Record system activity to detect anomalies and support incident response.
Patch Management. Timely updates address known vulnerabilities. Often the weakest link in system security.

Operating system security relies on layered defense: strong authentication, least-privilege protection domains, well-designed access control and continuous maintenance. No single mechanism suffices. Effective security combines technical controls, policy, and user awareness. As threats evolve, the operating system remains the primary line of defense and the main target for attack.
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The Windows Command-Line Interface (CLI) provides text-based control over system configuration, administration, and automation. While graphical tools dominate end-user interaction, the CLI including Command Prompt (CMD) and PowerShell remains essential for system administrators, scripting, and repetitive tasks. This paper outlines core usage, key commands, and practical advantages of Windows CLI.
Windows includes two primary CLI interpreters: the legacy Command Prompt (cmd.exe), maintaining MS‑DOS compatibility, and PowerShell, a modern object‑based shell and scripting engine integrated with the .NET framework [48]. Both enable direct, precise system operation, often providing faster or more comprehensive control than graphical tools. Proficiency in CLI usage is a fundamental skill for system administration, cybersecurity, and IT support roles [49].
Essential CMD commands include:
Navigation and file management: dir (list contents), cd (change directory), mkdir (create folder), del (remove files), copy and move (transfer items) [50].
System diagnostics: systeminfo (OS and hardware details), tasklist / taskkill (manage processes), sfc /scannow (repair system files) [51].
Network operations: ipconfig (address configuration), ping (connectivity testing), tracert (route tracing), netstat (active connections) [52].
PowerShell extends these with consistent verb‑noun syntax—e.g., Get-ChildItem, Stop-Process—structured output, pipeline data handling, and remote execution, making it suitable for enterprise‑scale automation [53].
CLI usage enables scripted automation of repetitive tasks, reducing human error and ensuring consistent configuration across systems. It provides access to low‑level tools unavailable through the graphical interface and operates efficiently in remote or server environments without a desktop. Batch scripts and PowerShell workflows are industry standards for deployment, maintenance, and security compliance [53].
Command dir (list content of directory):[image: ]
Command cd (change directory)
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Command mkdir (create directory)
[image: ]
Command del (delete files)
[image: ]
Command copy and move: (copy, transfer files)[image: ]
  
Command systeminfo: (Oparating System and hardware details)
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Command tasklist: (list running processes),
[image: ]
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The Linux Command-Line Interface (CLI), principally through the Bash shell, is a foundational tool for system administration, development, and automation. Unlike graphical interfaces, the CLI provides precise, scriptable control over all system resources. This paper examines core commands, structure, and advantages of the Linux CLI, alongside its role in professional computing.
Unlike graphical interfaces, the CLI provides direct, text-based interaction with the operating system kernel and services. Built on POSIX standards [54], it operates through a shell interpreter. Bash being the most widespread. Accepting commands structured as command -options arguments. The CLI remains indispensable because it enables remote administration, precise control, and automation with minimal resource overhead [55]. Proficiency is a core requirement for system administration, cybersecurity, and software engineering.
Core Commands and Functionality
Essential commands fall into distinct functional categories:
File system navigation and management: ls (list contents), cd (change directory), pwd (display path), mkdir / rm (create/remove directories and files), cp / mv (copy/move), cat (view content) [56].
Process and system monitoring: ps (process status), top / htop (real-time activity), kill / pkill (terminate processes), df / du (disk usage), uname -a (system information) [57].
Permissions and security: chmod (modify access modes), chown (change ownership), sudo (execute with elevated privileges) enforcing the principle of least privilege critical in multi-user environments [58].
Networking and text processing: ping / traceroute (is the host reachable? / shows you exactly the route your data takes — every step (router/gateway) between you and the destination), ssh (secure remote access), grep (pattern search), and the pipe operator | (chain command outputs) [59].
The CLI’s true power lies in composition and automation. Piping enables simple tools to combine and solve complex data-processing tasks, while shell scripts sequences of commands saved as executable files, automate repetitive administration, deployment, and monitoring tasks across distributed systems. Lightweight operation makes the CLI the standard interface for servers where graphical environments are disabled for performance and security. Mastery transforms the CLI from an operational tool into a flexible programming environment, essential for modern IT infrastructure management.
Command ls (list content of directory)
[image: ]
Command cd (change directory):
[image: ]
Command pwd (display path):
[image: ]
Commands mkdir / rm (create/remove directories and files):
[image: ]
Command ps: (processes status)
[image: ]



Command top (real-time activity):
[image: ]
Command ping (is the host reachable?)
[image: ]
Command traceroute (shows you exactly the route your data takes — every step (router/gateway) between you and the destination):
[image: ]


Command top (real-time activity):
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Windows scripts automate system administration, configuration, and repetitive tasks across single or multiple machines, reducing human error and operational overhead. Will examine the primary scripting environments, syntax, and practical applications of Windows scripts, alongside their role in enterprise management and security compliance.
Windows supports two principal scripting frameworks: legacy Batch/CMD scripts (.bat, .cmd) and modern PowerShell scripts (.ps1). Batch scripts derive from MS‑DOS and remain in widespread use for backward compatibility, while PowerShell built on the .NET platform delivers object‑oriented capabilities, structured data handling, and remote execution [60]. Scripts enable administrators to codify complex workflows, ensuring consistent results across servers, workstations, and cloud instances without manual intervention [61].
Batch Scripts: Execute via cmd.exe using straightforward imperative syntax. Common commands include @echo off, set, if, for, and call. They are lightweight and universally supported but limited in logic, data processing, and error‑handling capacity [62]. 
PowerShell Scripts: Follow consistent verb‑noun conventions (Get‑Item, New‑User), pass structured objects through pipelines, and support functions, modules, and secure remote sessions. Execution policies (Restricted, RemoteSigned, Unrestricted) control script running to prevent unauthorised code execution—an essential security boundary [63].
Windows scripts automate user provisioning, software deployment, backup routines, and system health monitoring. Scheduled via Task Scheduler, they run at predefined times or in response to system events. Compared to manual operation, scripts deliver three key advantages: consistency - identical steps applied every time, efficiency - tasks complete in seconds rather than hours and auditability - script code serves as a documented record of procedures [64]. PowerShell’s integration with Azure and Active Directory makes it the industry standard for cloud and identity management [65].
Windows scripts form the operational backbone of modern IT management. While Batch persists for simple legacy tasks, PowerShell’s versatility and security‑first design establish it as the primary framework for current and future automation needs. Proficiency in Windows scripting is a core competency for system administration and cybersecurity.
Batch Script Example (example.cmd)
Lightweight, simple syntax—ideal for quick automation:
batch
@echo off
title System Backup Script
:: Create backup folder if missing
if not exist "D:\Backup" mkdir "D:\Backup"
:: Copy documents with timestamp
set "dest=D:\Backup\Docs_%date:/=-%"
xcopy "C:\Users\Student\Documents" "%dest%" /E /I /Y
echo Backup completed at %time% >> D:\Backup\Log.txt
pause

PowerShell Script Example (example.ps1)
Structured, powerful—industry standard for Windows automation:
powershell
# Create dated backup folder
$date = Get-Date -Format "yyyy-MM-dd"
$backupPath = "D:\Backup\Docs_$date"
New-Item -ItemType Directory -Path $backupPath -Force
# Copy files and log result
Copy-Item -Path "C:\Users\Student\Documents\*" -Destination $backupPath -Recurse
"Backup finished: $(Get-Date)" | Out-File "D:\Backup\Log.txt" -Append
Write-Host "Backup completed successfully"
[bookmark: _Toc243910134]5. Use of Linux OS scripts.
Shell scripts are the foundation of automation in Linux-based systems, enabling administrators to codify repetitive tasks, ensure consistency, and manage infrastructure at scale. Will examine the Bash scripting environment, provide practical code examples, and discuss the professional role of shell scripting in system administration, deployment, and monitoring.
A shell script is an executable text file containing sequences of commands, control structures, and variables interpreted by the shell most commonly the Bourne Again Shell (Bash) without separate compilation [66]. Standardized under POSIX IEEE 1003.1, shell scripts offer portability across distributions and minimal resource overhead, making them indispensable for servers, cloud platforms, and embedded systems [67]. Scripts transform manual command sequences into reusable, schedulable workflows that run reliably on demand or automatically.
Scripts begin with the shebang directive #!/bin/bash to specify the interpreter. Permissions must be set with chmod +x script.sh before execution.







bash
#!/bin/bash
# Automated daily backup script
src="/home/student/Documents"
dest="/mnt/backup/$(date +%Y-%m-%d)"
# Create destination directory
mkdir -p "$dest"
# Copy files recursively
cp -r "$src" "$dest/"
# Log result
if [ $? -eq 0 ]; then
    echo "SUCCESS: Backup completed at $(date)" >> /var/log/backup.log
else
    echo "ERROR: Backup failed at $(date)" >> /var/log/backup.log
    exit 1
fi
$? captures the exit status of the previous command; if statements handle conditional logic [69] 
Scheduled via cron to run without manual intervention.
Shell scripting embodies the Unix philosophy: combine simple, specialised tools: grep, awk, sed, sort using pipes to solve complex data-processing tasks [70]. Scripts automate user provisioning, log rotation, software deployment, and system health checks. Compared to manual administration, benefits include: Consistency - identical procedures applied every time, Efficiency: hours of manual work reduced to seconds, Transparency - script code documents the process itself [71]
Proficiency in Bash scripting is a core industry requirement for roles in system engineering, cybersecurity, and DevOps.
Shell scripts remain the primary automation tool in Linux environments. Their simplicity, portability, and integration with the vast ecosystem of command-line utilities ensure they will continue to be essential infrastructure management tools.

[bookmark: _Toc243910135]Conclusion
Operating systems form the foundational layer of all computing environments, orchestrating hardware resources, managing persistent data, and enforcing security across personal, enterprise, and cloud platforms. This assessment has examined four core functional areas: process and processor management, memory management, file system management, and security and protection. Together these subsystems ensure that resources are allocated efficiently, data remains accessible and reliable, and system integrity is maintained against both accidental misuse and external threats. The progression from simple scheduling algorithms to advanced virtual memory models, journaled file systems and layered defence mechanisms reflects the continuous evolution of operating systems to meet growing performance, scalability, and security demands.
Practical proficiency in command-line interfaces and scripting further demonstrates the critical relationship between theoretical understanding and real-world application. Both Windows and Linux environments provide powerful tools for system administration - CMD and PowerShell on Windows, Bash and POSIX-compliant utilities on Linux enabling precise control, remote management, and large-scale automation. Scripting transforms repetitive manual tasks into consistent, auditable, and efficient workflows, serving as a cornerstone of modern IT operations. While each platform adopts distinct conventions and tools the underlying principles of efficiency, transparency and reliability remain universal.
As computing continues to evolve driven by cloud infrastructure, non-volatile memory, distributed systems, and increasingly sophisticated threats the role of the operating system will remain central. Future developments will further blur the boundaries between memory and storage, extend capabilities across geographically distributed resources and embed resilience at every layer of the system. Mastery of operating system concepts, alongside practical command-line and scripting skills will therefore remain an essential competency for anyone pursuing a career in computing, system administration or cybersecurity.
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C:\Users\artur>cd Music

C:\Users\artur\Music>
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C:\Users\artur\Music>mkdir OP
C:\Users\artur\Music>dir

Volume in drive C is Windows
Volume Serial Number is CADC-6608
Directory of C:\Users\artur\Music

26/10/2026 09:06  <DIR>
14/10/2026 11:53  <DIR>

©9/69/2026 ©6:13  <DIR> iTunes
29/6u/2023 08:34  <DIR> MEmu Music
26/10/2026 ©9:06  <DIR> op

0 File(s) 0 bytes

5 Dir(s) 165,628,295,168 bytes free
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C:\Users\artur\Music>dir
Volume in drive C is Windows
Volume Serial Number is CADC-6608

Directory of C:\Users\artur\Music

26/10/2026 09:08  <DIR>
14/10/2026 11:53  <DIR>

©9/69/2026 ©6:13  <DIR> iTunes
29/6u/2023 08:34  <DIR> MEmu Music
26/10/2026 ©9:06  <DIR> op
26/10/2026 ©9:08 13 test.txt

1 File(s) 13 bytes

5 Dir(s) 165,625,047,0uU0 bytes free
C:\Users\artur\Music>del test.txt
C:\Users\artur\Music>dir
Volume in drive C is Windows
Volume Serial Number is CADC-6608

Directory of C:\Users\artur\Music

26/10/2026 09:08  <DIR>
14/10/2026 11:53  <DIR>

©9/69/2026 ©6:13  <DIR> iTunes
29/6u/2023 08:34  <DIR> MEmu Music
26/10/2026 ©9:06  <DIR> op

0 File(s) 0 bytes

5 Dir(s) 165,620,389,888 bytes free
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C:\Users\artur\Music>dir
Volume in drive C is Windows
Volume Serial Number is CADC-6608

Directory of C:\Users\artur\Music

26/10/2026 09:10  <DIR>
14/10/2026 11:53  <DIR>

©9/69/2026 ©6:13  <DIR> iTunes
29/6u/2023 08:34  <DIR> MEmu Music
26/10/2026 ©9:06  <DIR> op
26/10/2026 ©9:10 13 test.txt

1 File(s) 13 bytes

5 Dir(s) 165,608,212,u80 bytes free

C:\Users\artur\Music>copy test.txt test2.txt
1 file(s) copied.

C:\Users\artur\Music>dir

Volume in drive C is Windows
Volume Serial Number is CADC-6608
Directory of C:\Users\artur\Music

26/10/2026 09:11  <DIR>
14/10/2026 11:53  <DIR>

©9/69/2026 ©6:13  <DIR> iTunes
29/6u/2023 08:34  <DIR> MEmu Music
26/10/2026 ©9:06  <DIR> op
26/10/2026 ©9:10 13 test.txt
26/10/2026 ©9:10 13 test2.txt
2 File(s) 26 bytes

5 Dir(s) 165,594,241,024 bytes free

C:\Users\artur\Music>move test2.txt test3.txt
1 file(s) moved.

C:\Users\artur\Music>dir

Volume in drive C is Windows
Volume Serial Number is CADC-6608
Directory of C:\Users\artur\Music

26/10/2026 09:11  <DIR>
14/10/2026 11:53  <DIR>

©9/69/2026 ©6:13  <DIR> iTunes
29/6u/2023 08:34  <DIR> MEmu Music
26/10/2026 ©9:06  <DIR> op
26/10/2026 ©9:10 13 test.txt
26/10/2026 ©9:10 13 test3.txt

2 File(s) 26 bytes
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C:\Users\artur\Music>systeminfo

Host Name:
0S Name:
0S Version:
0S Manufacturer:

05 Configuration:

0S Build Type:
Registered Owner:
Registered Organization:
Product ID:

Original Install Date:
System Boot Time:
System Manufacturer:
System Model:

System Typ
Processor(s):

BIOS Version:
Windows Directory:
System Directory:
Boot Device:

ADL1Y
Microsoft Windows 11 Pro
10.0.26300 N/A Build 26300
Microsoft Corporation
Standalone Workstation
Multiprocessor Free
arturdujs@gmail.com

N/A
00330-54112-18300-AAOEM
12/10/2024, ©8:27:42
19/10/2026, 12:12:26
LENOVO

20WNS1501C

x6li-based PC

1 Processor(s) Installed.

[61]: Intel6d Family 6 Model 146 Stepping 1 GenuineIntel ~1198 Mhz
LENOVO N35ET65W (1.65 ), ©3/03/2026

C: \WINDOWS
C:\WINDOWS\system32
\Device\HarddiskVolumel

System Locale:
Input Locale:
Time Zone:

en-gb;English (United Kingdom)
en-gb;English (United Kingdom)
(UTC+00:00) Dublin, Edinburgh, Lisbon, London

Total Physical Memory: 16,087 MB
Available Physical Memory: 2,371 MB
Virtual Memory: Max Size: 140,663 MB
Virtual Memory: Availabl 21,055 MB
Virtual Memory: In Us: 19,608 MB

Page File Location(s): C:\pagefile.sys
Domain: WORKGROUP
Logon Server: \\ADL14

Hotfix(s): 5 Hotfix(s) Installed.
[01]: KB5127694
[02]: KB5O5U156
[03]: KB5121794
[ou]: KB5127648
[05]: KB5127647
5 NIC(s) Installed.
[01]: Symantec TAP Driver
Connection Name: Ethernet 2
Status: Media disconnected
[02]: OpenVPN Data Channel Offload
Connection Name: OpenVPN Data Channel Offload for Surfshark
Status: Media disconnected
[03]: TeamViewer VPN Adapter
Connection Name: Local Area Connection

Network Card(s):
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C:\Users\artur\Music>tasklist

Inage Name PID Session Name Session#  Mem Usage

System Idle Process © Services [ 8 K
System 4 Services 3 17,296 K
Secure System 140 Services 3 63,628 K
Registry 180 Services 3 55,440 K
smss.exe 756 Services 3 636 K
csrss. exe 1132 Services 3 3,904 K
wininit.exe 1220 Services 3 4,352 K
csrss. exe 1228 Console 1 5,536 K
winlogon. exe 1288 Console 1 7,992 K
services.exe 1364 Services 0 15,384 K
Lsalso.exe 1384 Services 3 2,080 K
Lsass. exe 1392 Services 3 27,420 K
svchost..exe 1532 Services 3 35,868 K
fontdrvhost . exe 1564 Console 1 5,208 K
fontdrvhost . exe 1572 Services 0 1,004 K
WUDFHost . exe 1640 Services 3 2,892 K
svchost . exe 1760 Services 3 19,132 K
svchost..exe 1752 Services 3 6,852 K
WUDFHost . exe 1812 Services 3 6,076 K
svchost . exe 1944 Services 3 6,872 K
svchost..exe 1956 Services 3 2,880 K
svchost..exe 1972 Services 3 11,876 K
WUDFHost . exe 2012 Services 3 3,616 K
dum. exe 1452 Console 1 138,776 K
svchost..exe 1468 Services 0 9,584 K
svchost..exe 2096 Services 3 5,800 K
svchost..exe 2124 Services 3 7,200 K
svchost..exe 2132 Services 3 7,336 K
IntelCpHDCPSve. exe 2208 Services 3 2,680 K
svchost . exe 2260 Services 3 7,576 K
svchost..exe 2332 Services 3 5,964 K
svchost..exe 2356 Services 3 17,448 K
svchost..exe 2368 Services 3 5,800 K
svchost..exe 2472 Services 3 3,836 K
svchost..exe 256l Services 3 7,580 K
svchost..exe 2608 Services 3 5,928 K
svchost..exe 2616 Services 3 10,004 K
WUDFHost . exe 2636 Services 3 16,500 K
svchost . exe 2768 Services 3 5,772 K
igfxCUIServiceN. exe 2832 Services 3 6,892 K
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ghostashadow-ops:~$ s
Documents Downloads .ssh .config ops classified .bash_history .profile notes.txt todo.md
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ghostashadow-ops:~$ cd ops

ghostashadow-ops:~/ops$ |




image11.png
ghostashadow-ops:~/ops$ pwd
/home/ghost/ops
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terminal@terninal-temple ~ § 1s

Artur Documents Downloads Music Pictures
terminal@terminal-temple ~ $ cd Documents
terminal@terminal-temple Documents $ ls

empty~File. txt plan-for-world-domination. txt
terminal@terminal-temple Documents $ mkdir Artur
terminal@terminal-temple Documents $ rm -R Artur Piotr
terminal@terminal-temple Documents $ rm empty-file.txt empty.txt
terminal@terminal-temple Documents $ ls
plan-for-world-domination. txt

terminal@terminal-temple Documents $ [|
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ghostashadou-ops:~$ ps
USER PID %CPU WMEM  VSZ  RSS TTY STAT START  TIME COMMAND

root 1 0.0 0.1169436 13192 7 Ss  Nov21 0:08 /sbin/init

root 42 0.0 0.0 o 02 S Nov21 0:00 [kworker/0:1-events]

root 187 1 45312 8740 ? Ss  Nov21 0:15 /usr/sbin/sshd -D

root 201 2 78432 22104 ? Ss  Nov21 2:34 /usr/sbin/tor

ghost 312 0.0 0.1 23456 12844 ? S Nov21 0:03 /usr/bin/gpg-agent —daemon

ghost 445 0.1 0.3 145672 28896 pts/0  Ss Deco8  0:12 -bash

ghost 512 0.0 0.1 34568 9012 ? S Nov21 0:45 /ust/bin/ncat -1 -p 4444 -e /bin/bash

root 666 0.3 0.5 234120 42880 ? SL  Nov21 25:12 /opt/shadowd/shadow-monitor

ghost 701 0.0 18764 3392 ? S Decds 0:02 /usr/bin/openvpn --config /etc/openvpn/covert.conf
ghost 822 0.0 0.1 45672 11204 ? S Decd7 ©:00 python3 /opt/tools/keylogger_detect.py

ghost 1024 12344 2212 pts/o R+ 10:02  0:00 ps aux
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ghostashadow-ops:~$ top

top - 10:03:33 up 47 days, 13:22, 1 user, load average: 0.12, 0.08, 0.03
Tasks: 143 total, 1 running, 141 sleeping, O stopped, 1 zombie
%cpu(s): 2.3 us, 0.8 sy, 0.0 ni, 9.1 id, 0.5wa, 0.0 hi, 0.3 si
MiB Mem: 16384.0 total, 8234.2 free, 4102.3 used, 4047.5 buff/cache

34568 9012 3200
45672 11206 4556
18764 3392 2104

512 ghost 20 ncat
822 ghost 20

701 ghost 20

python3
openvpn

MiB Swap:  8192.0 total, 8190.0 free, 2.0 used. 11841.7 avail Mem
PID USER PR NI  VIRT RES SHRS %CPU TIME+ COMMAND
666 root 20 @ 234120 42880 12340 S 0.3 25:12.44 shadow-monitor
589 root 20 0 892340 35712 182045 0.2 18:33.01 auditd
201 root 20 o 78432 22104 5632 S 2:34.88 tor
445 ghost 20 O 145672 28896 8440 S 0:12.33 bash
° s
° s
° s
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ghostashadow-ops:~$ ping wp.pl

PING wp.pl (47.230.202.243) 56(84) bytes of data.

64 bytes from 47.230.202.243: icmp_seq=1 ttl=64 time=17.935 ms
64 bytes from 47.230.202.243: icmp_seq=2 ttl=64 time=28.593 ms
64 bytes from 47.230.202.243: icmp_seq=3 ttl=64 time=1.727 ms
64 bytes from 47.230.202.243: icmp_seq=4 ttl=64 time=13.406 ms
64 bytes from 47.230.202.243: icmp_seq=5 ttl=64 time=21.586 ms

wp.pl ping statistics -
5 packets transmitted, 5 received, 0% packet loss, time 4006ms
rtt min/avg/max/ndev = 1.234/15.678/38.901/12.345 ms





image16.png
ghostashadow-ops:~§ traceroute wp.pl
traceroute to wp.pl, 30 hops max, 60 byte packets

1

@ N e W

gateway.shadow-ops.local (10.13.37.1) 0.432 ms 0.512 ms 1.399 ms
vpn-exit.shadow-ops.local (172.16.0.1) 1.221 ms 1.521 ms 1.635 ms
* %

* %

126.92.208.118 24.881 ms 25.138 ms 26.629 ms

* %

* %

wp.pl 42.103 ms 42.172 ms 43.971 ms

Note: Several hops are filtered (likely Tor/VPN nodes).
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C:\Users\artur>dir
Volume in drive C is Windows
Volume Serial Number is CADC-6608

Directory of C:\Users\artur

14/10/2026
12/10/2024
29/6u/2023
02/11/2022
26/10/2023
29/03/2023
20/12/2022
23/62/2023
14/01/2022
07/61/2022
31/07/2022
12/10/2024
14/01/2022
21/10/2026
19/11/2025
12/10/2024
03/07/2023
19/10/2026
19/10/2026
12/10/2024
12/10/2024
25/10/2026
29/6U/2023
12/10/2024
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06/07/2026
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07:
07:
09:
08:
07:
07:
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53 <DIR>
23 <DIR>
34 <DIR>
54 <DIR>
22 <DIR>
35  <DIR>
29 <DIR>
59 <DIR>
4y <DIR>
37 <DIR>
54 <DIR>
27 <DIR>
46 <DIR>
18 <DIR>
33 <DIR>
27 <DIR>
35  <DIR>
19 <DIR>
19 <DIR>
27 <DIR>
27 <DIR>
E T
34 <DIR>
27 <DIR>
27 <DIR>
42 <DIR>
36 <DIR>
© File(s)

.android
.Ld2VirtualBox
MemuHyperv
_ms-ad
_vscode
1
3D Objects
Apple
AudioBooks
Contacts
Documents
Downloads
Dropbox
Favorites
iCloud Drive Archive
iCloudDrive
iCloudPhotos
Links
Music
OneDrive
Pictures
Saved Games
Searches
Solidity
Videos

0 bytes

27 Dir(s) 165,857,843,200 bytes free




