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AIM(S)
· To provide students with the concepts and an understanding to recognise the threats and vulnerabilities present in existing systems. They must learn how to manage the use of information assets securely and support the goals and objectives of their organizations through effective information security governance, risk management, and regulatory compliance.

LEARNING OUTCOMES

Upon the successful completion of this module, the student should be able to:

1. Demonstrate a systematic understanding of a wide range of current research and technological advances in network security.
2. Consistently apply the principles and practices of Data security with skills and experiences to administer and manage the more secure computing environment that organisations need.

INDICATIVE CONTENT

· Introduction to Management of Information Security.
· The need for Security. 
· Compliance: Law and Ethics. 
· Governance and Strategic Planning for Security.
·  Information Security Policy. 
· Developing the Security Program. 
· Risk Management: Identifying and Assessing Risk.
· Risk Management: Controlling Risk. 
· Security Management Models. 
· Security Management Practices. 
· Planning for Contingencies. 
· Security Maintenance and the Management of Digital Forensics. 
· Protection Mechanisms.
· Cryptography.
· Physical Security.
· Implementing Information Security.
· Security and Personnel.
· Information Security Maintenance.
· Intrusion Detection, Prevention Systems and Other Security Technology.
· Access Controls, Firewalls and VPNs.
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LEARNING AND TEACHING STRATEGY

The study time for the module is divided as follows:

	Activity type
	Hours
	Percentage

	Scheduled learning
	60
	30%

	Independent learning
	140
	70%

	Placement learning
	
	

	TOTAL
	200
	100%



ASSESSMENT

Assessment Component 1

	☒	Written exam
	☐	Coursework
	☐	Practical



	Mode of assessment
	Volume
	Weighting

	Exam 
	2 hours
	 50%




Assessment Component 2

	☐	Written exam
	☒	Coursework
	☐	Practical



	Mode of assessment
	Volume
	Weighting

	Written Report  
	2500 words 
	 50%




Assessment Summary
	Activity type
	Percentage

	Written exam
	50

	Coursework
	50

	Practical
	

	TOTAL
	100%
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