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Team Evaluation (Self Evaluate your Team)
	
	Kes Sumner  
	Samuel Jackson
	Pete Holdstock
	Tim Day

	Kes Sumner
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	Samuel Jackson
	5
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	5
	4

	Pete Holdstock
	5
	5
	5
	4

	Tim Day
	5
	5
	5
	4


Rate your Teams Contribution with a scale of 1 to 5 (1 No Contribution and 5 Excellent Contribution)

	Kes Sumner
	Kes was a team member who has been involved in the team from the start. Kes has been shared to responsibilities around with the other team members. He has taken turn in getting the screenshot we require for the group as well as being able to navigate and set up the Virtual Machines which we have been using for this assignment. Kes has not missed a session meaning I have been able to build a good working relation with Kes which has allowed for great teamwork and communication to be established amongst us. Because of the relationship we have built up we have not had any issue with between us or in the group settings. 

	Samuel Jackson
	Sam equally has been a team member who has been part of the team from the start of this assignment. Sam has had to miss a couple of our session due to work commitments which is unfortunate, but it did allow for other members in the team to get involved and contribute to the team. Sam was the member of the team who started to setting up the Virtual Machines and getting the screenshots ready for the write up. 

	Pete Holdstock
	I been apart of the team from the start as well as two others in the team. From the off we have built a great working relationship between us all and Tim fitted in perfectly when he joined us. My role within this assignment was making sure we followed the correct steps for setting up the virtual machines. This means making sure to get the correct screenshots and the right time as well as instructing the team on how best it would be to set up the virtual machine. I think I worked well within the team and as a result I didn’t have any conflicts within the team which allowed for efficient progress on our project. 

	Tim Day
	Tim joined us later into the project, so we were not working together for the whole project, so I am unable to give him a proper self-evaluation compared to other team members. But when Tim did join us he was engaged and made an effort to catch up and understand what we had completed to get to the stage we were at when he join us. Tim was great at provide useful information about what we were needed to complete within the task. 
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[bookmark: _Toc129352524]Introduction
An Active Directory has a huge contribution to major businesses and organisations not only the United Kingdom but also across the world. For example it plays a keep part in the running of the NHS Wales system. It is used within virtual machines to interact with it. Also a firewall is key for the organisation make sure that no unauthorised traffic entered the system

[bookmark: _Toc129352525]Part 1 (Group Work – Task 1 & 2 in Worksheet 1)

[bookmark: _Toc129269179][bookmark: _Hlk129246280][bookmark: _Toc129352526]Worksheet task 1 (02/02/2023 - 09/02/2023): 
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[bookmark: _Toc129272600]Figure 1: Client virtual machine creation.
Initial configuration on client virtual machine, the client will act as a traditional PC to a user. It will have its own Operating System (OS), network access, as configured in following stages, it will allow the user to access the network and other resources available on the virtualised network. Benefits of providing standard users with access to a client VM on a Virtual network include factors such as cost saving and an added layer of security. 
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[bookmark: _Toc129272601]Figure 2: Optimising configuration for virtual machines.
Two features Virtual Box offers that can improve performance in a virtual environment are PAE/NX. PAE allows a 32-bit operating system to use more than 4GB of physical memory, while NX prevents the execution of potential malicious scripts from being run from data-only memory pages. Enabling these features can help improve the performance of the hypervisor and virtual machines.
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[bookmark: _Toc129272602]Figure 3: All four operating systems installation in progress.
The installation process can be time consuming, essentially a new device is being set up in this stage, meaning the chosen OS being installed, drivers and updates. To make this phase as efficient as positive all available resource of the host PC was being utilised at once to commence the setup of the two client and two server machines. 
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[bookmark: _Toc129272603]Figure 4: Configuring the different networks on the server.
Depicted above is the private network name change on the Windows server.  The names were changed from the default ‘Ethernet’ names to more descriptive to make identifying the interfaces for the public and private networks easier.
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[bookmark: _Toc129272604]Figure 5: End of task 1 - successful ping from server to client.
The figure above is showing four packets of data being sent across the network to client machine 2. This demonstrates that the network has been configured correctly to allow packets to travel across the network. 


[bookmark: _Toc129269180][bookmark: _Toc129352527]Worksheet task 2 (16/02/2023 – 23/02/2023): 
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[bookmark: _Toc129272605]Figure 6: Static IP and no DNS.
The above screenshot requested in the worksheet confirms the server is configured with a static IP address and no DNS server.  Servers generally and domain controller specifically must have static IP addresses and not be configured by DHCP. When the server becomes the first domain controller it installs and configures DNS for the new domain, so no DNS entries should be present.
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[bookmark: _Toc129272606]Figure 7: Firewall turned off.
The figure above shows that the Windows firewall on the server has been disabled.  The firewall was disabled during task 1 to allow the client to successfully ping the server and vice versa to prove network connectivity.  As the firewall blocks ICMP (ping) protocol by default, similarly it can block some protocols/ports required for the client to communicate with the server to join the domain.
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[bookmark: _Toc129272607]Figure 8: Changed computer name.
The above figure requested in the worksheet, shows the changed server computer name to DMC1-NT so that the server can be setup as the Domain Controller. It is important since it is the most important Server/Service deployed in an enterprise network for managing network resources, and is difficult to change once it is a domain controller.
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[bookmark: _Toc129272608]Figure 9: Server DMC1-NT listed as a domain controller.
The screenshot of the Active Directory Users and Computers console shows the renamed and promoted server DMC1-NT within the domain ‘accatask.msft’ located in the ‘domain controllers’ organisation unit in the active directory structure.
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[bookmark: _Toc129272609]Figure 10 - Management of AD Users.
When creating and managing Active Directory (AD) users, especially domain/local admin accounts it is imperative that appropriate and strong passwords are used, as these accounts will have elevated privileges. If a strong password is not used it can open the entire network up to potential cyber threats. 
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[bookmark: _Toc129272610]Figure 11: New user accounts in Domain Users group.
In the above figure requested in the worksheet, the properties of the newly created domain user are displayed including membership of the group ‘domain users’ within the ‘accatask.msft’ active directory domain.
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[bookmark: _Toc129272611]Figure 12: Unable to add client to the domain.
An issue was encountered during the task when it got to the stage where the client was to be joined to the new domain.  The option to join a domain was greyed out.  It transpired that the clients had been installed with Windows 10 Home edition (as a default during installation) instead of Windows 10 Professional, which is for enterprise environments.  The clients were rebuilt with the correct version and the client joined the domain successfully.
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[bookmark: _Toc129272612]Figure 13: Incorrect IP address for DNS server.
In the above figure the incorrect IP address for the client’s DNS settings was documented in the worksheet tasks.  This was quickly identified and remedied as the address given (10.10.10.1) was the external network address of the domain controller, on a different network to the client (172.16.1.0).  This meant that the client could not use DNS services which are essential to joining a domain.  The DNS server address was changed to the domain controller internal network address (172.16.1.1) and subsequent steps were a success.
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[bookmark: _Toc129272613]Figure 14: Client successfully joined the domain.
The above figure shows that the client has successfully joined the domain accatask.msft. In order for a Windows client to join a Windows domain both the domain controller and the new client need to be correctly configured and able to communicate over the network.
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[bookmark: _Toc129272614]Figure 15: User account unable to log on to domain controller.
The above figure demonstrates that a standard domain user does not have permissions by default to allow them to log on to a domain member server or domain controller.  A new domain user account from a previous step was used to try and log on to the domain controller. 

[bookmark: _Toc129352528]Part 2 (Individual Work – Task 3 (Observational Task) in Worksheet 1)
A type 2 hypervisor was used for the above practical task because it is “installed on top of an existing OS” [1] meaning there was no needed or dedicated hardware which is more convenient as we were able to install the hypervisor on top of the OS. This allows us to get windows virtual machines while also able to operate off the machines existing operating system. “Type 2 hypervisors can support large and complex next environments” [1] which is perfect to for what we need to completed in our assignment. 
An example of a scenario for where a type 1 hypervisor would be used is in a data centre. This is because type 1 hypervisors are most commonly used in larger data centres because it can use more of the utilization and resources of the hardware. This can lead to a reduced cost of overall hardware. A Type 1 hypervisor allows for virtual machines to created and run on 1 psychical sever meaning the business doesn’t need a large amount of servers reducing the overall cost like Cooling, Space, Power and Hardware. 
Both type 1 and type 2 hypervisors have there drawbacks and benefits but each have their better suited scenarios. The benefits to using a type 1 hypervisor is they are “highly efficient because they have direct access to the physical hardware”. [2] This can lead to a higher performance and an overall more efficient use of resources. Type 1 hypervisors are more “suited for enterprise setups” [3] because they have a high layer of security and because there is nothing between the hypervisor and the hardware unlike type 2 it’s less likely an attack could compromise. The Drawbacks for a type 1 hypervisor is it can “often need a separate machine” [2] which would control the host hardware and the different VMs. Type 1 can also have a higher cost implementation for the business. 
Type 2 hypervisors on the other hand “enables quick and easy access to an alternative guest OS” [2] and means it does not need specialised expertise and knowledge to work the virtual machine. Type 2 hypervisors are “best suited for personal or small deployments” [3] because they are often a more cost-effective solution compared to a type 1 hypervisors because there isn’t a need for licencing or hardware fees. A downside of a type 2 hypervisors are they must access all the computing, memory and the network resources via the machines operating system. “This introduces latency issues” [2] which is going to have an effect on the performance as the VM is running on top of the physical machines operating system. 
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Figure 
16
 - Illustrations of how a DHCP works
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Description automatically generated]DHCP stands for Dynamic Host Configuration Protocol (DHCP). “DHCP is widely used to dynamically assign IP addresses to users”. [4] A DHCP server can be responsibly for assigning IP address but its other jobs include providing additional information like network configuration options, The DNS server information and default gateway to the end machine or workstation. With the last few years there has been a big issue with IP address being available for the enterprise networks. “DHCP has the capabilities to manage IP address more efficiently” [4] which can allow for less IP address to be used by the business leading to benefits like less costs for leasing IP address especially for the larger companies.
The significance of a DHCP server is it can simplify network administration and network utilization with IP address management to reduce the IP address needed. The DHCP also allows for a reduced network downtime as the DHCP can be defaulted back to the switch if the DHCP was on a Windows Deployment Service like the NHS GP Practices. The DHCP server also utilises “multithreading to process many client requests at the same time [6] which can free up more severs for other roles in the business. 
Active Directory is a “consistent set of services that work on windows server to manage access”. [7] Active directory is a technology which was designed and developed by Microsoft but the main functions behind it are the same. AD acts as a central location for the administration and security of the network. This centralisation allows for control and management of different devices connected to the network, users and their access and servers. This allows the administrators of the network to ensure and managed the network to make it constant across all the users and devices connected. The reason why a lot of organisations use systems like Active Directory is that AD allows for scalability as it has been designed to allow for teams of any size to operate. An example of where this is used is within NHS Wales where all of the user accounts and devices are control by a single active directory. 
A technological design within AD is the security capabilities which can be implement and enforced. This can be access control so certain users can only access certain areas, drives, devices or much more all from added Active Directory groups to their account. This can help in protecting the network form unauthorised sources access the network. Additionally active directory can use and distribute group polices which can control a number of different tasks like desktop and machine settings, security.
“Ping is a command-line utility” [7] which can be available on most if not all operating systems. The ping command is a tool which is used to test the connectivity between two devices on a defined network. The way it works is it “utilities an echo request and echo reply” [7]. A packet is sent across the network to the destination host and then bounced back. The time it takes for the packet to be sent and the return is measured which will be used to determine if the machine is reachable and if so, what is the response time. 
A firewall’s purpose in a network it to act as a control point for traffic come into and out of the network. This protects the network against traffic that may be malicious or dangerous to the network. The firewall can be implemented in both a hardware or software form allowing for it to be amend for different uses. A firewall is designed to filer incoming and outgoing traffic which is based on a set of predefined rules which are set by the network administrators. 
Write a brief reflection (no more than 250 words)
Overall, the tasks which we have completed in the worksheets have been great in teaching me the behind the scenes of how an Active Directory is set up and how it all works from aspects I haven’t been able to see. Equally the setup of the hypervisor has allowed me to get a better understanding of virtual machines and what part they can play in organisations and testing sceneries. 

[bookmark: _Toc129352529]Conclusion
In conclusion, there is a case for both type 1 and type 2 hypervisors because they both have unique aspects and different reasons why a business may choose a type 1 or type 2 hypervisor. A DHCP can help with network and IP address leasing and control allowing for a business to use fewer Ip addresses than required. Another thing a network needs is a good active directory system to keep control of all the users and devices. 
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