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[bookmark: _Toc36591513]1. Introduction
The mass production of electronics (e.g. sensors, smart handheld devices, laptops and PCs), along with an explosive growth of Internet users and online activities, has led us into an era of Big Data. At the same time, the rapid development in the processing power of computers makes it possible to build complex models like Deep Neural Networks (DNNs) to solve tough machine learning (ML) problems. 
Standard ML approaches train models on a single server or across different servers in the same data center using centralised data collected from remote clients. By these approaches, the training of deep networks on massive datasets has become communication-inefficient and has raised the question of data privacy. 
[bookmark: _Ref36582176]Distributed ML has the potential of alleviating these issues by introducing model parallelism and data parallelism[1]. Google put forward a data-parallelism-based distributed on-device-ML framework called Federated Learning (FL)[footnoteRef:1] that has greatly improved learning experiences and user privacy. In this FL setting, clients collaboratively train a global model under the orchestration of a central server, while keeping the training sets on their own devices and preventing the exposure of their sensitive data to the outside world.  [1:  https://ai.googleblog.com/2017/04/federated-learning-collaborative.html] 

However, edge device owners usually face other challenges such as the limited network bandwidth, unstable network connections, and expensive data plans, whereas in a typical ML system, optimization algorithms like Stochastic Gradient Descent (SGD) are highly iterative and require low-latency and high-capacity network connections between clients and the server (1). Federated Averaging[2] is among the fundamental algorithms in FL that are motivated to solve this type of problems. It reduces the rounds of communication by orders of magnitude. 
In Section 2, a brief literature review is conducted to present recent advances in this particular area of FL research that aims to further reduce communication cost (see Section 2.2) and address other issues that emerge in the FL setting (see Section 2.3). 
This research project will be focused on creating a general approach to improve the efficiency and effectiveness of Federated Learning.

[bookmark: _Toc36591514]2. Research Background
[bookmark: _Toc36591515]2.1 The System Design
There are several phases involved in a typical workflow of vanilla FL, as is shown in Figure 1. Federated Learning Protocol [3], the first of which is the initiation and broadcasting of the global model. At this stage, eligible clients that are selected (e.g. cell phones and tablets that are idle, charging or on an unmetered network) download a pre-configured hand-crafted model from the server. This is often referred to as the selection/broadcasting stage. 
And then, clients perform on-device training and report back to the server their local model updates. This is called the reporting stage. 
Next, the server aggregates these updates into the global model as they arrive. This is the aggregation stage. These three stages form a cyclic pattern in the FL protocol.
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[bookmark: _Ref36587154][bookmark: _Toc36591532]Figure 1. Federated Learning Protocol
[bookmark: _Toc36591516]2.2 Improving Communication-efficiency
One of the problems that still remain in the vanilla FL setting is that during the reporting and broadcasting stages where the uploaded or downloaded updates usually contain a large number of parameters, contributing to a huge communication cost and possibly a marked increase in latency in capacity-constrained or unreliable network environments. In this case, the performance of the system could be severely limited.
To alleviate this problem, a group of researchers introduced Federated Distillation (FD)[4-7] [8]. With FD, devices exchange with the server the average output logit vectors which only include one entry for each classification label. Using this distributed knowledge distillation method, the size of communication payload no longer depends on the model size but rather on the dimension of ground-truth labels. Although this approach generally reduces the communication cost, the accuracy gain is likely to suffer due to the loss of information in updates. 
A research question worth exploring here is: 
· How can we achieve a good balance between communication cost and model accuracy?
[bookmark: _Toc36591517]2.3 Improving Effectiveness – Personalisation over non-IID data
In another aspect, the pre-defined architecture of the initial global model may not be optimal for all users since their data are invisible to model developers[9]. For example, given a specific dataset, there may be some redundant components in the neural network architecture, which may lead to unnecessary computing on devices. Farther, although when local datasets are small and independently and identically distributed (IID), cross-device FL techniques have a clear edge over independent learning (IL), the pathological heterogeneity of data distributions across user devices could have a negative impact on the performance of the Federated Averaging algorithm and degrade the global model. 
To combat the non-IID nature of distributed user data, in a recent research project [4], prior to applying the FD algorithm in FL, training sets are rectified by the Federated Augmentation algorithm (FAug), which is a data augmentation scheme using Generative Adversarial Networks (GAN) that are collectively trained to help local devices reproduce data samples of missing labels. One disadvantage of FAug is that it increases the risk of privacy leakage due to the exchange of seed data samples between clients and the server.
Another novel approach called FedPer[10] has been provided to capture the personalisation factors of user data in FL by splitting deep learning models to two composite layers: base layers and personalised layers. Personalised layers are trained on-device while the individual updates to the base layers are aggregated collaboratively in the central server.
Previous research on Neural Architecture Search (NAS) could be relevant in automating the construction of these personalised layers. In particular, Weight Agnostic Neural Networks (WANNs) proposed in[11] can be used here to search for neural network architectures that are capable of encoding solutions for a given task without learning any weight parameters. However, this technique is still in its early stage and awaits further development. Whether it will achieve a widespread use in FL is unclear. 
Another natural question that comes out of this discussion is:
· When can personalised models outperform even the best possible shared global model[9]?
[bookmark: _Toc36591518]2.3 Conclusion
In summary, this research project will try to answer the research questions stated previously by extending the existing FL frameworks in a general algorithmic approach: combining the Federated Distillation (FD) algorithm (on top of FL) with personalised local training to further reduce communication cost and boost model accuracy, so as to reach a better balance between these two evaluation metrics than other schemes. 
The assumption is that the information on devices allows for the personalisation of global models to better suit the needs of individual users[10]. Therefore, for the purpose of personalization during online collaborative training, datasets will be split into training sets (for fine-tuning both global and models) and test sets (for evaluating global models against local models), and the non-IID nature of real-life data, especially label distribution skew, will also be taken into consideration.
[bookmark: _Toc36591519]3. The Aim and Objectives
This primary aim of this research project is to create a generalisable FL + FD + Personalsation approach in order to improve the efficiency and effectiveness of Federated Learning.
The objectives are defined as follows:
· to further reduce communication cost through knowledge distillation in FL,
· to boost model accuracy through personalised local training in FL,
· to test the generalisation of the FL + FD + Personalsation scheme on datasets and models of different sizes and complexity.
[bookmark: _Toc36591520]4. Research Methods
Decision-making for this research design starts from peeling the layers of the research onion (Figure 2. The Research Onion: Layers in the Research Design): working out first of all what the research philosophy will be (positivism, realism, interpretivism or pragmatism), and then the research strategy (e.g. action research, survey, case study or experiment), followed by the research approach (deduction, induction or abduction) [12]. In Section 4.4, risks and limitations regarding the research methods is critically reviewed. Section 4.5 covers data evaluation techniques and analysis procedures. And finally, a conclusion on the validity and reliability of this project is drawn in Section 4.6.
[image: ]
[bookmark: _Ref36588735][bookmark: _Toc36591533]Figure 2. The Research Onion: Layers in the Research Design
[bookmark: _Toc36591521]4.1 Philosophy
To address the research question, this thesis will comply with the philosophy of positivism. This is the case when “theory comes before data”, which is adopting a quantitative scientific method of proposing law-like or rule-like generalisations, testing these theories with measurable data and statistical observations (the value of which is not bound by the researcher’s values), and predicting outcomes or making inferences based on new data thereafter. Here theories derive their validity from enacted facts or existing logical decisions, rather than from any empathetic considerations or moral values [12]. 
[bookmark: _Toc36591522]4.2 Strategy
The form of this project is experiments-based, in which statistical research is conducted on how the change in certain independent variables causes a change in some other dependent variables[13]. 
In this project, dependent variables are composed of both the average test accuracy and the communication cost (the number of bits transferred in uplinks and downlinks), whereas independent variables include:
1) the number of client-side devices,
2) the distribution of data samples assigned to each client,
3) the combination of datasets and image classification models
4) the split between the training set and the test set,
5) different measures taken to reduce communication cost and improving model accuracy: vanilla FL, FL + FD + FAug, FL + HFD, and FL + FD + Personalisation (the details of which are provided in Section 4.3 and 4.5)
6) weights, learning rate, activation functions in personalised layers and etc.
Initially, a hypothesis is proposed as to whether or not there is a relationship between the independent and the dependent variables. In our case, a valid hypothesis will be that the proposed FL + FD + Personalisation scheme further reduces communication cost while maintaining or improving the performance of state-of-the-art (SOAC) models when compared to other algorithmic schemes.
Next experiments are run in a controlled way using different combinations of datasets and SOAC models. More details of future experiments will be given in Section 4.5.
[bookmark: _Toc36591523]4.3 Approach
The research approach that this project adopts is the hypothetico-deductive method, the relevant subjects and disciplines of which are shown in Figure 3. Sciences, objects and methods (taken from [14]). It belongs to deductive reasoning[15] by which logic conclusions are derived from a set of premises. If the experimental results are aligned with the premises, it can be concluded that the hypothesis stated in Section 4.2 holds true[16]. Otherwise the hypothesis might need to be adjusted.
[image: ]
[bookmark: _Ref36588765][bookmark: _Toc36591534]Figure 3. Sciences, objects and methods
To be more specific, five premises are formed: 
1) The Federated Distillation (FD) algorithm leads to greater communication efficiency in Federated Learning (FL) at the price of model accuracy;
2) The Personalisation structure of adding extra personalised layers to base layers helps mitigate the problem of non-IID data distribution and increase the performance of models in personalised learning tasks;
3) The Hybrid Federated Distillation (HFD) algorithm helps to bridge the performance gap between FD and FL;
4) The Federated Augmentation (FAug) algorithm trains a GAN to reproduce missing data samples locally so as to make training datasets become IID; 
5) If combined in the right way, FD and Personalisation can complement each other and thus be used to train comparable or even better (less communication cost and higher model accuracy) and personalised local models in FL settings compared to FD + FAug, or HFD.
The flow chart presented in Figure 4. Diagram describing iterative nature of the hypothetico-deductive method (also taken from [14]) describes the iterative nature of the hypothetico-deductive method. 

[image: ]
[bookmark: _Ref36588819][bookmark: _Toc36591535]Figure 4. Diagram describing iterative nature of the hypothetico-deductive method
[bookmark: _Toc36591524]4.4 Risks & Limitations
Experiments in this project will be conducted inside a controlled lab environment rather than outside in the practical field. Although this means a greater control over such aspects in scenarios simulation as sampling of data and distribution of client devices, and therefore an improved internal validity (i.e. the extent to which the findings can be attributed to the interventions rather than any flaws in the research design itself [13]), it can make the examination and establishment of external validity difficult. External validity is a set of assessment criteria that questions whether the research findings can be generalised to other relevant and real-life scenarios. 
The simplification of complex environments (for example, not considering either the common presence of noises in wireless channels or client dropouts due to limited spectral resources) might have a negative impact on its application to industry. 
One way to remedy this limitation will be to run the experiments in Android or iOS applications on a large number of real devices which preferably are geographically distributed, in the aim of collecting statistics and feedbacks from clients.  
[bookmark: _Toc36591525]4.5 Data Sampling and Evaluation of Experiments
The proposed scheme will be evaluated on various combinations of datasets and models (as are shown in Table 1. Datasets and corresponding SOAC models) for image classification tasks. Specifically speaking, training sets are constructed following these procedures:
1) Randomly select N samples for each of the K devices;
2) At each device, divide the N samples into L subsets (L is equal to the number of ground-truth labels);
3) At each device, randomly select T target labels and correspondingly eliminate all the samples that belong to any of these labels.
	Dataset
	SOAC Model

	MNIST (4)
	BMCNNwHFCs (7)

	CIFAR-10 and CIFAR-100 (5)
	BiT-L(ResNet) (8)

	ImageNet (6)
	FixEfficientNet-L2 (9)


[bookmark: _Ref36591404][bookmark: _Toc36591538]Table 1. Datasets and corresponding SOAC models
With the non-IID MNIST datasets stored locally, each device starts by downloading the baseline BMCNNwHFCs model from the parameter server (PS) and follows several of the following steps:
1) (for vanilla FL) trains the model locally and uploads model parameters to the PS;
2) (for FL + FD + FAug) runs FAug (uploads data samples and downloads model parameters of the trained generator) and then proceeds to train the model locally using FD before uploading local per-label logit vectors to the PS;
3) (for HFD) trains the model locally using HFD before uploading local per-label logit vectors to the PS;
4) (for FL + FD + Personalisation) automates the incorporation of personalised layers to the base layers (the original model) using Weight Agnostic Neural Networks[11] (WANN), and trains the new fusion model locally using FD before uploading local per-label logit vectors to the PS.
Next the PS aggregates all the local updates and broadcasts global updates to all participating clients. Then each client resumes local training by repeating certain steps shown above, depending the specific approach it chooses among the following:
1) Vanilla FL
2) FL + FD + FAug
3) FL + HFD
4) FL + FD + Personalisation
Here the vanilla FL is set as a benchmark against other more advanced FL variants. 
the primary aim of this research project is to build such a framework that produces inference results in an accurate, timely and communication-efficient way.
Therefore, the evaluation metrics will be 
1) accuracy in terms of performance against benchmark, 
2) communication cost in terms of data transferred in uplinks and downlinks, 
3) and runtime efficiency in terms of wall-clock time.
Although there is bound to be a certain trade-off among these metrics, whether theoretical optimization can be achieved is a very complicated issue and will not be covered in this project.
After a pre-defined number of rounds of global training, both the communication cost and model accuracy will have been recorded. For schemes that have incorporated FD, the communication cost is calculated as the number of logits transferred between clients and the PS, whereas the cost for vanilla FL is given as the size of exchanged model parameters. 
By analyzing the results obtained by applying the different combinations stated above and by giving different values to such controlled parameters as the batch size, local iterations and epochs in model training configuration, the proposed FL + FD + Personalisation scheme (the sketch of which is illustrated in Figure 5. The Sketch of the extended Federated Learning framework) will be compared and contrasted to other schemes. Thereafter it can be determined at this stage whether the experimental procedure or hypothesis itself needs to be revised.
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[bookmark: _Ref36591433][bookmark: _Toc36591536]Figure 5. The Sketch of the extended Federated Learning framework
[bookmark: _Toc36591526]4.6 Conclusion
In this section, multiple methodological options such as philosophy, strategy and approach are covered. The most appropriate ones have been chosen according to the nature of this project: a quantitative research that complies with positivism, tests theories using the experiments-driven strategy, and takes the deductive approach to answering the research question. 
Several criteria have been established for the assessment of research quality (including the quality of the research design and quality of experiment outcomes) in this field, including the reproducibility of work and the complexity of the overall architecture. Although the design of this research project is not perfect, it has a sound theoretical foundation which is partly built on top of several years of industry practices (FL has been tested in the Google Keyboard (Gboard) on Android devices for next-word predictions[17]) and numerous research publications from key players, and thus is a good starting point for further development in the relevant research area of Federated Learning.
[bookmark: _Toc36591527]5. Resources & Planning
The first half this chapter will give a quick review of relevant resources, with regard to both software and hardware, required in order to complete this project. Then in the second half, the Gantt chart will be presented and briefly explained.
[bookmark: _Toc36591528]5.1 Resources Required
Software: 
1) Federated Learning frameworks (e.g. the popular open source FL framework: Tensorflow_Federated contributed by Google[footnoteRef:2]; an industrial level FL framework: Federated AI Technology Enabler (FATE) contributed by the WeBank Corporation[footnoteRef:3]) [2:  https://github.com/tensorflow/federated]  [3:  https://github.com/FederatedAI/FATE] 

2) [bookmark: _Ref36558218][bookmark: _Ref36558330][bookmark: _Ref36558338]Datasets (MNIST[footnoteRef:4]; CIFAR-10 and CIFAR-100[footnoteRef:5]; ImageNet[footnoteRef:6]); [4:  http://yann.lecun.com/exdb/mnist/]  [5:  https://www.cs.toronto.edu/~kriz/cifar.html]  [6:  http://www.image-net.org/about-overview] 

3) [bookmark: _Ref36558370][bookmark: _Ref36558375][bookmark: _Ref36558356]SOAC models (BMCNNwHFCs[footnoteRef:7]; BiT-L(ResNet)[footnoteRef:8]; FixEfficientNet-L2[footnoteRef:9]);  [7:  https://github.com/AdamByerly/BMCNNwHFCs]  [8:  https://github.com/SoojungYang/supervised_pretraining_GN_WS]  [9:  https://github.com/facebookresearch/FixRes] 

4) Software development tools for Mac OSX (e.g. IDEs: Visual Studio Code, IntelliJ IDEA; Python runtime environment and libraries).
Hardware:
1) Multi-core CPUs for small tasks;
2) A powerful GPU for more computationally intensive tasks (with manageable data).
[bookmark: _Toc36591529]5.2 Gantt Chart
Here an online project management tool called TeamGantt[footnoteRef:10] is used to: [10:  https://www.teamgantt.com/] 

1) create major tasks to be included in this project,
2) identify their corresponding key dates, progress, and milestones,
3) and arrange the order in which they should be accomplished (by adding dependencies in between).
I have taken the increment model as my project management approach. Overall, as is shown in the screenshots below, the timeline of my research process is comprised of five components, including:
1) the Research Discovery stage, during which the scope of research is finalized, literature review is conducted, the research question along with the hypothesis is put forward, research methods are finalized, and at the end of which a research proposal is produced;
2) the Research Design stage, in which not only is a sketch of the research design generated by the project owner and reviewed by the supervisor early on, but also a relatively detailed design will be created and verified later on.
3) the Environment Setup stage, when all the resources needed (as have been listed previously in Section 5.1) will be assembled to form a functioning research development infrastructure, thereafter the proposed FL + FD + Personalisation scheme will be implemented and tested on the MNIST dataset. If the experimental results corroborate the preposition and at the same time are validated through discussion with the supervisor, the fourth step will start. Otherwise the original idea will have to modified and the research process will restart from stage 2 or stage 3.
4) Increment 1, which adds in training and testing of the FL + FD + Personalisation structure to show its performance in terms of reducing communication cost and improving accuracy of larger and more complex image classification models. Adjustment will be made to the structure if necessary. This iteration is likely to repeat two to three more times before the project achieves concrete outcomes, depending on multiple factors such as quantitative analysis results (the number of bits transferred in uplinks and downlinks; test accuracy) and qualitative analysis results (privacy leakage, model robustness to non-IID data). Experiment logs should be kept on a regular basis to form a complete portfolio, making the writing process of the thesis a relatively natural and smooth one.
5) Backlog, which ensures that the project is always on the right track by collecting feedbacks from supervisors at WHUT and UWTSD through weekly webcast and distance conferencing.
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[bookmark: _Toc36591537]
Figure 6. Screenshots of the Gantt Charts
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