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Abstract
This report consists of a task to ping a server and a computer’s IP address through a hypervisor (VMWare Workstation). Throughout this report there will be key information on hypervisors and how they operate, key features of IP Addressing and how they operate and key features of networking and troubleshooting techniques. Evidence will be shown of the task to ping IP addresses across different devices.

Introduction
The primary objective of this report is to demonstrate the theory of IP addresses and how they’re used to help devices communicate. The report gives a clear understanding of how hypervisors operate and how IP addresses operate. Evidence is also used to demonstrate how the pinging demonstration was completed and any errors that were encountered during the process.
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Hypervisor research

A hypervisor is often known as a virtual machine (VMM). This is machines of software that runs a virtual machine such as Windows. Hypervisors work by allowing one host computer to support many other VM’s known as guests VM’s, and they share resources like processing and memory. There are multiple benefits to using hypervisors. Hypervisors are quick when creating virtual machines. Hypervisors are very efficient due to the ability to run several virtual machines on one physical machine, this also benefits the physical server as you’re only utilizing one physical server. It’s also very cost efficient to use virtual machines because it lowers the cost to maintain loads of physical machines and even physical servers. To go even further into cost efficiency, you can save on electricity by only using virtual machines. Virtual machines allow software to be run/installed without relying on hardware specifications. For users who use software’s that rely on high spec hardware specifications, using virtual machines is the cheapest and most efficient way to run those specific software’s. Hypervisors have multiple different key features. These features are:
· Virtual Machine creation
· Resource Allocation
· Snapshotting
· Live Migration
· Resource Monitoring and Management
 There are two types of hypervisors available, they are type 1 hypervisor and type 2 hypervisor. Type 1 hypervisor is known as the ‘Bare metal’ and type 2 hypervisor is known as the ‘Hosted’. There is a difference between the hypervisor types, type 1 hypervisor runs directly from the computer’s hardware however the type 2 hypervisor runs from the operating system of the host’s machine. The hypervisor that is used more often than the other is bare-metal hypervisor (Type 1). The aspect of security for type 1 hypervisor is very secure and overall, they perform better host hypervisors (Type 2). Another advantage of using hypervisors is the ability to move the machine to another location. If the user had a physical machine this would cause downtime to switch the machine off correctly and unplug all peripherals or monitors etc. However, with virtual machines the user can shut the computer down and power the machine on whenever it’s required. This reduces the amount of downtime for the user. There are multiple different uses hypervisors have to offer. Server Consolidation is a key use of hypervisors. Server consolidation’s goal is to reduce the number of physical machines and to try to increase the usage of virtual machines. Relating back to cost efficiency, server consolidation plays a massive role in that area, by saving costs of running multiple physical machines. It can take time to set up a new physical machine, however with server consolidation, virtual machines can be setup/configured much faster compared to setting a physical machine up. Development and testing environments can be utilized well with virtual machines. Using a hypervisor to test features such as group polices on a local virtual machine can be a massive help. By using a virtual machine that no other users have access can improve the accuracy of the testing. Once the testing has been completed and is successful, the user can deploy the new changes to all the physical machines. This technique avoids any downtime with live machines and doesn’t interrupt any workflow within the organization. Below are diagrams on how the hypervisor types work:

Type 1 Hypervisor Diagram:
[image: A diagram of a hardware and hypervisor
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As you can see in the diagram above, you can see that type 1 Hypervisor runs off the hardware and then creates the guest operating systems. This method Improves the performance and reduced latency of the virtual machines due to the virtual machines resource allocation comes directly from the host.  Type 1 hypervisor is mainly used in data center and service provider infrastructures. Examples of most common type 1 hypervisor software’s are:
· Microsoft Hyper-V
· VMware
· vSphere
Type 2 Hypervisor Diagram
[image: A diagram of a computer
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As you can see in the diagram above, type 2 hosted hypervisor runs from the hosts operating system. Unfortunately, the performance of type 2 hypervisor is less efficient than type 1 hypervisor since type 2 hypervisor does not schedule the virtual machine resource allocation from the hardware. The security of type 2 hypervisor is not as secure as type 1 hypervisor because if there are security vulnerabilities/issues with the hosts operating system this can leave the virtual machine vulnerable too. The ideal time to use a type 2 hypervisor if you were to test other operating systems or to do any testing/development tasks.  Most common example of type 2 hypervisors are:
· Oracle’s VirtualBox
· VMware Fusion
· VMware Workstation
· Windows Virtual PC 

Chosen Hypervisor 
The hypervisor used in this report is type 2 hypervisor. VMware Workstation is the chosen hypervisor used. VMWare Workstation is a type 2 hypervisor because the hypervisor runs off the hosts operating system to manage things such as hardware resources. One of the reasons why VMware Workstation is used is because type 2 hypervisors are useful in testing purposes. In the configuration process of being able to ping the servers with the windows 10 machines, there is an element of testing involved and troubleshooting if any errors arise. Due to type 2 hypervisors being more fitting for the testing principles, it would be wise to use VMware Workstation. Type 2 hypervisors are well known to be the easier hypervisor to use out of the two types. To manage a type 1 hypervisor the user needs to have a good knowledge of the hypervisor and a good understanding of administrative knowledge. Overall type 1 hypervisors can be complex to manage. On the other hand, type 2 hypervisors are known to be simpler to manage. Even ‘non-technical’ users can manage a type 2 hypervisor. All that is required is to install the hypervisor application on the operating system that the host is using. Type 2 hypervisor is a suitable hypervisor for what is required for the tasks.

IP Address
Basic Information
· Definition of IP Address
· IP address stands for Internet Protocol Address. IP Address is a numerical label that is assigned to each device that is connected to computer networked devices that communicate through Internet Protocol
· Each number in the IP address sequence has a range from 0 to 255. So, the range would look like this: Lowest – 0.0.0.0 and Highest – 255.255.255.255
· Types of IP addresses: 
· [bookmark: _Int_ESzVNSb9]IPv4: This is the most used type of IP address. This type is laid out in four sets of numbers with a dot in between each set, here is an example 192.168.10.6
· [bookmark: _Int_BPsSqRNZ]IPv6: This is the newer version. This type of IP address is laid out with a series of hexadecimal numbers with colons separating them. Here is an example of a IPv6: 2001:0db8:85a3:0000:0000:8a2e:0370:7334
· Private IP Address: All devices that connect to your internet network have a private IP address. These devices include smartphones, tablets, computers, speakers, printers, consoles or smart TV’s. The router will need to identify the devices separately. This is why the router will distribute private IP addresses which are unique identifiers for each device 
· [bookmark: _Int_0gwoEqb1]Public IP Address: Public IP addresses is the primary address in the whole network. Even though every device has its own IP address, they are still associated with the main IP address (public) of the network. Public IP address is the address that devices outside of your internet network will use to recognize your network. Public IP addresses do come in two forms – Dynamic and Static (both mentioned above)
· Dynamic and Static IP addresses 
· Dynamic: Dynamic is assigned by a DHCP (which stands for Dynamic Host Configuration Protocol) server and the IP address can change over time 
· Static: The IP address cannot be changed unless it’s done manually by the network administrator 
· Subnetting 
· Subnetting is dividing the IP Address into sub networks which improves performances and security 
· DNS (Domain Name System)
· DNS is used to translate domain names into IP Addresses. This allows the user to access websites using readable names instead of using numerical IP Addresses
· Security Concerns 
· IP Addresses are often targets by cyber attackers such as DDoS attacks (Distributed Denial of Service Attack), port scanning (cyber attackers use this method to exploit weaknesses in the network) 
How do IP Addresses work
1. Your device will need to be connected to the internet. This will allow your device to access the internet 
2. Home networks will more than likely be devices connected to your Internet Service Provider (ISP). When you’re at work, you will be connected to the company network
3. IP address will be assigned to your device by the ISP (Internet Service Provider)
4. Internet activity will go through your ISP, and they will route it back to you using the IP address they assigned your device
5. IP addresses can change, for example if you were to switch your router on and off it may result in your IP address changing. You can always contact your internet provider to change your IP address, they will do it for you
6. When you are out of the house or travelling, the IP address that is assigned to your device will not follow you. If you connect to the internet in a hotel or a coffee shop, you will be assigned a temporary IP address which will be different from the IP address you had at home. The ISP of the hotel or coffee shop will be responsible for assigning you that temporary IP address to allow you to access the internet in those areas

IP Header Classes:
IP Addresses are broken up into classes which represents the address range. Table of classes below:
	Class
	Address Range 
	Usage

	IP Class A
	1 - 126
	Used for the larger number of hosts

	IP Class B
	128-191
	Used for the medium sized networks

	IP Class C
	192- 223
	Used for local area networks (LAN)



IP addresses play a crucial role when transmitting data from one computer to another. The IP address that is assigned to a computer is known as the destination for transmitting data. Data packaging is what sends data to the destination. Data packaging breaks data down into smaller segments and is sent to the destination. A router is a device that operates on a layer 3 network of the OSI model. When routers receive data packets, the router will look at the destination IP address and will look in a routing table and this will decide where the next. Routers’ decisions can be based off network congestion, available bandwidth or even the shortest path algorithms to route data packets efficiently to the destination address. A switch will operate at the data link layer which is layer 2 of the OSI model. A switch will connect devices within the same local area network (LAN) and will forward the data packets between those connected devices. When a switch receives a data packet it will look at the destination’s MAC address and the switch will only forward the data packets to the port where the device is connected too. This can reduce factors like unnecessary traffic within the network. Within a switch, it contains a MAC address table or better known as the forwarding table and this table helps map MAC addresses to the physical ports on the switch. Switches and Routers is known as the backbone of the internet due to its capabilities to efficiently direct data traffic between different networks and can enable communication between devices, even devices that are far apart from each other. The main difference between both is that routers will make decisions based on the destinations IP address and switches will make decisions based on the destinations MAC address. 

Network Testing and Troubleshooting Techniques
Within the Windows operating system there are multiple features that can block two devices from pinging each other. During the process of pinging the server and pc, the firewall needed disabling. The reason that the firewall blocks devices from pinging each other is for security reasons. By blocking a ping request it adds another layer of security to the network by making the devices appear offline or unavailable. This can aid to slow down any form of cyber attack such as ransomware and viruses. With the firewall disabled attackers can use this opportunity to exploit the network and ease access into the network. It’s recommended for the ICMP ping requests be blocked for those exact reasons previously stated. When the devices attempted to ping each other with the firewall enabled you receive a ‘Request Timed Out’ message repeat itself in CMD (Command Prompt). Providing the firewall is enabled for both server and client pc. This process is the same for Swansea and London.
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Once the firewall has been disabled (for both client machine and server) you should be able to ping the IP addresses
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Practical Screenshot Evidence 

Setting up the London Server 2019 Virtual Machine: (This method is exactly the same for the Swansea server)
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Selecting ‘Custom: Install Windows only (Advanced)’
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Setting up the London Windows Client machine: (This is the exact same process with setting up the Swansea client machine)
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Selecting ‘Custom: Install Windows only (Advanced)’
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Join domain instead
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Both London virtual machines up and running 
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Both Swansea virtual machines up and running 
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IP Configurations for Swansea Client PC/Server 

PC IP Configurations


Ethernet0
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Ethernet 1
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Server IP Configurations
Ethernet0
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Ethernet1
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Server and PC pinging each other 
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IP Configurations for London Server and PC 

PC IP Configurations

Ethernet0
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Ethernet 1 
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Server IP Configurations

Ethernet0
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Ethernet 1
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Both PC and Server to ping each other 
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Conclusion
Throughout the report the demonstration of pinging a IP address across a server and a pc on a hypervisor proved well. Looking at the errors encountered during the process, the report stated what was needed to bypass those errors and it resolved the issues successfully. The recommendations that are important would be to explain how the pc obtained a ethernet connection, this would be something worth investigating to have a better understanding of IP addresses and how they operate.
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