Root & Super User
· 'root' is the name given to the user account on Unix/Linux OSs with superuser level rights.
· It was named 'root' because only the superuser has write permission in the root directory (/). And can modify any file on the system.
· Root access, often referred to as root privilege, is the highest level of access permissions. It grants users full control over the system, including the ability to access all files via the root / directory and can modify any file, change system functionalities and security settings and delete the whole system.
· The root user account has full administrative privileges over the entire system.
· This access level allows a broad range of capabilities, including updating the kernel, system settings, security configurations, managing network settings, configuring server applications, user accounts and scheduling automated tasks to run such as scheduling updates and backups.
· If you want to do anything outside your home directory, you'll need root/sudo access.
· It is similar to the administrator or ‘run as administrator’ option in Windows. 
· Because of its complete power over the system, root access carries security implications. To prevent system damage, data loss, and security risks, Linux distributions encourage the principle of the least privilege. This approach means users should use standard accounts for daily tasks and only resort to root when necessary. Additionally, tools such as sudo (SuperUser DO) or su (Switch User) grant temporary access to perform administrative tasks without risking system-wide changes.
· To use the sudo command in Linux, you type sudo before a command to run it with elevated privileges. This allows you to perform administrative tasks without switching to the root user account.
· For most tasks, you won't need to log or switch to the root user account, instead you can run administrative tasks using the sudo command. This prevents you from being logged in as root all the time.
· But if you need to keep root access while doing a large amount of system tasks, you can switch to the root user account with the su command, or by signing in as root.
	To use Linux as a root user:
· Open the Terminal and enter: sudo passwd root
· Provide your user password, and then set a new password. Type it in twice to activate the root account.
· To become a superuser during a login session, use the su command. 
The command is: su - {user-name}
· Or if used without a user name, su defaults to becoming the superuser. You / the user will be prompted for a password, if appropriate. For example, type the following command to log in as a root user.
· The command is: su -  
· If you want to lock the root account again, enter the following command to remove the password and lock root: sudo passwd -dl root
· Note: You can use the ‘su -’ command to switch to and log in as any user on the machine, but when left blank it will attempt to log in as root.
· When you are logged in as root, the Terminal will end with # instead of $.
· The su command is preserved until the end of the session, so you don't need to keep re-entering the root password every time you need to run a command.




· Sudo stands for ‘super user do’ or ‘substitute user do’. The sudo command allows a regular user to run commands with root privileges. Linux checks a special file to see if the user is allowed to be granted root privileges.
· The sudo command temporarily elevates privileges (15 minutes by default), allowing users to complete admin tasks without logging in as the root user. If someone without sudo privileges attempts to use the sudo command, it is logged as a security event.
· To use Linux as root: Open a Shell CLI and enter ‘sudo passwd root’, press Enter. Provide your user password, and then set a new password.

Using Root and Sudo:
To become a Super-User, you log in as ‘root’.
But if you’re not logged in as ‘root’, you can temporarily elevate your rights. The command to temporarily assume superuser rights is called sudo and allows you to perform the same actions as if you are the administrator.
All you have to do is to type “sudo” before the command that requires super user privileges. For instance, this command will update the system:
sudo apt-get update
If you try to run this command without sudo, Linux will return the command as “Access Denied”.
But writing the sudo command at the beginning of each command can be repetitive. To log-in as root to get super user rights for the whole session, try the command: sudo -i. 
There is no need to type sudo before every command anymore. Note that even your command line will change to root:
By becoming a superuser, your ID will just change from your original value to 0, as described in the previous section. You can check your current user ID by prompting the command: id
sudo -i will last until you logout from your system. If you want to become a regular user again during your session, use the command: exit

To give users permission to use Sudo:
To use the sudo function, the user has to be added to a list of users who have permission to do so.
The sudoers file controls who can use the sudo command. It's usually located at /etc/sudoers. 
Only users who already have access to using sudo can add other users to this list.
Let’s give ‘Stella’ the permission to use sudo by using: 
sudo usermod -aG sudo Stella
Now the user Stella can use sudo for any command.
If we no longer wish to permit Stella to become a superuser, we can remove the access by using: 
sudo gpasswd -d Stella sudo
The user will remain active, but without the ability to perform actions as root.
Other examples of sudo commands:
· sudo apt update - updates the repositories
· sudo passwd sammy - changes the password of the user sammy
· sudo shutdown -r now - restarts the system immediately
· sudo systemctl - restarts the Apache Web Server service
· sudo -h - gets help about the sudo command and its available options

How To Become a Root User on Linux:
To become a root user and execute commands directly, eliminating the need for repeated sudo usage. Here are a few ways to log in as a root user in Linux.
1. Using Sudo to Become a Root User
The sudo command allows authorised users to execute commands with root privileges. To use it, use sudo before the command you want to run as root. You will be prompted to enter your password, providing an additional layer of security.
2. Using Sudo su- to Become a Root User
The sudo su- command lets you start a root shell session. It preserves the root environment, including the PATH variable. To use it, enter the following command and provide your password. You will be granted root access, and the command prompt will change to reflect this.
3. Using Sudo su to Become a Root User
The sudo su command is similar to sudo su- but does not preserve the root environment. It sets the user's environment variables to those of the root user. To use it, enter the following command and provide your password: sudo su. The sudo su code will switch you to the root user and change the command prompt accordingly.
4. Using sudo -i to Become a Root User
The sudo -i command provides a login shell for the root user. It sets the environment variables to those of the root user and changes the working directory to the root user's home directory.
5. Using Sudo -s to Become a Root User
The sudo -s command starts a shell with root privileges but does not change the current working directory. This will open a root shell session, allowing you to execute commands with root privileges.
How to Use the su Command to Become a Root User in Linux:
The su command can be used to log in as a root user in Linux.  It allows you to switch to the root user's account and gain administrative privileges. There are three different ways to use the su command: using -su, su -l, and -login.
1. Using -su
The -su option is a shorthand for su -. It starts a new shell session as the root user without changing the working directory. To use it, open a terminal and type: su -
You will be prompted to enter the root user's password. After successful authentication, you will gain root access, and the command prompt will change to reflect this. However, the -su command does not set the environment variables to those of the root user.
2. Using su -l
The su -l command starts a new login shell as the root user. It simulates a full login, resetting the environment variables to those of the root user and changing the working directory to the root user's home directory. To use it, open a terminal and type: su -l
Enter the root user's password when prompted. Once authenticated, you will be logged in as the root user, with an updated command prompt and a new environment.
3. Using -login
The -login option is another shorthand for su -l. It provides the same functionality as su -l but with a slightly different syntax. To use it, open a terminal and type: su --login
Enter the root user's password when prompted, and you will be logged in as the root user.
When using the su command, it is important to note that it requires the root user's password. This password is set during the initial setup of the Linux distribution. You need administrative privileges or be listed in the sudoers file to use the su command.

After successfully logging in as a root user, verifying if you have the appropriate root privileges is advisable. One way to accomplish this is by checking the value of the $LOGNAME variable, which indicates the current user you are logged in as. By examining the $LOGNAME variable, you can determine whether you are working with root privileges.
echo $LOGNAME
When logged in as the root user in Linux, the value of the $LOGNAME variable is typically set to ‘root.’ Therefore, if you check the value of $LOGNAME and it displays ‘root,’ it confirms that you are currently logged in as the root user with administrative privileges.

Exercise caution and be very careful:
Once logged in as the root user, exercise caution when executing commands. As the root user, you have complete control over the system, and any mistake or unintended command can have serious consequences. The sudo command is generally recommended, as it allows for executing specific commands with root privileges while maintaining a regular user's environment.
Remember, becoming the root user grants you extensive control over the system, so exercise caution when executing commands as root. Using the sudo command instead is generally recommended to maintain better security practices.

Root access best practices:
· Using sudo instead of logging directly as root. This provides an audit trail of commands while minimizing the risk of accidental system-wide changes.
· Limiting root access by only granting it to users who absolutely require it for specific tasks. For regular everyday activities, it is best to use standard user accounts.
· Implementing strong authentication methods, such as unique passwords and multi-factor authentication. These mechanisms add an extra layer of security.
· Regularly review access rights to adjust permissions as necessary. These reviews will ensure that only authorized personnel have root privileges.
· Using the principle of least privilege by granting only the minimum access level necessary to users. This approach limits potential damage if an account is compromised.
· Monitoring and logging usage keeps track of who is executing commands and for what purpose. Regular reviews of these logs help with early detection of security breaches or misuse.
· Educating users about risks that come with the responsibility of using root privileges. Training on secure practices helps prevent accidents or malicious activity that compromise a system.
· Regularly updating and patching software, operating systems, and applications to enhance security. Malicious actors exploit software vulnerabilities to gain unauthorized root access to systems.
· Backing up important data provides a lifeline in the event of accidental modification or deletion of important files while using root access.

Central User Database:
Linux saves information on all users in the form of a text file.
The list of users is located in a file named passwd, in your /etc folder. We can use the cat command to browse the file: cat /etc/passwd
You will see a long list of users. You may wonder, why there are so many users on your system unbeknown to you. That’s because most of the users in this file are system users automatically created to run background processes.
The third column of every user contains so called user ID. The user ID for root is by default 0. The kernel identifies the root user by its uid (0).
Values 1 to 500 are reserved for system users.
Values starting from 1000 are reserved for regular users. If Linux won’t receive any other instructions, new users will be added consequently with ID numbers 1000, 1001, 1002, 1003 and so forth.

Example Sudo task:
Deleting, Trashing and restoring files:
The root user in Linux can delete the entire system by deleting the root directory. The root user is the super user and has the ability to read, write, and delete any file on the system. The root user can delete the entire system by using the sudo rm-rf /* command to delete the root directory.
rm = Linux command for removing files or directories. 
-r = The option indicates recursive removal and helps remove non-empty directories. 
-f = The option allows removal without confirmation, even if a file does not exist.
/* = remove all files and directories.
It's important to exercise caution when using rm -rf , as it can lead to the permanent deletion of files and directories without the possibility of recovery. It's always recommended to double-check the command and ensure you are targeting the correct files and directories before proceeding with this operation.
Safer Alternative: Trash-cli
You can use an alternative linux package that provide additional safety features.
Trash-cli is a command-line tool for moving files and directories to the trash instead of deleting them permanently so that you can recover deleted files.
To install trash-cli, you can use the following command:
sudo apt-get install trash-cli
Once installed, you can use trash-put instead of rm to move files and directories to the trash. For example:
trash-put file.txt
Use the trash-list command to view the list of files in the trash:
trash-list
To restore a file from the trash, you can use trash-restore
trash-restore <trash_id>
Just type the id of the deleted file to restore it.
