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Abstract- This report will examine available security technologies to establish the need for organisations to establish safe and secure systems to ensure the security of data held by the organisation. To achieve this the report will examine three main areas of security technology, Firewalls, Access Controls, and Virtual Private Networks, by examining existing papers on all three of these topics, and giving consideration to the legal, performance, and reputational ramifications to nonadherence to data security requirements.
i. Introduction
With the increasing use of technology for everyday activities, the global population is finding that more and more of their data is now being collected and stored by more and more organisations with every interaction experienced with the technological infrastructure of modern society. Despite these interactions being present since the beginning of the 1990’s and the introduction of the World Wide Web(WWW), the rapid growth of technology and the readily available, easily accessible internet, with mobile and hardline speeds increasing every year, have made online services an essential part of everyday activities for both organisations and individuals, whether engaged in business or personal activities[1].Share of organizations worldwide that have experienced a loss of sensitive information as of February 2023, by country”
Fig. 1  [5]

With approximately 66% of the worlds population currently having access to the internet, spending on average six and a half hours each day on the internet, with access to over 1.11billion websites(as of 2023) it is clear to see that there are many interactions with technology[2]. With the recent pandemic which saw many people working from home, and many shops being restricted or closed, many people in the western world were forced to even greater levels of internet interaction[3]. Along with this greater interaction came a normalisation in organisations collecting the data of individuals and other organisations, and with new levels of data being stored the threat to that data being breached by accident or malicious actions have increased, as the greater the amount of data available the greater the reward for malicious actors if they are able to obtain that data.
With the increasing development of the technology supporting the internet, there has also been a need to develop security Technologies to protect against the threat of attack from malicious parties, and whilst not all of these technologies work in the same way, or are intended to secure against every threat, combinations of these technologies can be combined to form a relatively secure system of protection. Though as with the ever growing and developing threats to digital based information systems, the systems to protect and safeguard that information must also develop at pace in order to stay ahead of the threats and properly perform their task.
[bookmark: _Hlk170985108]As evidence of this in the first three months of 2023 6.41 million data record were leaked worldwide, with 63% of organisations across the researched markets experiencing a loss of sensitive information in the past 12 months as seen in “Share of organizations worldwide that have experienced a loss of sensitive information as of February 2023, by country”[5]. 

The importance of protecting data for unauthorised access for any organisation or individual cannot be underestimated as the results can be very damaging[6]. There are three main consequences that must be considered, firstly the total or partial loss of the actual data, or the data becoming altered. Secondly the loss of trust that would be suffered by an organisation in its ability to protect the data. Last but most certainly not the least is the legal consequences of a loss of data.
ii. Security Technologies
Security Technologies is defined as the specific components, devices and policies used by an individual or organisation to protect sensitive data[7]. These technologies can take many forms and perform many tasks in the process of protecting the data from unauthorised access, from tools to ensure data is securely deleted once no longer required, to tools like firewalls, access controls, and Virtual Private Networks (VPN), which all seek to ensure that unauthorised access to systems and data are prevented. Though it is worth noting that none of these technologies are in isolation effective measures against malicious actors, in combination a wide-ranging set of security technologies, once combined into a security suite can provide the required levels of protection, but only if they are correctly implemented and maintained.
A. Firewalls
Firewalls form one of the most basic and most used security technologies available to protect the data systems we use every day, and are widely used for both business and domestic use[8]. Firewalls can be both dedicated hardware or software that runs on devices with network or internet access, and has the design intent of ensuring that unauthorised and unwanted access to these devices is prevented. These devices include computers, laptops, smartphones, and tablets, and are commonly found to use software firewalls, whereas routers and standalone firewall devices will have the firewall technology as part of their base operating system.
The main categories of firewall include[9]:
Packet filter firewall – uses data in packet headers to determine whether to block or allow traffic.
	Application gateway firewall – uses a secure tunnel to pass data back and forth between networks.
Stateful inspection firewall – uses data from packet headers, but stores the information on all incoming and outgoing communications to allow for monitoring, and allows for administrators to set communication parameters based on stored data.
	Circuit level gateway firewall – uses session layer of the OSI model to govern communications
Next Generation firewall – uses next generation technologies such as deep packet inspection, and application-level inspection, instead of just the packet header, providing greater levels of security and intelligence to firewall operation.
The most basic function of a firewall is to either allow or block incoming or outgoing communications based on previously defined rules, set either by the software designer, the system administrator or the end user. Most systems allow for new rules to be set which allow or deny access to resources either internally to the network or externally depending on the needs of the individual or organisation.Fig. 2  [10]

One of the main functions blocked by many firewalls in the command prompts ping command which can legitimately be used to test connections to remote systems, but can also be used to repeatedly bombard those systems with thousands of requests per second in an attempt to either tie up system resources and prevent others who may want to legitimately use the services from getting access, or in extreme cases causing systems errors in order to take down the target system.
It is important to emphasise that whilst firewalls can, and in most security setups, do form a cornerstone of the security suite employed to ensure the security of the systems and the data held within, they cannot be relied upon to be the sole level of security employed as they only offer protection to threats from outside of the system, and cannot protect against any threats that do not pass through its systems. It also cannot protect against the actions of a user, acting within the predefined parameters set by the organisation, but not taking precautions, by either downloading data from unknown or unsecured sources, or by opening emails from unknown sources, and or following any attached links. Viruses have developed to enable them to pass through some firewall technology without being discovered[8].
B. Access controls
Access control is a set of systems and services designed to limit the ability of unauthorised individuals or entities to access systems or services within an organisation, with the intention of ensuring that only those authorised to do so can access all or parts of the system. This makes it an important part of any system security suite of tools as a major part of ensuring the security and authenticity of any stored data is controlling the access of any individuals to that data[7].
At its most basic level access control falls into two distinct categories, physical access control systems, and logical access control systems.
Physical access control systems, form systems designed to provide security for physical assets, from access to actual sites and buildings, or departments within buildings, to the physical assets of the IT infrastructure, such as end user devices and network devices[9].These controls can include, but are not limited to, physical security personnel at entry points to sites and or specific buildings to ensure that only authorised individuals are allowed entry. Key code or key card security can be used to ensure that sensitive information, information systems, and key infrastructure locations, can be further restricted to allow access to only those personnel who require that access for the purpose of their role within the organisation. For the most sensitive parts of the infrastructure an organisation may also need to place alarm systems and lockdown capabilities for additional security.
Logical access control systems are designed to perform similar roles to physical control systems with the exception that they are designed to work to secure the data infrastructure once an individual has accessed the physical systems. The most commonly used logical access control is the username and password pairing that many systems use as a simple system to authenticate, and authorise a user’s access to system resources[9]. Logical access controls are normally based on the principles of least privilege[11]
Further technological advancements have meant that over the years many new technologies have been developed to enhance and strengthen the security of logical access controls, with facial recognition being used more and more to identify and allow access to data systems[12], with smartphone technology being a prime example of where this is widely used. Equally fingerprint recognition is another form of easily accessible authentication with most modern smartphones having this ability built in. Iris and palm recognition are also available but not as widely as fingerprint and facial recognition.
To further enhance these individual systems the introduction of multi factor authentication in the 1990’s has helped to further strengthen the authentication and validation of users of digital systems[11]. This system took the idea of requiring something you know, such as a password to identify the user and added something you have, or something you are to the mix. This method requires that on top of the user password or ID card system you are required to further authenticate yourself, whether through the use of a biometric measure or a authentication application on your mobile phone. Whilst this helps to strengthen the logical security of the protected systems it is still not infallible and must not be wholly relied upon, as any system is only as reliable as its weakest link, and this is invariably the end user.
C. Virtual Private Network
With the ever-growing demands for security with our ever increasing use of the internet and the amount of personal, and sensitive data being stored and accessed all over the world data security has become a key factor. With the development of faster and more accessible cloud computing,  more and more of this data is being accessed remotely, and since 2020 and the Covid-19 pandemic started the work from home model as a more viable, and convenient way of working, the need for secure communications has never been greater. Virtual private networks(VPN) were more popular with data streamers or individuals living in countries with restrictive internet access, as the encoded pathways provided by the technology allowed the users to mask their physical location when accessing internet services, allowing the streaming of content not usually available in their current geographic location.
VPN’s basically come in two distinct types[13]:
	Site to Site – allowing two networks to form a secure network despite being geographically separated.
	Client to Server – allowing remote clients to access a secure network as if they were part of that network.
Both of these methods of communication rely key central components of VPN technology[14]:
	Tunneling – creating and end to end transmission channel over a public network.
	Encryption – algorithm by which all communication is encoded to be securely transferred through the tunnel.
	Identity identification – authentication system to identify system users.
	Key management and exchange – management of keys used for encryption and decryption of transmitted data.

All of these features have come together to make VPN a viable option for home users wishing to take advantage of streaming options from other countries, but also for organisations hoping to take advantage of the ability to have remote workers being able to securely access their on site resources as if they were in the office, and reduce the running costs of their infrastructure by using more cloud based options without compromising the security of the data they hold on themselves, other organisations or individuals.
iii. Legislation
When examining the impact of these different technologies on the security of data held by organisations, we must also consider the need to implement these strategies, not least of these reasons would be the legal implications of failing to secure the data that organisations hold on individuals within, and outside of those organisations, whether they are customers, service users, staff or subcontractors, any and all data retained by any organisation that refers to a group or individuals must by law be secured against unauthorised access, or misuse.
IT security law includes all regulations governing confidentiality, integrity, availability and authenticity(CIAA) of information technology, with much of this regulation being harmonised with European regulations and directives[15]. As the internet is a global phenomenon, when developing anything from software to regulations, thought must be given to the implications of effects of regional laws in all regions not only the region where the software or service is designed and hosted. In March 2024 the technology giant Apple was fined €1.8 billion by The European Commission for abusing its market dominance[16]. Whilst Microsoft has in June 2024 been informed by the same commission that it believes the inclusion of the Teams platform in its Office 365 suites, breaches the commissions antitrust rules. Whilst both of these are American based technology giants, because their products and services are available to users in Europe, these companies have to adhere to European standards.
[bookmark: _Hlk171500461]The main regulations regarding the storage and security at present are the European NIS 2 Directive(2023) regulations, and the United Kingdom’s General Data Protection Regulations(2018), which replaced the Data Protection Act(1998). Both of these regulations lay down in broad terms the responsibilities of individuals and organisations when handling personal identifiable data, giving guidance without setting specific standards, such as the requirement to set an appropriate level of security on the IT structure, requiring that sufficient risk management be undertaken. Whilst these regulations do not specify the type or level of risk management there are conventions and standards already established to guide organisations on this. Some of the most prominent are the ISO 2700X, and on a more national level the German Federal Authorities BSI-Basic protection standards[15].
Failure to comply with these regulations can also impact on the reputation of an organisation, and thus the willingness of individuals to use the products or services the company offers, and to share their private data with these companies. If the individuals in question suffer a financial loss or a reputational loss of their own then there is the possibility that not only will the organisation suffer as a result of any financial costs of regulation breaches, but they could also suffer a financial and reputational loss, which could be exacerbated by any attempts by the organisation to mask the breach[18]. The results of failure to comply with the legal requirements for data security and protection could in extreme cases cause an organisation to cease to operate.
iv. Conclusion
The importance of adhering to the necessary legislation and guidelines for cannot be understated, as the potential financial, and reputational damage that could be caused by a data breach could be dramatic enough, but if this breach is caused by a lack of adherence to the laws and guidelines then that potential for damage and loss to the organisation would be multiplied exponentially. The organisation could find itself in the position where not only do service users or customers not feel safe sharing their data with the organisation, but any compensation claimed by those users, plus any fines issued by the authorities in the local jurisdiction of the users could potentially have a dramatic if not catastrophic effect on the ability of the organisation to function on a day-to-day level.
It is also worth noting that whilst all the studies quoted in this document look specifically at the types of security technologies on which they are based, they are limited with relation to this report as none of them look at any of these technologies in concert with each other. Therefore, whilst it is safe to assume that combining multiple levels of security technologies will improve the overall security of the protected structure, there is no absolute guide as to the level of improvement that can be expected for any organisation looking to employ any combination of these technologies. Thus, it is important for each organisation to gauge their individual need for security in line with not only the local legislation and guidance, but also the legislation and guidance for all regions where they expect to have a client base.
This puts most organisations in the position of needing to adhere to the European NIS 2 Directive(2023) regulations, and the United Kingdom’s General Data Protection Regulations(2018), whether they are based within either of these regions or not, as with the truly global markets that are found on the internet, they may find that some of their service users or customers are based withing these regions, and therefore all of the rules that apply to these individuals or organisations within their home regions will also apply when dealing with entities form outside.




Abstract
This report intends to look at the necessary steps needed to be adhered to in order to create a secure information system by considering, the necessary organisational structures, policies and procedures, legislation and standards, risk management and all of the planning stages required. To do this, references will be used from published articles to establish they key points of each of these points, in order to gain a greater understanding of the principles of information security.

Information Security Report
Introduction
For any organisation holding personal information on any individual or organisation the need to have a clear set of rules and guidelines to govern the collection, storage and use of all data must be one of the cornerstones of the operational model of the organisation.
[bookmark: _Hlk171503723][bookmark: _Hlk171503743]The United Kingdom’s(UK) Department for Science, Innovation and Technology In their report “Cyber security breaches survey 2024” state that for the UK over the last twelve months 50% of businesses and 32% of charities experiencing a cybersecurity breach[19]. This level of cyber breach was far higher for medium(70%) and large businesses(74%), and high-income charities(66%).
The same report also states that most common attacks tend to be less sophisticated, with 84% of businesses and 83% of charities reporting phishing attacks, trying to gain access to information or systems by use of e-mails, often with links to fraudulent websites.
With the global cost of cybercrime predicted to hit $23 trillion in just three years, making that a 273% increase over five years from the actual cost of 48.4 trillion in 2022[20]. With this in mind it is clear that having a clear set of policies, and practises and a clearly defined organisational setup responsible for talking this threat is an absolute must for this organisation
Organisational Structure
One of the key elements of the approach to an organised system of protection of the data held by this organisation is to set out a clear structure for the organisation, with clearly defied roles for those tasked with ensuring data security and compliance. With that in mind the following recommendation is made for an organisational chart to be amended to the current IT organisational landscape.
[image: A diagram of information security
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As can clearly be seen in this chart a new role of Information Security Manager will be created with oversite of the entire information security team and will be responsible to the Director of Information Technology within the organisation. Below the Information Security Manager will be four new departments with their own department managers. Each of the  four new departments will be: 
Information Governance - responsible for overseeing the introduction, implementation and ongoing management of the necessary structures, and policies to maintain adherence with all necessary information governance legislation, and directives. To devise training programs for staff at all levels of the organisation to ensure that all are aware of their responsibilities to ensure that the organisation as a whole remains compliant with information governance requirements.
Project Development – responsible for the ongoing development and improvement of technologies required to safeguard data stored by the organisation in line with the legislative and policy framework. Working alongside the other teams to ensure that all new systems are implemented in the most secure and efficient way possible.
Network and Infrastructure Security – responsible for the physical infrastructure and security of all network components, and ensuring the operational effectiveness of the network as a whole, ensuring that all parts of the system are maintained and operational at all times. Implementing a program of maintenance and management of all network resources to ensure to maximise the potential of the infrastructure, and upgrading the network and all devices where needed or where cost effectiveness can be improved. Maintaining sufficient backups for all systems to ensure downtime is minimised.
Data Security Testing – responsible for testing of all current systems and future system upgrades to ensure that all systems meet the requirements of the data security policies and procedures. Perform scheduled, and random attacks on the system to ensure that any system vulnerabilities are exposed and dealt with in a timely manner.
With the implementation of these departments as outlined we will be able to ensure the best possible results for the organisation. Ensuring that our data and the data of others is kept secure at all times must be an organisation wide goal, the proposed departmental outline will be a key step in achieving this.
Policies and Procedures
Information security polices are a set of guidelines, rules, procedures and standards organisations use to organise and manage the protection of their data systems[21]. These policies and procedures are created to establish a framework to ensure that all data gathered, stored, handled, and where required transmitted maintains its confidentiality, integrity, and availability.
The introduction of these policies requires a systematic process to establish the objectives of gathering the data, and the risks of gathering and storing the data, to establish and implement guidelines that meet the needs of the organisation, whilst complying with the relevant pieces of legislation. This is not a one-time occurrence, but by necessity of the ever changing requirements of both the legal frameworks around the globe and the ever changing demands of the organisation to keep up with the demands placed upon it. In addition the ever developing world of technology requires that to ensure data safety and integrity meant that these policies and procedure will need to be revisited at set intervals and where needed be updated or replaced to ensure continued effectiveness, allowing the policies and procedures to grow with the organisation.
The policy should outline the roles and responsibilities of all staff with system access to ensure that they all organisation members are aware of their individual responsibility for the security of the data held by the organisation 
A User account policy is a key part of this process, as it sets down the rules and processes for creating, altering and revoking access rights for individual users, and forms a basis for access controls, and authentication and authorisation systems. This policy should also contain guidelines on required password security levels.
Acceptable use policy sets out guidelines for what is considered allowable use of the organisations infrastructure, whether this is for internal users or external, governing items like use of network technology for purposes other than that intended, including e-mail services and network bandwidth for personal use by organisation members, and would certainly need to cover the use of data systems to download or distribute data held by the organisation or external organisations, especially is such activity would breach legal or moral obligations.
Data storage and retention policies would need to adhere to the General Data Protection Regulation (GDPR) 2018, and The Data Protection Act (DPA)2018[22]. These two pieces of legislation create six principles for data collection which must be followed by anyone who collects or uses personal data. These are that the data is:
	Used fairly, lawfully and transparently.
Used for specified, explicit purposes.
Used in a way that is adequate, relevant and limited to only what is necessary.
Accurate and, where necessary, kept up to date.
Kept for no longer than is necessary.
Handled in a way that ensures appropriate security, including protection against unlawful or unauthorised processing, access, loss, destruction or damage.
These same principles also relate to the data transfer and transmission policies and therefore the principles must be applied when the policy is created to ensure compliance.
An audit and review policy must be created to lay down the procedures and timescale for the review of all policies to ensure that all policies are audited and reviewed in order to ensure that they are up to date and in compliance with the necessary legal framework.
A separate audit and review policy is required to cover internal and external security issues to ensure that all security issues are reviewed and acted upon in a timely manner. Lessons must be learned from any and all incidents, the review process is a perfect time to reflect on this.
Security awareness training policy is required to ensure that the organisation has a robust and effective system in place to ensure that all service and system users are aware of their responsibilities with regards to data safety and compliance, and that these systems are kept up to date with the current legislation.
Data Protection Compliance
As stated above the two main legal frameworks to be considered by this organisation are:
	The General Data Protection Regulation 2018
	The Data Protection Act 2018
While the former is the European regulations, the latter is the UK enaction of those regulations within the legal framework of the UK.
In relation to this the DPA sets out six core principles, these are designed to ensure that all individuals and organisations that gather, store and use the data of others do so in a way that is not likely to cause harm. Some of the key components of these pieces of legislation require that when collecting information the collectors are[22]:
Clear about why they are collecting the information.
Inform the owner of the information how they intend to use it.
Ensure that any data gathered is not used for any other purpose than it weas intended, without the prior consent of the individual the data refers to.
That only the required amount of data is gathered.
The data is not kept for longer than necessary.
Any data held must be up to date and accurate.
Information on how the data is stored, in what format, and for how long must be available if requested.
Be able to provide a copy of any data held on an individual upon request.
Have a clear policy stating who is responsible for the data and any actions carried out in relation to the data. Policy also needs to cover all of the above points giving guidance to data targets on all the above, and how to access their data.
These legislative acts also allow for greater legal protections for data of a sensitive nature including, sex, ethnicity, political affiliations, religious beliefs, genetics, biometrics, health and sexual orientation.
Having clear policies and guidance to cover all of this is imperative for any organisation as we must be able to display not only that we comply with the regulations but how this is achieved. With an appointed information governor able to use the policies and procedures to ensure that all legal requirements are being met in full, or being able to measure any shortcomings in the processes to ensure that the processes and policies are brought into line with the regulatory requirements.
Security Standards
Information security standards are a set of documents which lay out the processes needed to implement, manage and monitor security controls[23]. Security standards also provide a blueprint for reducing vulnerabilities and mitigating risk, helping organisations comply with the different regulations that exist.
Information security uses three principals to define the standards required from organisations, these are confidentiality, integrity, and availability. These help to set the requirements for the four types of information security, application security, network security, cloud security, and Cryptography.
There are five primary information security standards:
	International Organisation for Standardisation (ISO) 27001[23]
	International Organisation for Standardisation (ISO) 27002[23]
	National Institute of Standards and Technology (NIST) Cyber Security Framework[23]
	European Union Network and Information Security (NIS 2) Directive[24]
	European Union Digital Operational Resilience Act (DORA)[24]
These all seek to lay out a standard system for establishing and maintaining information security, and whilst they all are slightly different they all work to the same high standard, ensuring that whichever model an organisation chooses to follow they will meet the minimum standards required by law. The different models allow for different approaches as not all organisations face the same type or levels of risk, for example DORA is designed to work with the financial markets[24], whereas ISO 27001 is designed to give a basic level of compliance with ISO 27002 designed to compliment the earlier standard by offering more in depth best practices for the selection, implementation, and management of information safety management systems. The NIS 2 directive which comes into effect in October 2024 is a legislative act, more than a standard, which seeks to ensure that management bodies are created to ensure that all European based organisations operate to the correct standards, and that no European organisations have a European based representatives who can be dealt with if they greater organisation fails to meet the required standards.
Whenever Implementing any information security systems the above standards must be adhered to as failure to comply will certainly lead to legal complications.
Contingency Planning
Contingency planning is not only essential for ensuring the security and availability of data on a day to day basis, contingency planning must form part of the essential information technology development infrastructure, and be developed from the ground up[25]. As with the basic running of the system a contingency plan is a set of measures to be enacted when all other normal processes fail. It would be the equivalent of having back up internet service providers, or backup servers to recover system viability should part of the system fail.
They key standards to consider for data security contingency planning are ISO 27001/2 and ISO 22301[25]. Whilst other standards exist and will need to be considered based on the geographical location of the data storage facility, and the data targets. Forming a contingency plan should be seen as an ongoing project which must be re-evaluated at regular periods with improvements and adjustments made to the plan as needed to ensure the projects effectiveness.
Establishing a contingency plan can be broken into 4 stages:
	Definition.
	Planning.
	Realization.
	Closure.
Definition should outline the a clear set of objectives required to achieve to meet the required goal, providing a clear understanding of that goal[25].
The planning stage is required to outline the methodology to recover the required critical processes, ensuring the data integrity and availability, providing detail on the contingency that best meets the objectives of the organisation[25].
Realization looks at the individual requirements of different parts of the organisation from the contingency, in order to create a testable set of structures to evaluate the effectiveness of the options[25].
Closure is where the tested structures are contemplated and a final working solution is adopted[25].
Having a sound contingency plan is an important part any organisations business continuity model, which is designed to ensure that not only does all the structures of the organisation comply with the required legal frameworks, but that the organisation can encourage the continued trust of the people using their services, that they can and will continue to provide a guaranteed level of service and security, ensuring the confidentiality, integrity and availability of the data held and the attached services provided.
Governance and Strategic Planning for Security
Organisational governance objectives provide direction for the development of a strategic direction for security planning[26]. The core element of an organisational governance plan are the fundamental objectives of the organisation, without which no security plan can be created or indeed measured, as without the fundamental objectives of the organisation then there can be no basis on which to form a plan. There are six fundamental objectives:
	Ensure a corporate control strategy.
	Encourage a controls conscious culture.
	Establish clarity in policies and procedures.
	Maximise regulatory compliance.
	Ensure continuous improvements in controls
	Enable responsibility and accountability in roles.
Using these key fundamental objectives has through the use of a case study been shown to create a meaningful way of developing a security governance framework, by ensuring that the organisation has clearly set processes and procedures in place, but that these also allow and encourage each member of the organisation to take responsibility for their own actions and areas of responsibility, as defined by their clearly defined role within the organisation. Also, by creating a strategic plan for organisational governance using these fundamental objectives it is possible to establish a system of measurement to not only determine the effectiveness of the plan put in place but the ongoing effectiveness of the implementation of that plan.
Therefore attempting to create a system of working, to help protect the information held, gathered and used by an organisation without a thorough strategic plan outlining the governance to be put in place, is a plan that will lack direction, cohesion, and is bound to fail in its desires to meet the challenges and objectives of the organisation. Ultimately, the adage holds true, to fail to plan is to plan to fail. 
Risk management
Risk management is an ongoing process attached to the protection of information systems as the systems and the data they hold evolve and grow[27]. To maintain this as an ongoing system there needs to be regularly scheduled audits of the system, the timings of which and the exact format should be determined at the original planning stage to ensure that they fall in line with the overall objectives of the security system. The purpose of the audits are to assess the effectiveness an d the scope of the control systems in place to protect the security of the information systems[27]. This should also encompass the architecture of the system and the individual components of the system.
Part of this process is to identify the risks to the information systems structures, and the information they hold. Management of the identified risks are a key part of the data security plan of an organisation. It is vital to understand that as long as a system has, either in the past, present or future had any level of interaction with a human then there is an element of risk to the system. Humans by their very nature are flawed, and human error can have unforeseen outcomes, no matter how small the error.
Information risks can be classified into five groups, with the main features of inconsistency, alternativeness, and uncertainty, as shown by Fig. 1[27].Fig. 1  Classification of information risks.

Having identified potential risks through the risk analysis carried out as part of the audit system, it is possible to mitigate the potential effects or likelihood of occurrence for specific risk factors. It is vital to not that it is impossible to completely remove all risks as the human factor will always be at play, and as outlined in Fig.1, accidental, internal risks cannot be planned for only mitigated against.
Conclusion
It is undeniable that there are many risks to establishing a system form gathering, holding and processing user data, but due to the nature of the now globally linked economy in which most organisations find themselves operating, creating such a system is all but inevitable. Whilst there are many sources of guidance to organisations both legal and through established standards and best practices, adherence to these is an absolutely critical part of any strategic plan for an organisation. Failure to meet the requirements could be catastrophic for even the largest organisation, both financially and in the level of trust felt by the users of the data systems. If users do not hold high levels of trust in the systems then they are unlikely to want their personal information to be stored there. 
Cybercrime is a growing concern to all entities and individuals with access to the internet, it has made it far easier to carry out some of the more traditional types of crime without the added need for exposure to the victims. Gathering personal data for use in identity fraud can easily be done without the victim being aware that they are being observed, and unaware that the crime has been perpetrated until well after the occurrence. With more and more people becoming aware of this, who we share our data with and for what purpose is becoming a much bigger issue for many. Where one we would happily hand over data to receive a service, we are now more guarded, and more aware of our rights.
With this in mind all organisations must treaty carefully when dealing with private information and ensure that they have the correct infrastructure, systems, policies and practices in place to ensure the integrity and security of any and all sensitive information held.
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