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[bookmark: _Toc536221272]Introduction


It's a common assumption most company data breaches can be attributed to problems with technology, and vulnerabilities in software. Altogether, more than 1 billion people had their data compromised in 2018 according to https://bgr.com/2019/01/04/data-breaches-2018-1-billion-people/.  
There are primarily two main reasons for systems being vulnerable:  misconfiguration and incorrect programming practices. 
The main goal for testing security of an operational system is to discover potential vulnerabilities and to recommend solutions to improve security, and to provide the organisation with remediation advice in order to minimise the risk of a successful attack.
Penetration testing is the method for evaluating computer and network security by simulating an attack on a computer system or network.
The Company Management indicated that their objective in performing this engagement was to improve the security of the external facing services that they provide. The testing that was conducted should focus on identifying attack vectors in addition to the vulnerabilities and risks these attack vectors may expose.
This report presents the results of https://tevelcyber.com penetration test conducted by Gheorghe Daniel Razoare, between 20 – 25 Jan 2019.
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· CMS: Content Management System
· DNS: Domain Name System
· SQL: Structured Query Language
· OWASP: Open Web Application Security Project 
· ZAP: Zed Attack Proxy 
· 
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a. Purpose
The purpose of this policy is to outline the discovery and remediation of https://tevelcyber.com website vulnerabilities.

b. Principles
· Due to the more intrusive nature of a penetration test, and to better manage risks associated with such tests, a signed non-disclosure agreement and confidentiality agreement is required prior to commencing the penetration test.
· Penetration testing itself should comply with all statutory and regulatory requirements, such as the Data Protection Act and the Computer Misuse Act.
· All extensive security scans that have any potential of causing the website to behave erratically will have advance notification before performing these types of scans.
· Failed vulnerability scans must be addressed and followed by a retest, repeating these steps until the vulnerability testing completes successfully.
· Make sure some key IT person are available during the test in case some thing make webserver crash. 
· Exploitable vulnerabilities noted during penetration testing shall be corrected and an adequate retest performed to demonstrate that identified exploit is addressed.

c. Goals
· To increase upper management awareness of security issues or to test intrusion detection and response capabilities.
· The organization can meet their regulatory compliances using penetration testing tools.
· Avoid the cost of downtime.


d. Objectives
· The main objective of penetration testing is to determine security weaknesses.
· To identify the gaps of the system security and company can develop an action plan to reduce the vulnerabilities.



[bookmark: _Toc536221276]Penetration Test Framework


The framework chosen for this The Penetration Testing Framework by Toggmeister and Lee Lawson which is one of the best free penetration testing methodologies.
This Framework Includes Reconnaisance, Scanning, Probing, Social Engineering, Enumeration, Exploitation and many more.
Also, we will use Kali Linux suite which is a Linux distribution that comes bundled with open source penetration testing and forensics.
OWASP Zed Attack Proxy will be used for vulnerabilities testing and attacks.
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· Central Ops .net https://centralops.net/co/
· ViewDNS.info
· Facebook
· Linkedn
· Google
· Uniscan Web Vulnerability Scanner (Kali)
· Armitage (Kali)
· OWASP Zed Attack Proxy (Kali)
· XSSer (Kali)
· Sparta (Kali)
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 Because we will use a Black-Box attack we need to use “Reconnaisance”

For this stage we used following Tools:
a) [bookmark: _Hlk535913947]Central Ops .net https://centralops.net/co/
 The output of this interrogation tool includes: domain whois, network whois, DNS Records and a service scan presented below: 
Figure 1. Whois and service scan
	Domain Whois record
Queried whois.internic.net with "dom tevelcyber.com"...
   Domain Name: TEVELCYBER.COM
   Registry Domain ID: 2238131330_DOMAIN_COM-VRSN
   Registrar WHOIS Server: whois.name.com
   Registrar URL: http://www.name.com
   Updated Date: 2018-03-12T13:41:09Z
   Creation Date: 2018-03-12T08:44:44Z
   Registry Expiry Date: 2019-03-12T08:44:44Z
   Registrar: Name.com, Inc.
   Registrar IANA ID: 625
   Registrar Abuse Contact Email: abuse@name.com
   Registrar Abuse Contact Phone: 7202492374
   Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited
   Name Server: NS8201.HOSTGATOR.COM
   Name Server: NS8202.HOSTGATOR.COM
   DNSSEC: unsigned
   URL of the ICANN Whois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of whois database: 2019-01-21T13:47:14Z <<<
Queried whois.name.com with "tevelcyber.com"...
Domain Name: TEVELCYBER.COM 
Registry Domain ID: 2238131330_DOMAIN_COM-VRSN 
Registrar WHOIS Server: whois.name.com 
Registrar URL: http://www.name.com 
Updated Date: 2018-03-12T13:41:09Z 
Creation Date: 2018-03-12T08:44:44Z 
Registrar Registration Expiration Date: 2019-03-12T08:44:44Z 
Registrar: Name.com, Inc. 
Registrar IANA ID: 625 
Reseller:  
Domain Status: clientTransferProhibited https://www.icann.org/epp#clientTransferProhibited 
Registry Registrant ID: Not Available From Registry 
Registrant Name: Tevel Cyber Corps 
Registrant Organization: Tevel Cyber Corps Private Limited 
Registrant Street: 9/5 Valliammai Building, 4th Cross Street, Trust Puram , Kodambakkam 
Registrant City: Chennai 
Registrant State/Province: Tamil Nadu 
Registrant Postal Code: 600024 
Registrant Country: IN 
Registrant Phone: +91.9841756250 
Registrant Email: harish@tevelcyber.com 
Registry Admin ID: Not Available From Registry 
Admin Name: Tevel Cyber Corps 
Admin Organization: Tevel Cyber Corps Private Limited 
Admin Street: 9/5 Valliammai Building, 4th Cross Street, Trust Puram , Kodambakkam 
Admin City: Chennai 
Admin State/Province: Tamil Nadu 
Admin Postal Code: 600024 
Admin Country: IN 
Admin Phone: +91.9841756250 
Admin Email: harish@tevelcyber.com 
Registry Tech ID: Not Available From Registry 
Tech Name: Tevel Cyber Corps 
Tech Organization: Tevel Cyber Corps Private Limited 
Tech Street: 9/5 Valliammai Building, 4th Cross Street, Trust Puram , Kodambakkam 
Tech City: Chennai 
Tech State/Province: Tamil Nadu 
Tech Postal Code: 600024 
Tech Country: IN 
Tech Phone: +91.9841756250 
Tech Email: harish@tevelcyber.com 
Name Server: ns8201.hostgator.com 
Name Server: ns8202.hostgator.com 
DNSSEC: unSigned 
Registrar Abuse Contact Email: abuse@name.com 
Registrar Abuse Contact Phone: +1.7203101849 
URL of the ICANN WHOIS Data Problem Reporting System: http://wdprs.internic.net/
>>> Last update of WHOIS database: 2019-01-21T13:47:28Z <<< 

Network Whois record
Queried whois.arin.net with "n 192.185.39.52"...
NetRange:       192.185.0.0 - 192.185.255.255
CIDR:           192.185.0.0/16
NetName:        HGBLOCK-10
NetHandle:      NET-192-185-0-0-1
Parent:         NET192 (NET-192-0-0-0-0)
NetType:        Direct Allocation
OriginAS:       
Organization:   WEBSITEWELCOME.COM (BO)
RegDate:        2013-07-22
Updated:        2013-07-22
Ref:            https://rdap.arin.net/registry/ip/192.185.0.0



OrgName:        WEBSITEWELCOME.COM
OrgId:          BO
Address:        5005 Mitchelldale
Address:        Suite #100
City:           Houston
StateProv:      TX
PostalCode:     77092
Country:        US
RegDate:        2011-02-16
Updated:        2016-06-10
Ref:            https://rdap.arin.net/registry/entity/BO

ReferralServer:  rwhois://rwhois.websitewelcome.com:4321

OrgNOCHandle: IPADM551-ARIN
OrgNOCName:   IP Admin
OrgNOCPhone:  +1-866-964-2867 
OrgNOCEmail:  ipadmin@websitewelcome.com
OrgNOCRef:    https://rdap.arin.net/registry/entity/IPADM551-ARIN

OrgTechHandle: IPADM551-ARIN
OrgTechName:   IP Admin
OrgTechPhone:  +1-866-964-2867 
OrgTechEmail:  ipadmin@websitewelcome.com
OrgTechRef:    https://rdap.arin.net/registry/entity/IPADM551-ARIN

OrgAbuseHandle: IPADM551-ARIN
OrgAbuseName:   IP Admin
OrgAbusePhone:  +1-866-964-2867 
OrgAbuseEmail:  ipadmin@websitewelcome.com
OrgAbuseRef:    https://rdap.arin.net/registry/entity/IPADM551-ARIN

DNS records
	name
	class
	type
	data
	time to live

	tevelcyber.com
	IN
	TXT
	v=spf1 +a +mx +ip4:192.185.4.113 +include:tevelcyber.com ~all
	300s
	(00:05:00)

	tevelcyber.com
	IN
	TXT
	google-site-verification=ts5lj0zUrfqf0sht8E31RroWXFfEOce9h9V7RJtZltU
	300s
	(00:05:00)

	tevelcyber.com
	IN
	MX
		preference:
	1

	exchange:
	aspmx.l.google.com



	14400s
	(04:00:00)

	tevelcyber.com
	IN
	MX
		preference:
	5

	exchange:
	alt1.aspmx.l.google.com



	14400s
	(04:00:00)

	tevelcyber.com
	IN
	MX
		preference:
	5

	exchange:
	alt2.aspmx.l.google.com



	14400s
	(04:00:00)

	tevelcyber.com
	IN
	MX
		preference:
	10

	exchange:
	alt3.aspmx.l.google.com



	14400s
	(04:00:00)

	tevelcyber.com
	IN
	MX
		preference:
	10

	exchange:
	alt4.aspmx.l.google.com



	14400s
	(04:00:00)

	tevelcyber.com
	IN
	SOA
		server:
	ns8201.hostgator.com

	email:
	root@gator4101.hostgator.com

	serial:
	2019010907

	refresh:
	86400

	retry:
	7200

	expire:
	3600000

	minimum ttl:
	86400



	86400s
	(1.00:00:00)

	tevelcyber.com
	IN
	NS
	ns8201.hostgator.com
	86400s
	(1.00:00:00)

	tevelcyber.com
	IN
	NS
	ns8202.hostgator.com
	86400s
	(1.00:00:00)

	tevelcyber.com
	IN
	A
	192.185.39.52
	14400s
	(04:00:00)

	52.39.185.192.in-addr.arpa
	IN
	PTR
	ns8202.hostgator.com
	3600s
	(01:00:00)

	185.192.in-addr.arpa
	IN
	SOA
		server:
	ns1.p13.dynect.net

	email:
	hostmaster@websitewelcome.com

	serial:
	23531

	refresh:
	3600

	retry:
	600

	expire:
	604800

	minimum ttl:
	60



	3600s
	(01:00:00)

	185.192.in-addr.arpa
	IN
	NS
	ns2.p13.dynect.net
	86400s
	(1.00:00:00)

	185.192.in-addr.arpa
	IN
	NS
	ns1.p13.dynect.net
	86400s
	(1.00:00:00)

	185.192.in-addr.arpa
	IN
	NS
	ns4.p13.dynect.net
	86400s
	(1.00:00:00)

	185.192.in-addr.arpa
	IN
	NS
	ns3.p13.dynect.net
	86400s
	(1.00:00:00)


-- end --




This output contains a set of useful public information which can be used in the next stages of this test. For example, the emails are on a google server and this means is a very low possibility to find e-mail related vulnerabilities.  

b) Facebook and Linkedn
Facebook page doesn’t give us too many useful information, but from linkedn we can extract the employees names: Ramkumar Ramachandran – principal consultant, Harish Ramani – CEO, Geetha Ravichandran – CFO, Wilfred Sam – associate vice president. The previous name of the company was Internettechies according to linkedn and facebook pages.

c) [bookmark: _Hlk535981860]Reverse IP Lookup: ViewDNS.info
Because the website is hosted on a shared IP, we can extract the complete list of all domains hosted by this shared IP, using https://viewdns.info.
Table 1. Reverse IP
	Reverse IP results for 192.185.39.52
==============

There are 20 domains hosted on this server.
The complete listing of these is below:

	Domain
	Last Resolved Date

	animatedanatomy.com
	2019-01-22

	autoschadehaarlem.com
	2019-01-22

	beautifultimes.in
	2019-01-20

	brisbanewebdesigning.com.au
	2015-11-15

	brisbanewebdesigning.com
	2014-11-17

	dutchroony.com
	2019-01-22

	iettotobussaatleri.com
	2017-12-24

	internettechies.com
	2019-01-08

	itcomputerrepair.com.au
	2016-05-01

	jarcopublishing.com
	2015-11-14

	jeansapplications.com
	2019-01-08

	marcel-schouten.com
	2019-01-08

	michelleroedesigns.com
	2019-01-08

	pdrwelding.com
	2019-01-08

	pinkmamasicecream.com
	2019-01-08

	rockhamptonpipeband.com
	2019-01-08

	salihocreative.com
	2019-01-08

	tevelcyber.com
	2019-01-22

	themusiccornercafe.com
	2015-11-14

	visaicorporatesolutions.in
	2019-01-20






On this list the old version of the company website is present, “internettechies.com”, which could be considered a better target because is no longer used and it can be outdated from security point of view. This website could contain important information to help us testing the main website. We will use similar testing tools on this website as well.

d) Using Uniscan Web Vulnerability Scanner we found the same information like in Table 1, and from Banner Grabbing results, we can conclude this website is built on Wordpress framework: 
“BANNER GRABBING: 
| X-Meta-Generator: WordPress 4.9.9
| X-XSS-Protection: 1; mode=block”

Also the CMS used for webhosting is cPanel with this login link: https://tevelcyber.com:2083/

e) Chosen tool for scanning ports is Armitage
Open Ports Scanning results:
+] 192.185.39.52:        - 192.185.39.52:80 - TCP OPEN
[+] 192.185.39.52:        - 192.185.39.52:25 - TCP OPEN
[+] 192.185.39.52:        - 192.185.39.52:21 - TCP OPEN
[+] 192.185.39.52:        - 192.185.39.52:110 - TCP OPEN
[+] 192.185.39.52:        - 192.185.39.52:143 - TCP OPEN
[+] 192.185.39.52:        - 192.185.39.52:443 - TCP OPEN
[+] 192.185.39.52:        - 192.185.39.52:2222 - TCP OPEN
[+] 192.185.39.52:        - 192.185.39.52:3306 - TCP OPEN
[+] 192.185.39.52:        - 192.185.39.52:8080 - TCP OPEN


[bookmark: _Toc536221279]Advanced Scanning for vulnerabilities and attacks

SQL injection is one of the most common attacks against web applications. A successful SQL injection attack can read sensitive data including email, username, password, and credit card details from your database. To test the website for SQL Injection we used open source Sqlmap, but all tested parameters do not appear to be injectable. Sqlmap heuristics detected that the target is protected by “ModSecurity: Open Source Web Application Firewall (Trustwave)”. For another analysis we used OWASP Zed Attack Proxy, which found following possibilities for SQL Injection:
[bookmark: _Hlk536135863]Table 2. SQL Injection Results 
	﻿
	High (Medium)
	SQL Injection

	Description
	SQL injection may be possible.

	

	URL
	https://tevelcyber.com/wp-content/uploads/2018/07/index_01-260x185.png?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	[bookmark: _GoBack]query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/programs/?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/te-cyber-forensics-expert/?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/wp-admin/load-styles.php?c=1%27+AND+%271%27%3D%271%27+--+&dir=ltr&load%5B%5D=dashicons%2Cbuttons%2Cforms%2Cl10n%2Clogin&ver=4.9.9

	Method
	GET

	Parameter
	c

	Attack
	1' OR '1'='1' -- 

	URL
	https://tevelcyber.com/comments?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/te-cyber-forensics-expert/embed/?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/wp-includes/js/mediaelement/wp-mediaelement.min.css?ver=4.9.9%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	ver

	Attack
	4.9.9' OR '1'='1' -- 

	URL
	https://tevelcyber.com/tevel-elite-application-security-analyst/?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/te-cyber-forensics-expert?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/wp-includes/wlwmanifest.xml?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/programs/embed/?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/xmlrpc.php?rsd=%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	rsd

	Attack
	' OR '1'='1' -- 

	URL
	https://tevelcyber.com/te-registration?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/wp-includes/js/mediaelement/mediaelementplayer-legacy.min.css?ver=4.2.6-78496d1%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	ver

	Attack
	4.2.6-78496d1' OR '1'='1' -- 

	URL
	https://tevelcyber.com/wp-content/uploads/2018/08/download-224x185.jpg?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/wp-includes/js/mediaelement/mediaelement-migrate.min.js?ver=4.9.9%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	ver

	Attack
	4.9.9' OR '1'='1' -- 

	URL
	https://tevelcyber.com/wp-content/uploads/dynamic_avia/avia-merged-styles-812774fc9d107d195cbd4e9b5645a667.css?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/wp-admin/load-styles.php?c=1&dir=ltr&load%5B%5D=dashicons%2Cbuttons%2Cforms%2Cl10n%2Clogin&ver=4.9.9%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	ver

	Attack
	4.9.9' OR '1'='1' -- 

	URL
	https://tevelcyber.com/wp-content/uploads/2018/05/Beardsel-260x185.jpg?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	URL
	https://tevelcyber.com/wp-content/themes/enfold/images/layout/preload-dark-grey-big.gif?query=query%27+AND+%271%27%3D%271%27+--+

	Method
	GET

	Parameter
	query

	Attack
	query' OR '1'='1' -- 

	Instances
	87

	
	

	
	

	

	Reference
	https://www.owasp.org/index.php/Top_10_2010-A1
https://www.owasp.org/index.php/SQL_Injection_Prevention_Cheat_Sheet

	CWE Id
	89

	WASC Id
	19

	Source ID
	1





ZAP creates a proxy server and makes your website traffic pass through that server. It comprises of auto scanners that help you intercept the vulnerabilities in your website.

Figure 2. How ZAP Works
[image: ]
OWASP Zed Attack Proxy provides the ability to detect the following threats:
· SQL injection
· Broken authentication and session management
· Cross-site scripting (XSS)
· Broken access control
· Security misconfiguration
· Sensitive data exposure
· Insufficient attack protection
· Cross-site request forgery (CSRF)
· Using components with known vulnerabilities.
· Underprotected APIs
According to OWASP, Broken Authentication and Session Management, an attacker can get unauthorized access of the user due to the flaw in the implementation. 
Cross site scripting is a type of security hole in a website's forms. Normally forms allow you to input information to generate a specific page based on what you entered. In the specific page however if the text you put into the form in displayed, then people like us are able to manipulate the surrounding html tags to our liking by inputting specific code. 
Broken Access Control occurs when the attacker changes the parameter value, which directly refers to a system object for which he is unauthorized.
Security Misconfiguration can include both errors in the installation of security, and the complete failure to install available security controls.
Sensitive data exposure vulnerabilities can occur when an application does not adequately protect sensitive information from being disclosed to attackers.
Insufficient attack protection means that applications need to detect, prevent, and respond to both manual and automated attacks.
Cross-site request forgery is an attack vector that tricks a web browser into executing an unwanted action in an application to which a user is logged in.
Using components with known vulnerabilities is about using an out-of-date version of a library that has a known vulnerability. Or we might be using a component that depends on another component that has a known vulnerability.
Underprotected APIs these days are many browser web applications which are often written in Javascript and use APIs to get data. There is a huge variety of protocols and data formats used by these APIs, including SOAP/XML, REST/JSON, RPC, GWT, and many more. The complexity of these APIs makes them difficult for other tools to analyse and protect.


[bookmark: _Toc536221280]
Overview of the Results

[bookmark: _Hlk536215790]During the penetration test on https://tevelcyber.com  we have discovered 9 significant vulnerabilities that we recommend remediating, including 2 vulnerabilities of High risk, 1 vulnerability of Medium risk, and 6 vulnerabilities of Low risk. 
﻿Table 3. Risk classification tevelcyber
	Risk Level
	Number of Alerts

	High
	2

	Medium
	1

	Low
	7

	Informational
	0




[bookmark: _Toc536221281]Recommended solutions

Risk High
· Remote OS command injection:  Attack technique used for unauthorized execution of operating system commands..
Solution: Use a vetted library or framework that does not allow this weakness. 
· SQL Injection: an injection attack wherein an attacker can execute malicious SQL statements.
Solutions: In general, type check all data on the server side, do not create dynamic SQL queries using simple string concatenation, apply a 'whitelist' of allowed characters, or a 'blacklist' of disallowed characters in user input.

Medium
· Format String error: occurs when the submitted data of an input string is evaluated as a command by the application.
Solution: Rewrite the background program using proper deletion of bad character strings.
Low
· Application Error Disclosure: Two pages contains errors/warning messages that may disclose sensitive information like the location of the file that produced the unhandled exception.
Solution: Review the source code of this page, implement custom error pages.
· Cookie No HttpOnly Flag: A cookie has been set without the HttpOnly flag, which means that the cookie can be accessed by JavaScript.
Solution: Ensure that the HttpOnly flag is set for all cookies.
· Cookie Without Secure Flag: A cookie has been set without the secure flag, which means that the cookie can be accessed via unencrypted connections.

Solution: Ensure that the secure flag is set for cookies containing such sensitive information.

· Incomplete or No Cache-control and Pragma HTTP Header Set: The cache-control and pragma HTTP header have not been set properly or are missing allowing the browser and proxies to cache content.
Solution: Whenever possible ensure the cache-control HTTP header is set with no-cache, no-store, must-revalidate; and that the pragma HTTP header is set with no-cache.
· Password Autocomplete in Browser: The AUTOCOMPLETE attribute is not disabled on an HTML FORM/INPUT element containing password type input.  Passwords may be stored in browsers and retrieved.
Solution: Turn off the AUTOCOMPLETE attribute in forms or individual input.
· Web Browser XSS Protection Not Enabled: Web Browser XSS Protection is not enabled, or is disabled by the configuration of the 'X-XSS-Protection' HTTP response header on the web server
Solution: Ensure that the web browser's XSS filter is enabled, by setting the X-XSS-Protection HTTP response header to '1'.
· X-Content-Type-Options Header Missing: The Anti-MIME-Sniffing header X-Content-Type-Options was not set to 'nosniff'. This allows older versions of Internet Explorer and Chrome to perform MIME-sniffing on the response body.
Solution: Ensure that the application/web server sets the Content-Type header appropriately, and that it sets the X-Content-Type-Options header to 'nosniff' for all web pages.

Table 4. Risk classification internettechies
	Risk Level
	Number of Alerts

	High
	1

	Medium
	2

	Low
	11

	Informational
	0


On https://internettechies.com the situation is similar, we found the same types of vulnerabilities, but with three extra types:
Medium Risk
· Directory Browsing: It is possible to view the directory listing. Directory listing may reveal hidden scripts, include files, backup source files etc which can be accessed to read sensitive information
Solution: Disable directory browsing. If this is required, make sure the listed files does not induce risks.
· X-Frame-Options Header Not Set: X-Frame-Options header is not included in the HTTP response to protect against 'ClickJacking' attacks.
Solution: Most modern Web browsers support the X-Frame-Options HTTP header. Ensure it's set on all web pages returned by your site.
Low Risk
· Cross-Domain JavaScript Source File Inclusion: The page includes one or more script files from a third-party domain.
Solution: Ensure JavaScript source files are loaded from only trusted sources, and the sources can't be controlled by end users of the application

[bookmark: _Toc536221282]Recommended solutions for reducing vulnerabilities

Because both websites are built on wordpress, the first action to be taken is to upgrade Wordpress from ver. 4.9.9. to the newest version 5.0.3.
Hiring a developer to upgrade the website, to set up the backups correctly, test the backups, and restore your site in the event of a disaster. Monthly Cost is between 50 – 100 $.
Because an unpatched system is, by definition, operating with a weak spot just waiting to be exploited by hackers. Hiring a php developer to make security patches to fix vulnerabilities discovered. Hourly pay rate 60-80$.
The size of this websites doesn’t require more powerful webhosting servers or related hardware.

[bookmark: _Toc536221283]Timetable for execution of solution

Table 5. Remediation Timetable
	
	Duration

	High Risk
	1 Month

	Medium Risk 
	2 Months

	Low Risk 
	4 Months
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