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2. Training

1. Awareness

Prepare educational sessions to develop knowledge gained
through training and encourage employees to engage with and
critically evaluate security programs - via discussion groups or

seminars

Produce and deliver training material to develop knowledge -
implemented via training sessions, workshops, or practical
demonstrations

Begin SETA Program by establishing a baseline of awareness on
drafted security policies/frameworks
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Contingency Planning

Incident Response Plan -
Outlines actions to take during,

Complete Business Impact Analysis -
onsider impact of various events, which
systems must be restored critically in the
event of failures and in what order, and
what resources to allocate to each
system in the event of a failure.

Business Continuity Plan -

event of an incident

Disaster Recovery Plan - outlines
business recovery processes to
defined disasters (fire, power
outrage, malware attack)
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Vulnerability Assessment - Direct Happy Insurance Telephony System

Attackers may seek to manipulate employees into
gaining access to internal systems - consider
training and awareness on social engineering

techniques to mitigate risk

Social Engineering

Power surges could compromise telephony
system - consider backup power technologies to
ensure telephony connectivity in the event of an

outrage

Power Outrage

Denial of Service attacks could result in failure of
DDosS Attacks telephony systems - consider intrusion detection
technology to monitor unusual network traffic
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Should we accept the risk? What will the
financial/business consequences be of doing,
s0?

Can the risk be eliminated? What
cost would this involve?

Risk Treatment -
Telephony

. . Can the risk be outsourced? To
Can the risk be mitigated? What whom? Will they maintain the same
technologies are needed to do so? secuity standards?
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Intrusion Detection Placement Diagram
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Signature-Based
Detection

"Anomoly-Based
Detection

Stateful Protocol
Analysis

(* + Looks for known attack patterns)

which have been pre-
programmed into the IDPS
database

« Simplistic in its approach of
analysing known patterns, but
requires updating of signatures

to match new threat patterns
( + Trained on a set of parameters

to establish a baseline of
expected traffic - if the baseline
is exceeded, an anomoly is
recorded
+  More volatile and can lead to
false positives, but can better

detect unknown attack formats

+  Reviews network traffic and
compares against known
protocol formats, such as HTTP
+  Can be resource intensive to
monitor many connections, but
can detect known devitations in
protocol formats
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Internet of Things

A shared repository of
organisations on the t
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Chief Executive
Officer

Reports to Board level
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Chief Information
Officer
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IT Department IT/Network/Systems managers, technicians, and
administrators
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Chief Executive
Officer

Reports to Board level
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Chief Information
Officer

Head of IT Function

Chief Information
Security Officer

Information Security Department - reporting to CISO!

IT Department

IT/Network/Systems managers, technicians, and
administrators
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High-Level Policies

Once EISP written, further specific
policies developed through use of an
‘SDLC Model - Model incorporating
'support and feedback from upper

management, communities of interest,
IT, legal, and HR departments Top-down approach

Systems-Specific Issue-specific
Security Policy Security Policy

Specific Policies
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