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Although the concept of network programmability is not new, development in that area is accelerating as technology develops and expands.  The ever-increasing number of networked endpoint devices demands an increasing amount of capacity.  That capacity relies on more network bandwidth and functionality which in turn demands more management and security capability.
This paper describes the concept of network programmability at the time of writing.  It also gives some description and context of some of the core and delves into more detail on a couple of the key technical areas that enable network programmability.
As network programmability relies closely on coding and software development, this paper also explores the resources available to assist with these areas for example, learning and testing environments such as the Cisco DevNet developer environment.
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The phrase ‘network programmability’ is not a recent or emerging term in the world of networking.  Network programming as a concept has been around for several years with books and academic papers in circulation dating many years [1].   This paper explores what network programmability is, what it is comprised of and the importance of its capabilities within the context of today’s increasing technologically challenging, and demanding, world.
Key to the concept and reality of network programmability is development and testing of new solutions or code for specific purposes.  As well as the tools and methodologies used as part of network programmability there is a requirement for the developer toolsets and resources to support the development,  which are explored in the latter part of this paper.

[bookmark: _Toc131150558]Network programmability
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Network programmability is not a single capability.  It is a function that consists of a number of distinct technologies and methodologies that converge as a number of different tools and best practices that can be used to deploy, configure and manage a wide range of network devices or appliances. A frequent use case for network programmability is made with software defined networks (SDN), as network programmability is a significant enabler for that modern flexible technology [1].
The component parts of network programmability are distinct elements in their own right, not exclusively used in this subject area, such as Python programming language, but they are used in a modular form as the building blocks of a network programmability ecosystem.
Several of the key components are listed below with a brief description, some of which are explored in more detail within in this paper.

	Technology/methodology
	Description

	Network automation
	A method of automating deployment, configuration and maintenance of networking devices to ensure consistency, reduce time and effort and avoid misconfiguration [2]. 

	Application Programming Interface (API)
	An API is an interface that allows two separate systems or applications to access data and/or services [3]. 

	Version control system (VCS)
	A version control system, such as Git, consists of a process and tools used by software developers to manage, track and retain different versions of programming code during a software development project [4]. 

	Software Development Lifecycle (SDLC)
	A software development lifecycle is a defined structure consisting of a cycle of phases used in the development of software in order to control the software creation process [5]. Testing is a key part of SDLC with Pyats providing a valuable resource as an automated testing capability [6]. 

	DevOps and CD/CI
	An amalgamation of the traditionally distinct teams consisting of developer and operational resources. It combines the characteristics of developers, wanting fast and innovative delivery with operations, who are normally more concerned with stability and quality, rather than speed and new ideas.
[7]. 
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The brief description of network automation in the table in Figure 1 above highlights some of the key benefits of being able to use a standard, reusable approach to the deployment and support of networking devices and services.  Many network automation frameworks and tools exist which can be used to build network automation solutions into network environments.  Some of the more common frameworks and toolsets are identified in the following sections.
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As well as application development automation tools such as Jenkins, there are many different infrastructure automation frameworks and tools available to contribute to full-stack network automation, including being capable of generating Infrastructure as Code (IaC). IaC is a key part of being able to deploy and utilise network automation as it enables immutability within the deployed infrastructure.  Immutability ensures that any deployed infrastructure or configuration are fixed and will not change, keeping the deployed resources in a ‘desired state’, meaning any number of resources would be setup, configured and stay the same with no variation or differences in any configuration settings.
Some of the more common network automation tools in use at the time of writing are [8]:
· Ansible is a long-established common framework, which is widely used for implementing levels of automation. It is known for being a minimal and easy to use IaC tool and does not require agents on the target nodes [9].
· Puppet is a more complex, object-oriented automation framework that provides a declarative language composition that facilitates highly reusable IaC definitions [10].
· Chef is another popular choice for automation and IaC management, based on the use of programming language Ruby, which can make learning Chef more difficult if the user is not experienced in Ruby.  Good for multi-cloud environments [11].
Whilst these tools are generally comprehensive and straight forward to set up and use, sometimes more granular or flexible tooling is required.  Python programming language can be used natively to set up network automation capability, using specifically created libraries such as Netmiko and Paramiko.  The Paramiko python library is used to allow secure shell (SSH) connections to target devices, such as switches and routers, whereas the Netmiko python library adds support for a range of different vendors network equipment and models and facilitates the use of a unified API [12] [13]. Another popular python library for use in automation utilising APIs is Network Automation and Programmability Abstraction Layer with Multivendor support (NAPALM)  [14].
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Network automation has many uses in organisations and given the ever-growing overheads of meeting compliance and securing all aspects of an organisation’s applications and both on-premise and cloud-based infrastructure, automation can be used to assist to configure, maintain and audit the security controls and posture within a business.  It is common when addressing automation security to consider the popular triad principles of confidentiality, integrity and availability (CIA) in all aspect of the automation structure.
It should be noted that compliance and security are not the same.  Compliance can be a more abstracted target for organisations that upper management can quote and compare an organisation’s security posture or ‘score’ as defined by the particular compliance or regulatory framework.  Security is assessed more from a risk-based approach, as opposed to scores and tick-boxes used for compliance.  Due to the difference in compliance and security, the use of network automation would vary dependent on the requirement, it more difficult to automate for compliance as some controls within standards frameworks are process or manually driven, such a physical access security or the joiner, mover, leavers process within an organisation [15].
Using automation for security policies is a more achievable goal.  For example, in a networking environment there may be a policy that states that an insecure protocol such as Telnet should never be enabled on any switches or routers, only SSH should be used.  It would be quite straight forward to create an automation using infrastructure as code to ensure a ‘desired state’ is always achieved.
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Application programming interfaces have grown hugely in popularity and use over the last decade or so.  An API, as described previously, allows one service or product to interface or communicate with other existing services in order to gain access to data or information.  The API is the intermediary meaning that the requesting service does not need to understand how the responding system or service is implemented.  It simply uses the API interface to access the data that it requires. With the proliferation of Software as a Service (SaaS) services and APIs being used in that context, they are commonly called Web APIs [16].
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Figure 2 shows a simplified diagram of an API flow to the Mapquest application with a single endpoint excluding any intermediate network devices such as firewalls and load balancers.  Note that there could be internal API requests to other systems within the web server network if information was required from multiple systems.
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Although there are other API architectures available, there are three main architectures in mainstream use today.  These are: 
	API architecture
	Description

	Remote Procedure Call (RPC)
	RPC is a relatively old method where a system is able to execute a procedure on a remote system, in order to get a result or answer, where the source is unaware that the function or process is being run remotely [17].

	SOAP (Simple Object Access Protocol)
	An XML-based protocol or standard with clear definition of how source application/services interact with target web services. SOAP also uses RPC for one type of messaging request [18].

	REST (REpresentational State Transfer)
	REST differs from SOAP in that it is not a protocol, it is a client-server based guideline architecture where a client sends the request for information or data to the target (server), the server processes and returns the result to the client service, commonly in JavaScript Notational Format (JSON), although other formats can be used [19].
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Given the function of APIs to facilitate external remote clients to pull or push data from/to remote systems or services, security is a key aspect to be considered when choosing an API architecture and implementing APIs. 
The communication to request and receive data from a remote API needs to be secure in transit.  That requires some form of encryption security at the network level.  HTTP is not a secure protocol, as it is plain text-based and can be intercepted and read.  REST API can and should be configured to use HTTP with Transport Layer Security (TLS), that is HTTPS [20].
Once the encrypted request is received by the target API, the request needs to be verified for access to the requested information. Still using the REST API architecture as an example, like in many IT services and functions, there two parts to allowing a request to progress:  
· Authentication.  This is the process of verifying the identity of the requestor. Using REST, this can one of three mechanisms:
· Basic. This is a basic authentication mechanism that uses HTTP.  This is highly insecure as usernames and passwords are transmitted in plain text.
· Bearer/Token.  Similar to Basic authentication using a username and password but uses an additional identity service to provide a token.  HTTPS should always be used for this option.
· API key. Generated by requestor/user by the target service, such as Google Maps Developer.  Can be time limited to avoid overuse or flooding the service.
Differing levels of authentication may be required depending on the APIs purpose.  For a map application, authentication could be simple, whereas for a mobile personal banking app, multi-factor authentication should be used.
· Authorisation.  Once a user/request has been authorised, this is the level of permission or access that is permitted for the authenticated request.  Commonly authorisation is managed using OAUTH 2.0 or OpenID, both widely used for ensuring the security of web communications [21].
There are widely known vulnerabilities and risks regarding the RESTful API. Key vulnerabilities for both web applications and API are identified by Open Web Application Security Project (OWASP), an international organisation that is very active in web security.  OWASP publish and maintain ‘Top 10’ vulnerabilities lists for both subject areas as well as other resources such as security tools and documentation projects. [22] [23].
Cisco recently released an open-source tool specifically to assist developers and business users to ensure that they follow best practices in new or existing APIs.  This aligns with a common move in the industry to move security to the left in the software development world, meaning security is secured early in development and not an afterthought [24].

[bookmark: _Toc66958773][bookmark: _Toc66959200][bookmark: _Toc131150566]Cisco DevNet 

As part of the network programmability course work, some independent learning was done using the Cisco DevNet Associate training course within the Cisco Net Academy.  The course introduced the Cisco developer website which is designed and contains a vast range of resources specifically for application and infrastructure developers.  The site also includes useful resources for network and cyber security specialists.
Some of the resources that were investigated and experienced are describe and reflected upon below, followed by some other resources outside the Cisco developer ecosystem discovered via subsequent research [25].

[bookmark: _Toc131150567]Developer resources

[bookmark: _Toc131150568]Cisco DevNet resources
There are many resources available on the Cisco developer site, these are some areas explored during independent learning and research [25].
Documentation
The documentation section of the developer site is very extensive and includes a lot of documentation about using APIs for different areas of Cisco applications and networking.  It covers areas such as device APIs for switches, routers, firewalls, SDWAN etc. and controller APIs for use with network management. Was useful to read some of the documents to gain a better understanding of the API capability within the Cisco ecosystem.
Learning Labs
The learning labs are a very good resource for being able to interactively learn about different areas of technologies and includes:
· Learning labs are individual labs on a single topic such as ‘Umbrella APIs’ and ‘Updating Firewall Rules’
· Learning modules are grouped labs relative to types of technologies or processes based on consecutive individual labs.
· Learning tracks, which are pre-defined collections of labs relative to a particular product area, such as ‘Cloud and Containers’ containing consecutive learning lab modules.
The format of the labs is very similar to the Cisco Net Academy courses.
Sandbox development labs
The DevNet Sandbox area contains multiple technology areas, similar to the other resources areas.  There are two types of sandbox:
· Always-on sandboxes are always ready to use and are shared between all users.
· Reserved sandboxes are private access dedicated for individual use.
Other DevNet resources
In addition to the practical educational resources described above, these are some other supporting resources available:
· Code Exchange is a collaborative area for accessing and sharing code projects.  Automation exchange for a similar purpose used to be a separate resource but has been merged into the Code Exchange.
· Ecosystem Exchange is an area demonstrating how Cisco partners utilise Cisco technologies to benefit their customers.
· Video courses can be accessed via the developer site giving the opportunity to learn the fundamentals of programmability.
· Developer support contains links for different support mechanisms such as a knowledge base, chatbot and links to the community forum.
· Community links on the main developer page connect to multiple community pages relative to the various technology areas.
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The Cisco developer ecosystem provides a comprehensive and encompassing environment for many aspects of network programmability, all in one location.  One drawback of the Cisco environment is that it is particularly focussed on Cisco technologies and methodologies.
There are other resources available, although most are not as fully encompassing as the Cisco environment.  Some of the researched and tried alternatives are specific to coding and networking, including:
· CodeSandBox [26] includes dedicated sandboxes for coding activities in different languages, containerisation and GitHub integration.  Has free starting options and priced options.  Similar to DevNet it is strongly community oriented and encourages idea sharing. 
· RedHat have some network automation interactive learning labs that allow hands-on practice, specifically for Ansible experience and also for RedHat OpenShift application and container deployment [27]. 
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This was a demanding paper to write, based on multiple technologies that combine to enable full a network automation ecosystem.  Each of the technologies discussed are subjects for research and discussion in their own right, so combining all those topics and selecting a couple for more in depth research was challenging. 
Network programmability is a vast topic and development in each of its component parts is relentless which constantly changes the whole dynamic of its functionality and capability.  A good example of this change is the current evolution of artificial intelligence (AI). The adoption of AI in the network programmability could allow for massive increase in the size and complexity of networks without the related increase in development and operational cost and effort [28].
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