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[bookmark: _Toc184109325][bookmark: _Toc184815792]Task 1 – Research into Data Security and Compliance
[bookmark: _Toc184109326][bookmark: _Toc184815793]Abstract
This report covers research into Data Security and compliance, specifically Firewalls, Access Controls and VPNs, along with biometric authentication. The research within this portfolio will also cover the features, strengths and weaknesses of the technologies listed above, along with looking at the compliance of them to the ISO 27001 and NIST frameworks and how both technologies and frameworks can work together to comply with government set regulations such as GDPR and HIPAA.
Using figures, this report will demonstrate the necessity of these technologies within today’s changing cyber landscape and what risks and challenges need to be overcome for a modern organisation’s needs. It will also look at a case scenario for a Cyber Security Unit within the Task 2.
[bookmark: _Toc184109327][bookmark: _Toc184815794]Introduction
Keeping data secure within today’s cyberspace is of upmost importance to any organisation. With the threats of phishing attacks, social engineering and malware installations [1], a user or organisation needs to safeguard their data through defences such as Firewalls, Access Controls, VPNs and authentication measures such as biometrics through fingerprints, iris scans or facial recognition.
A firewall is one of the most effective methods of defending a network, controlling the points of entry [2]. A firewall needs to remain up to date and secure in order to monitor internet traffic that passes through it. Only traffic that is valid to the security policies put in place can clear the firewall and the firewall itself is immune to penetration.
Access Controls are further security that identify a user based on certain credentials and certain authentication levels. This includes passwords, pins and even heavier controls that governments use such as biometric IDs [3], which can include fingerprint scans, iris scans and facial recognition to ensure that a person is accessing the correct information.
VPNs (Virtual Private Networks) are a more sophisticated way to encrypt data in transit and provide organisations with secure tunnels and transportation measures to transfer data safely across a global scale through unsecured and public networks [4]. VPNs are extremely manageable, having strong links to Access Controls and user management, providing defence from malware, unauthorized access and data breaches. VPNs also log network traffic through their network tunnels, allowing for increased surveillance on unauthorized users and helping to mitigate and detect security threats.














[bookmark: _Toc184109328][bookmark: _Toc184815795]Modern Organisational Needs
[bookmark: _Toc184109329][bookmark: _Toc184815796]Context
[image: Figure 1]The increasing trend of digitalisation to the world, whether that be through digital payments, E-commerce, mobile usage or cloud computing adoption, brings the risk of cybercrime and exploitation with it. Risks of Phishing, Ransomware, State-sponsored attacks and Ddos attacks are becoming more prevalent with the rapid digitalisation. The FBI Internet Crime Report[4] details a 10% increase in cybercrime complaints and a 22% increase of financial loss, compared to 2022. 
As seen in figure 1, the general trend is a slowly increasing rate of complaints with a rapid increase to total losses. The difference in strategies of cybercrime has also lead to an increase in the amount of reports [5] with nearly 47% of smaller organisations experiencing types of ransomware attacks, with 83% of all attacks from the last year including financial loss [5]. This trend most likely comes from the COVID-19 pandemic bringing on a sudden switch to hybrid or remote working, furthering digitalisation in 2021. This can be seen through the losses increasing by $4 billion in 2022 in figure 1, as more people were remote working.
Modern organisations are shifting more towards hybrid and remote working due to it being easier and more efficient for employees and employers alike. However, these changes pose necessary security precautions. Preventing unauthorised access to a remote or hybrid worker’s device should be an organisation’s top priority as sensitive information can be spread across a larger area rather than confined within a server or office network.
[bookmark: _Toc184109330][bookmark: _Toc184815797]Analysis of Technologies
A VPN acts as a heavy-duty defence to an organisation which is following a security framework such as the NIST [6] Cyber framework. A VPN would fall under the “Protect” function, providing a safe and secured private network which employees can use to tunnel sensitive and encrypted information through without risk of it being intercepted by an outside attack or leaked onto the unsecured internet, it also provides protection from malware infection, data breaches and unauthorized access [4]. VPNs do suffer from dependency endpoint issues, if there is not a stable connection to a server or user, then a VPN will not be able to protect its user. VPNs also comply and outright assist with government statutes such as the GDPR [8] regulations which means an organisation can easily incorporate a VPN into maintaining a safe environment for its data.Figure 1: IC3 report conducted by the FBI.

 Access controls come in a wide variety of forms, but all are incredibly formidable when it comes to preserving data security. Usernames and passwords have almost become a standard for most websites, applications and databases when it comes to protecting data, acting as a basic authentication to ensure a user is accessing the correct information. [8] However, a lot of brute force attacks, phishing attacks and other methods of hacking can be utilised to access usernames and passwords, meaning they aren’t a full security measure. Additional means can be taken in order to contain access, such as biometrics, which is fully secure as every individual will have a unique biometric data, whether that be fingerprints, facial recognition or voice passwords. These remain an extremely strong way to fortify data security as biometric data is almost impossible to steal due to the complete uniqueness of it. An organisation can use facial recognition on laptops and other devices to grant certain users access to encrypted data. Another method of access control is multi-factor authentication, which is a method of login which requires 2 pieces of evidence. For example, one evidence could be a password while another piece could be an authentication number provided by an application [10], this means that an extremely secure data environment can be created as attackers will need more than one device along with more information in order to gain access to data.
In 2024, firewalls are still as crucial to security as they were when they were introduced. An organisation can utilise its own policies into a firewall, as long as it follows compliance [8]. The freedom given through firewalls means that an organisation can install certain types of firewalls, such as packet filtering, which capture and analyse the Internet Protocol Address (IP) and port numbers of users accessing the organisation network. A heavier firewall such as a proxy firewall can be chosen if deemed necessary [11] which also analyse web services, HTTP (Hypertext Transfer Protocol) requests, packet responses while acting as its own system in order to draw the attention of attackers away from the more important systems and networks. Although this uses more power and energy to handle large volumes of traffic, meaning a smaller organisation is unlikely to use them, a proxy firewall is still an extremely effective way to prevent attacks or data leaks for larger organisations or an enterprise network.
Although these technologies are extremely effective within their own ways. If implemented by the organisation incorrectly, they can lead to weaknesses within a network’s infrastructure or lead to lots more problems when it comes to updating security with these technologies. For instance, if a firewall is configured incorrectly it could result in users accessing information or a VPN being incorrectly configured could result in a data breach onto the unsecured internet.
Configurations can be avoided should a company utilise a cybersecurity framework or information regulation such as NIST [7], ISO 27001 [12], GDPR [8] and HIPAA [13] which can be used to help structure installation and configuration of these technologies.
[bookmark: _Toc184815798]Analysis of frameworks
Cyber security regulations and frameworks span across several important documents created by governments for organisations and individuals alike to use and remain secure within networks, internet and cyberspace. These regulations have only recently become a standard to use as rapidly evolving technologies have meant that the average worker, user of the internet or mobile user is not aware of how secure or insecure their device actually is. Among the most popular frameworks to use is the NIST framework, which was introduced in 2014, has quickly resulted in a considerable percentage of organisations putting their recommendations of stronger security into action.
 Figure 2 showcases an older image of how quickly the NIST framework was utilised by organisations for security. Although usage was projected to be 50% in 2020, it was likely much higher due to the COVID-19 pandemic and remote working bringing unprecedented digitalisation. Figure 2: NIST framework usage in the USA [7]

[image: A circular diagram of a cybersecurity framework

Description automatically generated]The NIST framework (shown in figure 3) breaks down the security process into 6 functions; Govern; Identify; Protect; Detect; Respond and Recover. Starting with Identify which involves understanding cybersecurity risks that threaten the organisation along with what areas need to be improved in order to combat said threats. Protect which covers the methods to safeguard data, including ways such as previously mentioned technologies such as firewalls, access controls and authentication measures. Figure 3: NIST framework functions

[image: Graph showing 30% current use of the Cybersecurity Framework and projected 50% use]Overall fortifying technology and network infrastructure. Detect focuses on possible cybersecurity attacks and analysing them in order to gain an understanding of what an organisation could encounter, in doing so it supports the step taken afterwards, which is respond, which focus on preventing the cybersecurity attacks from taking place and preparing the organisation to combat a threat should an attack take place. Finally, recover centres around the aftermath of a cyber-attack and how quickly and effectively an organisation can recover from the incident, along with how a data breach can be contained and handled. [7] 
Comparing this framework to the ISO 27001 [12]. The ISO does more to address the policies of access controls and more on identifying information leaks and security risks rather than giving a self-complying outline of functions, while also including a detailed process on how to configure technologies like firewalls and VPNs. Although bringing the benefit of being certified through an audit once they have used the framework, the ISO framework has to be paid for, compared to the NIST framework which can be downloaded from the respective website for free. 

Although the two frameworks attend to the same goal of fortifying a network’s infrastructure. The ISO framework is designed for the average user to be able to effectively put a more risk-based approach into fortifying their security, giving broader application in a much more structured step by step process. whereas the NIST framework provides a much more in depth and technical approach, while not directly stating technologies that can be put in place for that security. This can be challenging for a smaller organisation or those who aren’t looking to go into high levels of cybersecurity [15].  	

[bookmark: _Toc184815799]Intergrating technologies into frameworks
Aligning the technologies with the frameworks is extremely important in order to also abide by government compliances and laws such as GDPR  [8]. By complying to the laws and following the frameworks, an organisation gives itself the best chance at prevent cyber-attacks, data leaks and intrusions.
Under Article 5 of the GDPR act [16], it is an organisation’s duty to keep their data stored securely. The best way to do this would be to follow one of the many frameworks available, along with using firewalls, VPNs and access controls to ensure a fully secure and up to date system. An organisation can follow the frameworks to ensure correct installations of the technologies and compliance to GDPR or the HIPPA checklist [16]
Technologies such as VPNs and firewalls are actually supported by the ISO 27001 framework, with the framework itself recommending the use of VPNs in its annex A.22 [14]. Once again, the NIST framework, although supportive of improving security measures, does not outright give an organisation the examples such as VPNs or firewalls or how they could potentially improve their security measures. However, the flexibility and adaptiveness of the NIST framework excels in providing an organisation with a security infrastructure that would be tailored exactly to what it needs. With the NIST framework also targeting enterprise organisations, it also helps to bridge the important gap between technical side and business side, allowing for everyone to understand what is being implemented and why. [18]
With improvements being made to VPNs, firewalls and access controls all the time, the ISO27001 needs constant amendments And Changes, this is not a problem to the NIST framework does not suffer from this issue due to its adaptiveness to an organisation, meaning that it can provide future organisations in future years with the same information that will be practical for the time.
Having a multi-layered defence is paramount for an organisation to protect, react and safeguard their data and networks within today’s ever-changing cyberspace. Although employing the use of technologies such as firewalls, biometrics and VPNS can provide an already heavy defence and are completely essential to an organisation’s environment infrastructure, missing or not following a framework can lead to unoptimized and poor installation of these technologies which can result in data breaches and financial losses [19]. By reinforcing those technologies with a framework such as the ISO27001 or NIST or even both, an organisation can truly construct a multi-layered defence while also maintaining an incredible level of compliance to laws and regulations. By continuously keeping up to date with the changes made in a framework, a company can also keep up to date with the changing technology and truly remain secure [19].
[bookmark: _Toc184815800]Conclusion
The importance of technologies such as firewalls, biometrics, VPNs and access controls are paramount to an organisation’s success. Integrating these with frameworks provides an extremely strong defence against the cyber-threats in the modern world.
Firewalls act as a first line of defence for a network, while VPNs protect an organisation’s data in transit, access controls limit unauthorized access to sensitive information and biometrics act as one of the strongest methods to protect data. Complementing these technologies with frameworks like ISO27001 [12], which gives precise and clear instructions on how each technology can and should be employed to defend a network. Other frameworks such as NIST [7] can provide the flexibility an organisation needs to find out their own weaknesses and needs. Using both together can allow an organisation to cover all aspects of defence.
By integrating technologies with frameworks and following said frameworks, an organisation can make compliance to laws and regulations extremely easy, along with ensuring that their own infrastructure is safe, making an organisation extremely efficient.
[image: A diagram of a company

Description automatically generated]Maintaining the important bridge between technologies and frameworks is crucial to defending against the constantly shifting cyber-space risks that an organisation can face, just as it is important for an organisation to remain compliant to regulations and laws such as GDPR [8] or HIPAA [13]. 
[bookmark: _Toc184815801]Task 2: case scenario
[bookmark: _Toc184815802]Introduction
The information security unit that CyStressSolutions (CSS) wants, needs to be an extremely organised and compliant to laws and regulations such as GDPR and HIPAA along with being a proactive organisation that can help combat cyber-security threats and provide risk management along with business management to themselves.Figure 4: hierarchy chart, self-designed using Smart Draw

[bookmark: _Toc184815803]Organisation structure and chart
The first point that needs to be established for the information security unit is the roles, managerial positions and an overall hierarchal system in place. It also needs to be first in order to layout the rest of the project such as financial considerations.
The project manager should be a Chief Information Security Officer (CISO) [20], a supervisor, equipped with credentials or certificates such as being EC council certified(CICISO), which looks over the whole project, such as implementation of security solutions, execution of a plan and overall managing and training the entire unit. Upon selecting a CISO, CyStressSolutions would need to then hire, through background checks, certification qualifications and interviews, a management team in order to structure the rest of the department such as security operatives, risk and compliance and a governance management team [21]. With these roles established with the unit, CyStressSolutions can work on hiring subordinate roles such as penetration testers, forensic specialists and employees to ensure everything complies with GDPR, NIST, ISO and other frameworks or regulations.
Figure 4 illustrates an outline hierarchy chart of how the personnel structure should be in order to work efficiently and effectively to provide to their customers.



[bookmark: _Toc184815804]Policies and procedures
With the hierarchy now set within the information security unit, policies and procedures can be looked at. 
As mentioned previously within the report, Access controls can control who accesses the right information [9]. By installing usernames and passwords, basic authentication measures can already be taken to ensure that there can be no inside data leaks or employees accessing sensitive information. By following the data protection laws created by GDPR or HIPAA [8] [13], the unit should encrypt their data to ensure it remains protected from outside threats, along with categorizing personal data of employees from more security based information such as clients or financial information. Temporary backups for current clients and permanent backups for the unit itself should also be part of policy and procedure in order to make sure attacks do not entirely disrupt a customer or the unit.
If following a framework, the unit can be recommended the ISO 27001:2022 [12] framework in unison and use it with its now governance team to create a continual improvement system to ensure that the unit is kept up to date. The information security unit would also benefit and should be recommended to use the NIST framework. By following Identify; Protect; Detect; Respond and Recover [7], the unit can identify any weakness, then move onto protect by creating installation policies that abide by GDPR and regulations such as VPNs, physical updates to hardware, installations of anti-viruses and other defences. Detect can be given into the hands of the cyber response section of the unit, which the forensic specialists (figure 4) can be used to analyse any potential weaknesses or backdoors within a network. Moving onto Respond, cyber security operatives, being managed by the operations manager, can be used to defend in real time against any threats or malware that has been detected previously by the forensic specialists in a client’s network or in the unit network itself. Finally recover can be followed by Network Technicians, Forensic specialists, Cloud Specialists and Penetration Testers in order to fortify a customer’s network along with installing the necessary hardware, software, applications [19], firewalls, VPNs and access controls to complete the goal of consulting and securing a customer’s network. Recover should also focus on helping a customer with anything damaged in an attack, such as financial data, personal data, containing data leaks and “cleaning up” as much as possible for the customer in order to help them minimise their own recovery.
[bookmark: _Toc184815805]Compliance
The compliance manager and officers play a key role in handling clarity and staying compliant to laws such as GDPR or HIPAA. Under GDPR, any breaches or attacks of a client while the Information Security Unit is hired by them should be handled by Compliance officers and reported to the Information Commissioner’s office (ICO) [22] where any data destruction or loss can be processed and recorded. ICO recommends a breach should be reported within 72 hours [12], so the Compliance managers need to be trained in order to enforce this law.
The compliance manager should also be in contact with the other managers at all times. Monitoring and managing the penetration testers and ethics of testing a customer’s network should be of upmost importance as this falls in line with GDPR Article 32 (1) [8] in reporting constantly and have continual monitoring over the movement of personal data. Client confidentiality should also be maintained by the compliance managers, ensuring that any client data collected should be processed fairly and as outlined within the GDPR [8]
Reducing the risk of penalties posed by breach of a regulation or law should also be controlled by both governance manager and compliance manager (Figure 4) in order to avoid reputational damage along with avoiding financial fines should one of the compliances be breached [8].
ISO and NIST both include continuous improvement as a policy in their frameworks [7] [12] so it should be allocated to the CCISO to ensure that each manager is overseeing continuous improvements within their respective departments and staying up to date with the changing cyberspace.
[bookmark: _Toc184815806]Strategic planning for security
Planning for security is one of the main objectives for the CCISO, supported by the governance management team. With this leadership structure the team can easily communicate and plan effectively. The team should be recommended to use a SIEM (Security Information and Event Management) to help the whole unit detect, analyse and combat incoming cyber-attacks and cyber-threats [23]. The SIEM also meets compliance requirements. Another improvement to SIEM within recent years is the inclusion of Ai in its development, meaning that the CCISO can utilise this technology to run SIEM as an almost “co-pilot” to the cyber-security team, ensuring efficient response to any customer attacks and efficient processing of data. SIEM tools can be also used on the employee devices, unit servers and completely assist the employees in the long run of the company. 
Managing the costs with a framework would also help with planning as the unit can formally put together a roadmap of goals and needs for both them and the client, while also formulating a strategic plan for how they should handle a client’s problems. Costs can come into effect from numerous technologies and certifications for a customer, meaning that a profit margin needs to be outlined for CyStressSolutions in order to make sure the Information Security unit makes profit. With firewalls and it’s included hardware [24], it can cost nearly £2000 to maintain. Accounting VPNs into this can also bring about severe costs due to hardware, it would be an option to start the unit out on software VPNs and after creating enough profit from clients, moving to more expensive hardware VPNs [24]. On top of all of this, keeping a check on updating certifications for employees and managers alike should be of upmost priority in order for the unit to advance further. 
[bookmark: _Toc184815807]Risk Management
Risks management can be quickly and swiftly dealt with through the use of the NIST risk management framework, which when applying identify from the framework to risk management can be used to identify the risks posed [7], such as phishing scams, malware attacks, viruses and other cyber-attacks along with avoiding reputational damage for both the unit, customers and CyStressSolutions due to the consultancy nature of the organisation. 
 Insider threats are a huge risk to the ISU (Information Security Unit), rogue operatives can pose a serious risk which is why access controls remain so important to managing that risk [21]. Alongside this, Phishing attacks can target unsuspecting organisations, which means the unit should firstly train their staff to spot a phishing scam and how to avoid them, while also allowing them to teach their client’s staff the same structure and recommendations in order to reduce the risk from a social engineering attack. Management against a ransomware attack should also be considered for a consulting operation. Backups should be provided for a customer along with recommending cyber insurance or their own service guarantees if they cannot access the backups [25]. 
[image: A graph of a number of people

Description automatically generated with medium confidence]Roles and responsibilities in the event of a cyber attack should be discussed within the unit in order to respond most efficiently. This practice should also be brought to clients and their respective staff [25]. Forensic specialists can assist a client in finding the source of an incident in order to analyse and mitigate the weakness within their network in order to reduce future risk and prevent further attacks, while also reducing the risks of an organisation breaking compliance to help them avoid financial fines and further trouble.Figure 5: percentage of organisations that have carried out a cyber risk assessment [25]

Demonstrating certificates and quality assurance to a client can help build trust to a client in order to reduce the risk an organisation backs out of a consultation and cause further risk to themselves. By demonstrating and listening to a client’s needs.
Figure 5 shows the UK government’s survey on organisations which have carried out a risk assessment and the methods they have used. The Information Security Unit can utilise all these methods listed, explain them to a client through the use of the figure provided and perfectly tailor a response to whatever a client needs, thus furthering trust and allowing room to explain what each activity is for.
To further the reduce the risk of a client perhaps damaging installed hardware, or increasing their own risk of an attack due to a lack of technical expertise , the ISU can perform a “check-up” on a client a few weeks or even months after a consultation in order to ensure their network infrastructure remains secure and they have not encountered any further issues along with teaching any inexperienced or new staff how to handle security measures through workshops along with the current guidelines, regulations and compliances.
[bookmark: _Toc184815808]Contingency Planning
A business continuity plan should be developed for both the unit itself and for any future clients in order to ensure that an attack on a client does not disrupt the critical functions [26].
A business can deal with multiple risks, not just cyber-attacks, but natural disasters, power outages, fires, staff shortages and in more recent cases, pandemics [21]. Returning a business to normal practices in efficient time should be the priority of this contingency plan for the ISU.
By following the Recovery section in the NIST framework [7], a contingency plan for each inside and outside risk can be identified and have a plan tailored to an organisation’s needs. If there is a risk of a fire for example, then the unit can recommend positions to install fire extinguishers, along with necessary maps to show where each extinguisher is located [25]. Recovery in the NIST framework also falls in line with having an incident response plan that allows the unit to detect, contain, and mitigate disruptions, whether that be from cyber-attacks or disasters listed previously, meaning the downtime of the unit and its clients can be brought to a minimum. Post-incident analysis would also be the back bone of all contingencies, with a thorough review and audit of a client’s incidents, more preparations and better contingencies can be made for that client in the future [25] [24].
[bookmark: _Toc184815809]Protection mechanisms
A multi layered defence is a necessity in order for a client to truly have protection mechanisms. Discussed earlier in task 1 were firewalls, VPNs and access controls, which can all be used to prevent intruders, along with the hardware upgrades that were brought up in the security planning section. By following with a framework such as ISO 27001, a client who has contracted the Information Security Unit can now have safe knowledge in knowing end to end communication is safe through VPNs [4], heavy duty firewalls, which with current technologies can access Ai, which can perform deeper scans of suspicious users along with balancing performance of the firewall and even the network itself [27], all while monitoring the main traffic passing in and out of their networks, and should a client look to increase further, biometrics such as iris scans or ID cards can be installed to further prevent inside threats. On top of this, it should be necessary to activate a multi-factor authentication [3] in order to make sure certain devices or even all devices are protected by only those within the organisation and no one outside. These defences also align with any compliance regulations, which gives a client further protections against any legal issues.
With CyStressSolutions emphasis on consultancy and the Information Unit’s cloud computing specialists, a client could potentially ask to have cloud computing utilised into their defensive arsenal. Firewalls as a service [28] (or FwaaS) can be used to not only fortify a head office for a client, but also the branch offices or supporting offices through the cloud, alongside this, it can also be used to enforce security policies across all those locations.
[bookmark: _Toc184815810]Conclusion
Should the Information Security Unit be established by CyStressSolutions, it will need to have an incredibly comprehensive and careful approach to ensure it firstly meets today’s standards of meeting laws and regulations. After this the organisation can be set up with its recommended hierarchy structure, along with qualified personnel who can be trained in the necessary certifications in order to provide the upmost and quality deliverance of consultancy to a client, following the all important frameworks such as ISO 27001 and NIST. The frameworks should also be used within the unit itself to maintain an up to date and quality delivery of their consultancy, along with it being used to recommend the best approach for their clients and align them to the laws as necessary.
As mentioned within task 1, the integration of firewalls, access controls, biometric authentication and multi-factor authentication can be adapted to meet an organisations needs, along with keeping the client up to date as changes come and training their staff in how to do so.
To solidify its success, the Information Security Unit must emphasize continuous improvement and proactive strategies. By integrating adaptive frameworks and fostering transparency with clients, CSS ensures trust and reliability. This client-focused approach, coupled with the Information Security Unit’s protection mechanisms and responsive consultancy, allows CSS to navigate and mitigate evolving cybersecurity challenges effectively.
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VPN – Virtual Private Network
ISO – International Organisation for Standardization
NIST - National Institute of Standards and Technology
GDPR - General Data Protection Regulation
HIPAA - Health Insurance Portability and Accountability Act
CISO - Chief Information Security Officer
CCISO - Certified Chief Information Security Officer
SIEM - Security Information and Event Management
ISU – Information Security Unit
FwaaS – Firewall As A Service
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