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Task 1
Research on Hypervisors
Virtual machines are digital approximations of a computer system, with their own software, as well as hardware that is either shared by the host system or passed through to the virtual machine by it. Hypervisors are software which manage the allocation of this hardware and software, assigning portions of physical resources, such as assigning threads or entire cores for a virtual CPU, assigning a block of memory for virtual RAM, and a file on a storage device, or an entire physical storage device, to act the machine’s storage [1]. 
There are two main types of hypervisors: Type 1 hypervisors, which run directly on the host machine’s hardware without an operating system in between; and Type 2 hypervisors, which run on top of an operating system. The two types, their use cases, advantages and disadvantages will be discussed below.
Type 1 Hypervisors
Type 1 Hypervisors, also known as bare metal hypervisors, run directly on the host machine, interfacing directly with its hardware without an operating system in between. It manages the allocation of hardware to virtual machines directly, as well as creating and managing the emulated hardware devices that the virtual machines it manages require [1][2]. 
Some examples of Type 1 Hypervisors are Microsoft’s Hyper-V [1] [2], KVM (Kernel-based Virtual Machine) [2][3], Xen [4] and VMware ESXi [5]. 
Microsoft’s Hyper-V is a component of their Windows Operating systems. While it is possible to use Windows Operating Systems without purchasing a Windows License, and many computer systems come with it pre-installed activated, Windows is a paid product and therefore Hyper-V is a paid product.
VMware’s ESXi solution appears to have been integrated into their vSphere product [6][2]. While VMware previously offered a free version of their ESXi tool, this was removed after their acquisition by Broadcom [12].
As of 2007 [2] KVM has been integrated into the Linux Kernel [2][3]. Because of this KVM can be used on any linux host system along with a traditional desktop environment if required. Solutions such as Proxmox [6] can offer a more lightweight, streamlined solution, while still offering comprehensive tools and features, or one could run a lightweight commandline linux distribution if they do not need these features. It is free open source software.
Using a Type 1 Hypervisor has some advantages. Removing the performance overhead of the host operating system can free up more of the system’s resources for the virtual machines, allowing for better performance compared to Type 2 Hypervisors. The host operating system also can be a security vulnerability, compromising the security of any virtual machines on the system, which makes Type 1 Hypervisors a better choice for high security tasks also. 
Even when a host operating system is still present, such as running KVM with a traditional desktop operating system, performance is still improved compared to a Type 2 hypervisor. Allowing the hypervisor direct hardware access, rather than requiring it to access the hardware through the host operating system, is much faster. However, there are still compromises to security, and performance is somewhat reduced, so 
The downside of a Type 1 Hypervisor is mainly that it requires a lot more knowledge to work with [11]. 
Type 2 Hypervisors
Type 2 Hypervisors run on top of an operating system as an ordinary application. Because of this, they don’t have direct access to the system’s hardware, and have to interact with it through the Operating System [11]. 
Because of this, Type 2 Hypervisors will always perform worse than Type 1 Hypervisors. Not only does the underlying operating system use up more hardware resources than required for a Type 1 Hypervisor, but the interaction with the hardware through the operating system is slower than accessing it directly. The host operating system will also assign its own processes a higher priority for hardware resources than those of the hypervisor and the virtual machines’ operating systems, which can reduce performance further [11].
Some examples of Type 2 Hypervisors are VMware Workstation/Fusion [13], a paid product, and Oracle VM VirtualBox [14], a free software.
As mentioned above, one main disadvantage of a Type 2 Hypervisor is the performance impact. The underlying operating system can also pose a security risk for infection through malware or cyberattacks. 
Research on IP Addressing


Task 2
Choice of Hypervisor
For this task a simple virtualized network will be created. This virtual network will consist of 2 server virtual machines and 2 client virtual machines. The brief does not suggest that the virtual machines will have significant performance or security requirements, so a Type 2 Hypervisor would likely be sufficient. However, a Type 1 Hypervisor, KVM, was chosen for several reasons. 
Firstly, the hypervisor will be run on a personal home computer for this assignment, as unfortunate circumstances prevented the use of the work computer the task was originally started on. The computer already has the KVM Hypervisor set up, with virt-manager, a GUI front end built on libvirt [7] configured from previous use. This makes it far more convenient and will save time compared to installing and configuring another solution. 
The virtual machines could also be later used for tasks which require higher security or performance, and could be more easily transferred to a dedicated host with a more streamlined KVM/libvirt/QEMU based hypervisor setup, compared with a type 2 hypervisor, if required. 
While in its current configuration, running along with a desktop operating system that is used for personal tasks does introduce security vulnerabilities and reduce the hardware resources available to the machine, the requirements set out in the brief should not require high security or performance and, as specified above, the machines and configuration could be transferred to a setup more optimized for these requirements if required. Even in its current state, KVM offers performance close to that of running the operating system directly on the host’s hardware 
Downloading installation files
Windows Server 2022
For the Windows Server 2022 machine I downloaded an ISO installation file from Microsoft’s Evaluation Center [8]. 
[image: ]
Fig 1. Windows Server 2022 Page on Microsoft’s Evaluation Center website [8], own work
From this page I clicked the “Download the ISO” button in the middle of the page which took me to a page with a form I was required to fill in.
[image: ]Fig 2. Registration page on Windows Server 2022 Evaluation Center website [8], own work
I filled in the form and pressed the “Download now” button which sent me to a page where I could select the ISO I required. As specified by the brief I selected the English (United States) 64-bit edition download.
[image: ]Fig 3. Windows Server 2022 Evaluation Center [8] download selection page, own work
Clicking this button started the download for the required ISO file
[image: ]Fig 4. Windows Server 2022 Evaluation page [8] showing ISO File downloading, own work
Windows 10
The ISO file for Windows 10 can be downloaded from Microsoft’s website [9]. On the website I selected the correct edition and language.

[image: ]Fig 5. Windows 10 download page on Microsoft Website [9], own work
I then pressed confirm, which sent me to a page where I could select between the 64 and 32 bit versions. I selected the 64 bit version.
[image: ]Fig 6. Windows 10 download page [9] with download options, own work
This started the download of the ISO file.



[image: ]Fig 6. Windows 10 download page [9] showing ISO download in progress, own work
Debian
The same installation media can be used for both the Debian client and server. I chose the network install media available from the Debian website [10], and downloaded the amd64 CD image.
[image: ]Fig 7. Debian download page [10], own work
[image: ]Fig 8. Debian download page [10] showing completed installation of installation file, own work
Setup and Installation
Windows Server 2022
To begin with, I opened the virt-manager application and created a new virtual machine[image: ]. 
Fig 9. virt-manager virtual machine creation wizard, own work
I selected the local install media option, and selected the Windows Server Evaluation ISO.
[image: ]Fig 10. virt-manager showing selected installation media file, own work
I allocated 4 cores and 8GB of RAM to provide adequate hardware resources for any potential requirements the server might have later.
[image: ]Fig 11. virt-manager showing configured CPU and RAM options, own work
I also increased the hard disk capacity from the default 40GB to 80GB to provide adequate space for any software that might need installing later.


[image: ]Fig 12. virt-manager showing configured disk options, own work
I named the VM “NOSSwin2022”
[image: ]Fig 13. virt-manager showing vm name, own work
I then installed the windows server operating system. I set the language to English (United Kingdom).
[image: ]Fig 14. Windows Server install language selection, own work
Then I selected the Windows Server 2022 Datacenter Evaluation (Desktop Experience) option, as this is the option requested in the brief. 
[image: ]Fig 15. Windows Server install version selection, own work
I decided to create a single disk partition for the sake of simplicity. If the server needs to host shared files, for example, or store large quantities of backups or other data, 2 partitions may be preferred, however additional disk space can be allocated for this in the future as required, with seperate partitions if necessary. I then installed the operating system to this main partition.
[image: ]Fig 16. Windows Server disk configuration, own work
The operating system was then installed.
[image: ]Fig 17. Windows Server installation in progress, own work.
I set an administrator password for the virtual machine
[image: ]Fig 18. Windows Server password setup, own work
The installation is now complete
[image: ]Fig 19. Windows Server installation complete, showing operating system running, own work
Windows 10 Client
For the Windows 10 client I repeated the same process as the Windows Server 2022 machine. I created a new virtual machine and selected the correct installation media file. 
[image: ]Fig 20. virt-manager setup for Windows 10 client showing selected ISO file, own work
I allocated this machine 4GB of RAM and 2 CPU cores as its performance requirements should be lower, though these can be increased in the future as required.
[image: ]Fig 21. virt-manager setup for Windows 10 client showing assigned CPU and RAM resources, own work
I left the disk space allocation at the default 40GB.
[image: ]Fig 22. virt-manager setup for Windows 10 client machine showing allocated disk space, own work
I named the virtual machine “NOSSwin10” and started the setup.
[image: ]Fig 23. virt-manager setup for Windows 10 client showing virtual machine name
I once again set the language to English (United Kingdom)
[image: ]Fig 24. Windows 10 Installation showing selected language, own work
I created a 40GB partition on the virtual disk to install the operating system to.
[image: ]Fig 25. Windows 10 Installation showing disk partition configuration, own work.
[image: ]I then set Windows to install to that partition
Fig 26. Windows 10 Installation in progress, own work
Debian Server

Debian Client


Task 3
Due to 
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