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[bookmark: _Toc14430527]1 Introduction
IP addressing is the term given to the method of giving a device a ‘location’ on a network so that other devices can find it. Using IP addressing, millions of devices are able to connect and talk to each other. There are 2 main methods of IP addressing used today; IPv4 and IPv6. IPv4 is older and uses 32 bit meaning 2^32 devices can have an IP address. This turns out to be around 4.3 billion devices, falling short of the requirement as more and more people are connecting each day. This is where IPv6 comes in, as the protocol uses 128 bit meaning it can create 2^128 addresses, supporting 340 undecillion (39 digits) devices. The aim of this report is to advise the properties and benefits of each protocol in more detail.
2 [bookmark: _Toc14430528]IPv4
[bookmark: _Toc14430529]2.1 Properties & Structure
IPv4 is read by the host in the form of binary notation, an IP address can be figured out by converting this address from binary to decimal.  Each number in an IP address is referred to as an octet as there are 8 integers in it (00000000 = 0 and 11111111 = 255). Therefore the maximum value an IPv4 address can have is 255.255.255.255 as it uses all of the bits. This can also be written in binary form: 11111111.11111111.11111111.11111111.

[bookmark: _Toc14430530]2.2 Addressing
As previously mentioned, IPv4 uses 32 bit and can support 43 billion devices. The structure of an IP address is made up of 4 parts, each assigned a number between 0 and 255. This means the effective range of an IP address is 0.0.0.0 – 255.255.255.255. There are also ‘classes’ assigned to the IP address depending on the network’s requirement on how many devices are needed to connect.
Class A ranges between 1.0.0.0 to 126.255.255.255 and uses the subnet 255.0.0.0. This subnet is noted down on the IP address as follows; 1.0.0.0/8. The first 8 bits are assigned to the network and the last 24 bits are assigned to the hosts, allowing 2^24 hosts to connect to the network. For this reason, Class A networks are used in businesses where a large number of devices require connections.
Class B ranges between 128.0.0.0 to 191.255.255.255 and uses the subnet 255.255.0.0. This class has the first 16 bits assigned to the network and the last 16 bits assigned for hosts. The number of devices supported is 2^16 and therefore, this network class is commonly used for medium sized businesses based in one building.
Class C has a range of 192.0.0.0 – 223.255.255.255 and uses subnet 255.255.255.0. This class only has enough available bits for small networks such as a home as it may only support 254 hosts.
Class D and E are used for Multicast and experimental networks and span the last ranges from 224-255.
When assigning IP addresses, you must consider the Network and Broadcast addresses meaning it is best practice to assign 2 additional IP addresses for every network. The Broadcast address is used to send a message to every host connected to the network.
IPv4 addresses can be automatically assigned using a DHCP (Dynamic Host Configuration Protocol). A DHCP assigns IP addresses to devices that need them and then release the IP when the device has finished using it. That way, IPs can be recycled across a network and allows extension of the viability of IPv4 usage.
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[bookmark: _Toc14430532]3.1 Properties & Structure
IPv6 is represented in hexadecimal format and is a 128bit address. The address can be written in several different ways depending on how concise you want to be; The long format can be written as:
2001:0DB8:C003:0001:0000:0000:0000:F00D. You can also remove the zeroes after the first zero, 2001:DB8:C003:1:0:0:0:F00D and you can remove the zero fields by using a double colon, 2001:DB8:C003:1::F00D. (https://www.cisco.com/en/US/technologies/tk648/tk872/technologies_white_paper0900aecd8026003d.pdf Accessed 19/07/2019)
In binary form, IPv6 addresses are written in 8 blocks of 16 bits (where IPv4 is 4 blocks of 8 bits), and hexadecimal is written using numbers 0-9 and letters A-F.
There are 3 kinds of IPv6 address; Unicast address – Used for a single interface, Multicast address -used for a group of interfaces, Anycast address – “Anycast addresses act as identifiers for a set of interfaces that may belong to the different nodes. An IPv6 packet destined for an Anycast address is delivered to one of the interfaces identified by the address.” (https://www.ipv6.com/general/ipv6-addressing/ Accessed 19/07/2019)
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With IPv4 the host portion of the address varies depending on need, whereas with IPv6, the host portion is always going to be the last 64 bits of the 128 bit address. The first 48 bits are given to the network portion and the 16 bits after that are given to the subnetting portion (which is part of the network portion).
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