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Evidence is on the phone. Testing stopped short.

The problem

Encryption pushed evidence onto the phone
WhatsApp and Signal encrypt messages end to end by default, 
so intercepted traffic no longer gives you the content [1], [2].

Examiners lean on commercial tools
Tools like Cellebrite get to that data, and most claims about 
what they can do come from the vendor [3].

Silence is the risk
When a tool returns no messages, nothing independent tells 
the examiner whether they were missing or never reached.

NIST CFTT, latest Cellebrite cycle [4]

The only independent test of the platform

WhatsApp Account details only

Signal Not tested

Telegram Not tested

Message content Never checked



How much does Cellebrite actually get back?

Aim, objectives and research questions

Aim  Measure how much of WhatsApp, Signal and Telegram UFED and Physical Analyzer recover from an Android 16 phone, 
and work out what follows when the tool does less than it claims.

O1
Review

What has been tested, and how 
each app stores and protects its 
data

O2
Design and execute

Controlled extraction on 
identical seeded data, all three 
apps

O3
Measure

Completeness, accuracy, media 
integrity, acquisition time

O4
Assess and produce

Legal impact under Directive 
(EU) 2016/680; practitioner 
framework

RQ1 How do the apps store and protect data 
on Android 16, and what has testing 
established?

RQ2 How much of a known corpus is 
recovered, per app and per method?

RQ3 What are the admissibility and custody 
consequences when a method fails?



Nobody had tested all of it at once

Literature and gap

Study Uses Cellebrite Tests message content All three apps
Unrooted device, file system 
route

NIST CFTT [4], [5] Yes No No Categories only

Heath et al. 2023 [6] Yes Yes No (WA, Telegram) No (logical only)

Vasilaras et al. 2022 [7] Yes (PA 7.50) Yes No (Telegram) No (rooted, Android 9/11)

Sinaga et al. 2026 [8] Yes No (artefact counts) No No (logical only)

Riadi et al. 2022 [9] No Yes No (Signal) —

This study Yes (UFED 7.76) Yes Yes Attempted, Android 16

The gap: no one had tested UFED and Physical Analyzer against all three apps on current Android, through the file system route, 
with the scoring set before extraction.



A phone where I knew every message

Methodology

Research design (Saunders) [10]

Philosophy Positivist

Approach Deductive

Strategy
Design Science Research [11] 
+ experiment

Choice Quantitative

Time horizon Cross-sectional

Procedure NIST SP 800-101r1 phases [12]

Test setup

• Samsung Galaxy S25 Ultra (SM-
S938B)

• Android 16, One UI 8.5, 
unrooted throughout

• UFED 4PC 7.76.0.24 (Educational 
licence)

• Physical Analyzer 7.73.0.11

• WhatsApp 2.26.35.75, Signal 
8.26.4, Telegram 12.10.1 (cloud 
chats)

390
seeded items, 130 per app: 100 messages + 30 
media (10 photos, 10 videos, 10 audio)

42 deleted items (14 per app), a 
subset of the 390

WA-S-001

Each message body starts with a token. I 
hashed the media before sending and logged 
everything.



The same error, four times over

Acquisition attempts

A1 16 Sep

File System
(Android Backup)

c. 10 min

Backup error

A2 16 Sep

File System
(Android Backup)

c. 39 min

Backup error

A3 16 Sep

Advanced Logical
(all content types)

29 min

Partial

A4 22 Sep

Advanced Logical
(after firmware update)

47 min

Partial

Every attempt: "ADB backup failed. Shared memory was partially extracted or failed"

In A3 and A4 it came up during the Files stage. UFED kept going and marked both completed successfully (Figures 1, 2).



What the screens showed

Evidence from the extraction (identifiers redacted)

Figure 1: A1, File System (Android Backup). UFED stops 
with "ADB backup failed", 16/09/2026.

Figure 2: A4, Advanced Logical. Summary reads 
"completed successfully"; IM shows "not supported", 
22/09/2026.

Figure 3: A4 in Physical Analyzer. Three Android system 
packages, "0 of 3 apps decoded"; no messaging app 
listed.

The status screen reported success. The decoder found no messaging app to work on.



All 390 items: not acquired

Results

0 / 390
items recovered. Completeness is 0% for every app and method. 
With nothing recovered, accuracy and media integrity can't be 
measured.

A4 still held plenty of system data:

8,116

SMS

911

contacts

8,543

files

Five-state recovery rubric

Fully recovered 0

Partially recovered 0

Present but undecoded 0

Absent 0

Not acquired 390

Physical Analyzer: reported "0 of 3 apps decoded" (Figure 3) and did not 
list the messengers. A search for the corpus tokens came back empty.



Four barriers, and any one would do it

Why the ladder stopped

adb backup excludes modern apps

Since Android 12, apps targeting API 31+ are left out of 
adb backup [13]. Google Play requires far higher targets 
[14].

Apps can opt out

android:allowBackup="false" excludes an app from 
backup [15]; WhatsApp is reported to set it [16].

File-based encryption + Knox

App storage stays credential-encrypted; Samsung binds 
keys in TrustZone and Knox Vault [17], [18].

Signal encrypts its own database

SQLCipher with the key in the Android Keystore: a copied 
file is still ciphertext [19].

Troubleshooting (Auto Blocker off, File Transfer mode, Stay Awake, new port and cable, antivirus paused, restarts) only ever touched the 
connection. The block was in Android and the apps, as Cellebrite's own guidance says [20].



The tool said success. The app data never came.

Legal and evidential implications

Admissibility

• Hashes and screenshots cover 
integrity

• Completeness fails, and the tool 
gave no warning

• ENFSI expects that uncertainty to 
be declared [21]

Chain of custody

• A1 and A2 still count as actions on 
the exhibit

• Firmware updated between A3 
and A4

• A3 and A4 hashes differ, which is 
normal for a live phone [22]

Directive (EU) 2016/680

• Art. 4: record "not acquired", 
never "empty"

• Art. 6: third-party contacts and 
SMS swept up

• Art. 25: failed attempts belong in 
the log

Telegram is different off the phone. Its cloud chats sit readable on its servers, so a European Production Order (Reg. (EU) 2023/1543) 
could return them [23], [24]. WhatsApp and Signal hold no readable copy.



Five steps for when the tool comes back empty

The artefact

1

Isolate and record

Network isolation from 
seizure; build, patch, root 
status, app versions

›

2

Scope and acquire

Only the content types 
needed; deepest non-
destructive method first

›

3

Verify independently

Check the decoding list and 
search for known IDs. The 
status screen is only one 
input

›

4

Stop or escalate

Default stop. Rooting or 
APK Downgrade only on a 
documented authority 
decision

›

5

Look beyond the 
device

Provider request where 
content is held readable 
(Telegram cloud chats)

A checklist adds eleven fields to log at every attempt, such as the exact error text and the tool's status next to the checked status. Each one 
traces back to a failure in this experiment.



What I did, and the proof

Demonstration

1.  Seeded the phone
390 items across three apps, each message tokened and each media file hashed; 42 
deleted. Ground truth log records it all

2.  Ran four extractions A1, A2 File System (Android Backup); A3, A4 Advanced Logical, six days apart

3.  Read UFED's own output Backup error every time; A4 still "completed successfully" (Figures 1, 2)

4.  Decoded in Physical Analyzer "0 of 3 apps decoded", no messenger listed, token search empty (Figure 3)

5.  Kept every hash
UFED hashed each archive and report at acquisition; A4 report: 337FE871…9375515F 
(appendix)



A real limit, written down properly

Conclusion

Contribution

• A dated, repeatable limit: UFED 7.76 
on an unrooted Android 16 S25 Ultra 
recovered nothing from the three 
apps

• A "not acquired" state that separates 
unreached from missing

• Evidence that a tool's success status 
cannot be taken at its word

• A practitioner framework built on 
those failures

Limitations

• One handset, one tool version, 
Educational licence

• Firmware update between sessions

• Notification logs not examined

• Framework not yet tested by 
practitioners

Future work

• Higher licence tier, XRY and AXIOM 
on the same model

• Rooted twin handset to measure app-
level differences

• OS sources such as notification logs

• Framework trials in casework



Appendix: hash values recorded by UFED at acquisition

Appendix

Attempt Date File SHA-256

A3 16/09/2026 Extraction archive (.zip) A853A2D9D3E9BC4E83E721E16E6EF53B012BE6F0087DFB31B3651B5AFB1B1D70

A3 16/09/2026 SummaryReport.pdf EF784ACEEF61B8F6C35DA7A98594ACAFA8BAF4B9D484AB4959619E5246A461DE

A4 22/09/2026 Extraction archive (.zip) EF0083D0CA866DE3D6D00C7CDAC51094A0F212DA41836B091E5B3E98435FBF3E

A4 22/09/2026 SummaryReport.pdf 337FE871774A351D02195433860E11D69D0AC82CBFED699900C7D9D79375515F

A3 and A4 hashes differ because a live phone keeps writing between extractions [22].
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