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TASK 1 - RESEARCH IN DATA SECURITY AND COMPLIANCE

Security frameworks example ISO27000, NIST, etc.

In today's competitive business media, information of all kinds is constantly under threat from many sources. As the use of new technologies to store, transmit, and access information continues to increase, information is becoming more vulnerable to an increasing number and types of threats. Regardless of the format, how it is stored, or how it is shared, it should always be protected by appropriate means. [1]

Additionally, computing environments are more complex than ever and are routinely spread across public clouds, enterprise data centers, and a multitude of edge devices ranging from Internet of Things (IoT) sensors to robots and remote servers. This complexity creates an extended attack surface that is more difficult to monitor and secure. Businesses face an increased risk of falling victim to cybersecurity threats. Threats are more prevalent when following well-known and well-tested IT frameworks, such as the agile frameworks criminals use to release malicious software. The increasing maturity of cybercrime groups can often have devastating consequences for your business, including financial, reputational and legal consequences. Official statistics from a survey conducted by The Cyber ​​Security Breaches reveal that 39% of UK businesses have identified a cyberattack in the last 12 months. [2]

Data security is the protection of digital information from unauthorized access, damage, or theft throughout its lifecycle. It is a concept that encompasses all aspects of information security, from the physical security of hardware and storage devices to management and access control, to the logical security of software applications. It also includes organizational policies and procedures. Properly implemented, a robust data security strategy not only protects an organization's information assets from cybercriminal activity, but also from insider threat and human error, one of the leading causes of data breaches today. also protects Data security including providing tools and technologies that improve an organization's visibility into where its critical data resides and how it's being used. [3]

Several IT security frameworks and cybersecurity standards are available to protect corporate data. Here's some advice for choosing the right one for an organization.

Information security management encompasses many areas, from perimeter protection and encryption to application security and disaster recovery. IT security is complicated by compliance regulations like HIPAA, PCI DSS, Sarbanes-Oxley, and global standards like GDPR.

IT security frameworks and standards can help here. Knowledge of regulations, standards and frameworks is essential for all information security and cybersecurity professionals. Compliance with these frameworks and standards is also important from an audit perspective.

Let's take a look at what IT security standards, regulations, and frameworks are, the most common options to choose from, and how to use them to manage the processes. [4]

IT security standards and regulations
A well-managed IT organization must meet the requirements outlined in the standard. Regulations, on the other hand, are legally binding. The way they describe how something should be done shows government and public support for the rules and processes outlined in the regulation. Non-compliance with IT regulations can result in fines and lawsuits. [4]

IT security framework
An IT security framework is a set of documented processes that define policies and procedures for the implementation and ongoing management of information security controls. These frameworks are blueprints for risk management an Electro-Technical mitigation. Information security professionals use frameworks to define and prioritize the tasks necessary to manage enterprise security. Frameworks are also used to prepare for compliance and other IT audits. Therefore, the framework should support specific requirements defined by standards or regulations. Organizations can customize the framework to solve specific information security problems. Industry-specific requirements or various regulatory compliance goals. Also, frameworks come in varying degrees of complexity and scope. Today's frameworks often overlap, so it's important to select a framework that effectively supports operational, compliance, and audit requirements. [4]

The importance of frameworks
Frameworks provide a starting point for establishing processes, policies, and administrative activities for information security management.
Security requirements often overlap, which results in "crosswalks" that can be used to demonstrate compliance with different regulatory standards. For example, ISO 27002 defines information security policy in Section 5; Control Objectives for Information and Related Technology (COBIT) defines it in the "Align, Plan and Organize" section; the Committee of Sponsoring Organizations of the Tredway Commission (COSO) framework defines it as "Internal Environment;" HIPAA defines it as "Assigned Security Responsibility;" and PCI DSS defines it in the "Maintain an Information Security Policy" section.
Using a common framework, such as ISO 27002, an organization can establish crosswalks to demonstrate compliance with multiple regulations, including HIPAA, Sarbanes-Oxley, PCI DSS, and Graham-Leach-Bliley. Choosing an IT Security Framework
Determining a particular IT security framework can be determined by several factors. The nature of the industry or compliance requirements can be important factors. For example, a publicly traded company might want to use its COBIT to comply with Sarbanes-Oxley, while the healthcare sector might consider its HITRUST. On the other hand, the ISO 27000 series information security framework is applicable to both the public and private sectors. 

ISO standards are often more time-consuming to implement but are useful when organizations need to demonstrate their information security capabilities through ISO 27000 certification. [4]

ISO/IEC 27000 focuses on security in information systems management (ISM) and is published by the International Organization for Standardization (ISO) and the International Electro-technical Commission (IEC). [8]

The family of ISO/IEC 27000 standards was originally recognized as BS7799 and was adopted as an ISO standard when ISO added to the ISMS standards. [9]

However, the ISO 27000 series has not proven to work well as a complete information systems management (ISM) solution that can be integrated into larger systems. The first set of ISO/IEC 27000 standards, ISO 27001, dates back to 2005. However, there are currently four standards published, including 27001, 27002, 27005, and 27006 that are widely used by organizations. [10]

ISO/IEC 27001 is an internationally recognized standard that defines the requirements for implementing a certified information security management system (ISMS). For companies through 7 key factors. [11]

These steps include specifications for system installation, performance, operation, control and monitoring, verification, maintenance and improvement. It also includes general requirements for handling and assessing the risks present in organizational information systems, regardless of the size, type or nature of the enterprise. Using ISO/IEC 27001 helps organizations manage and protect valuable employee and customer information, manage information risk, and protect and develop their brands. [31]

Cybersecurity strategies vary by country, organization, and sometimes even departments within the same company. This leads to a lack of standardization, a lack of proper security knowledge, and ultimately an inadequate cybersecurity infrastructure. The NIST framework was set up to address these issues. As cyber-attacks become more sophisticated and widespread, the NIST Framework was developed to provide a structure to help organizations strengthen their cyber defenses.

Bring together departments, policies, procedures, and data to ensure a unified defense mechanism that protects corporate assets.

The 5 pillars of the NIST framework consist of:

1. Identify: Identify types of threats and all assets potentially at risk.
2. Protect: Analyse how to best safeguard all identified assets.
3. Detect: Define how threats against assets will be detected.
4. Respond: Outline key measures to respond to detected threats.
5. Recover: Define how to fix impacted infrastructure and maintain security [7]

IT security standards and frameworks examples

1. ISO27000 series
The ISO 27000 series was developed by the International Organization for Standardization. It is a flexible information security framework that can be applied to organizations of all types and sizes. Two major standards, ISO 27001 and 27002, define the requirements and procedures for creating an Information Security Management System (ISMS). ISMS is an important audit and compliance activity. Consisting of an overview and vocabulary, ISO 27000 defines the requirements for ISMS programs. ISO 27002 specifies good practices for the development of ISMS controls. Compliance with the ISO 27000 series of standards is typically established through an audit and certification process provided by third-party organizations accredited by ISO and other accreditation bodies. The ISO 27000 series includes 60 standards covering a wide range of information security topics. [4]

· ISO 27018 deals with cloud computing.
· ISO 27031 directs IT disaster recovery programs and related activities.
· ISO 27037 addresses the collection and protection of digital evidence.
· ISO 27040 supports storage security.
· ISO 27799 defines healthcare information security and helps organizations that require HIPAA compliance. [4]
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2. NIST-SP 800-53
NIST develops an extensive library of IT standards, many of which focus on information security. First published in 1990, his NIST SP 800 series covers nearly all aspects of information security and has sparked an interest in cloud security. NIST SP 800-53 is an information security benchmark for US government agencies and is widely used in the private sector. SP 800-53 helped drive the development of information security frameworks such as the NIST Cybersecurity Framework (CSF). [4]

3. NIST-SP 800-171
NIST SP 800-171 has gained popularity due to the US Department of Defences’ requirement for contractors to comply with the security framework. Government contractors are common targets for cyberattacks due to their proximity to federal information systems. Government manufacturers and subcontractors must have an IT security framework in place to apply for federal and state business opportunities.
The controls included as part of NIST SP 800-171 are directly related to NIST SP 800-53, but are less detailed and more general. If an organization needs to demonstrate compliance with NIST SP 800-53 using NIST SP 800-171 as a base, a transition between the two standards can be constructed. This provides flexibility for smaller organizations. Organizations can demonstrate compliance as they grow with additional controls included in NIST SP 800-53. [4]

4. NIST CSF
The NIST Framework for Improving Critical Infrastructure Cybersecurity (NIST CSF) was developed under Executive Order 13636 issued in February 2013. Designed to serve critical infrastructure across the United States, including power generation, water supply, food distribution, communications, healthcare, and transportation. Because of their importance, these industries are targeted by state agencies and must maintain a high level of preparedness. [4]

5. NIST SP1800 series
The NIST SP 1800 series is a set of guidance that complements the NIST SP 800 series of standards and frameworks. The SP 1800 publication series provides information on implementing and applying standards-based cybersecurity technologies in real-world applications. [4]

6. Cobit
COBIT was developed in the mid-1990s by ISACA, an independent organization of IT governance professionals. ISACA offers well-known Certified Information Systems Auditors and Certified Information Security Managers.
COBIT originally focused on IT risk mitigation. Released in 2012, COBIT 5 included new technologies and business trends to help companies align their IT and business goals. The current version is COBIT 2019. The most widely used framework for achieving Sarbanes-Oxley compliance. Numerous publications and professional certifications address COBIT requirements. [4]

7. CIS control
The Center for Internet Security (CIS) Critical Security Controls Version 8 (formerly SANS Top 20) lists technical security and operational controls applicable to any environment. It does not support risk analysis or risk management like NIST CSF. Rather, we are dedicated to reducing risk and making our technical infrastructure more resilient.
Controls include:

· Inventory and management of company assets
· Data protection
· Audit log management
· Malware protection
· Penetration test

CIS controls link to existing risk management framework to address identified risks. These are useful resources for IT departments that lack technical information security experience. [4]

8. HITRUST Common Security Framework
The HITRUST Common Security Framework includes a risk analysis and risk management framework and operational requirements. This framework has 14 different management categories and is applicable to almost any organization, including healthcare. HITRUST is a large undertaking for any organization due to its focus on documentation and process. As a result, many organizations have set HITRUST low priority. The cost of obtaining and maintaining HITRUST certification increases the effort required to adopt this framework. Certifications are audited by a third party for an additional level of validity. [4]

9. GDPR
GDPR is a framework of security requirements that global organizations must implement to protect the security and privacy of EU citizens' personal data. GDPR requirements include controls to limit unauthorized access to stored data and access control measures such as B. Least Privilege, Role-Based Access, and Multi-Factor Authentication. [4]

10. COSO
COSO is a joint initiative of five professional associations. The 2013 Framework covers internal control and the 2017 Framework covers risk management. [4]

Intrusion Detection and Prevention Systems, and Other Security Tools

Cybersecurity tools are no longer just for businesses. They are essential for businesses of all types and sizes.
Some tools specialize in antivirus, while others focus on spear phishing, network security, or scripting. Even the best cybersecurity products are so good at some things that there is no room for error. An effective product combined with a thorough cybersecurity plan is a must for everyone. Whether the organization has an in-house security team or outsources these services, all organizations need cybersecurity experts to find and fix vulnerabilities in their computer systems. is. This reality can weigh on the bottom line, but thankfully, there are plenty of free cybersecurity tools out there. [5]

Here's an overview of the best free tools cybersecurity professionals use every day to identify vulnerabilities.

1. Aircrack-ng
Aircrack-ng is a must-have wireless security tool suite that focuses on different aspects of Wi-Fi security. Aircrack-ng focuses on Wi-Fi network monitoring, attack testing, and cracking. This suite of tools can capture, analyze, and export packet data, spoof access points, and routers, and crack complex Wi-Fi passwords. [5]

2. Burp Suite
Burp is a suite of tools dedicated to debugging and testing web application security. Burp Suite includes a spider for crawling web app content, a random tool for testing session tokens, and a sophisticated request repeater for resubmitting manipulated requests. The real strength of Burp Suite, however, is its interception proxy tool. [5]

3. Defendify
Defendify is an all-in-one product that provides multiple layers of protection and provides consulting services when needed. Defendify enables organizations to streamline cybersecurity assessment, testing, policy, training, detection, on, and response with one integrated cybersecurity tool. [5]

4. Gophish
Many of the most damaging data breaches and ransomware attacks in recent years can be traced back to simple phishing campaigns that many corporate employees fall for. One of the best protections is to secretly test employees to see who is gullible. [5]

5. Have I Been Pwned
Developed by award-winning cybersecurity thought leader and teacher Troy Hunt, Have I Been Pwned is a website that let’s enter email address to see if it has been exposed to a data breach. [5]

6. Kali Linux
Kali Linux is a derivative of his Debian Linux specifically designed for testing security tasks such as penetration testing, security audits, and digital forensics. Kali comes with about 600 pre-installed programs, each of which helps computer security professionals carry out specific attacks, investigations, or exploits against their target. Aircrack-ng, Nmap, Wireshark, and Metasploit are some of the pre-installed tools that come with the Kali Linux download. [5]

7. Metasploit Framework
Similar to Kali Linux, but at the application level rather than the operating system, the Metasploit framework can be used to test computer systems for vulnerabilities or to compromise remote systems. [5]

8. Nmap
Nmap is a free network mapper used to discover network nodes and scan the system for vulnerabilities. This popular free cybersecurity tool offers a way to discover open ports, discover host devices, see running network services, identify operating systems, and identify potential backdoors. [5]

9. Nikto
Nikto is a very powerful command line tool that helps find vulnerabilities in web applications, services, and web servers. Nikto was started in the early 2000s and is still used by blue and red teams who want to quickly scan web servers for unpatched software, misconfigurations, and other security issues. Widely used. [5]

10. Open Vulnerability Assessment Scanner
OpenVAS is an all-in-one vulnerability scanner that comprehensively tests for security vulnerabilities, system misconfigurations, and outdated software. Scanners receive tests to detect vulnerabilities from daily updated feeds. Much of the program's power comes from built-in programming interfaces. [5]

11. OSSEC
OSSEC is a free program for cybersecurity professionals touted as one of the most popular intrusion detection and prevention systems. Consisting of several components such as server, agent, and router monitor, OSSEC can detect rootkits, check system integrity, and alert and respond to threats. [5]

12. Password manager
Exclusive use of strong passwords and keeping them secure is an essential step in the security of any system. However, using unique passwords for all websites, apps, and services are recommended, but with caution. [5]

13. PfSense
The pfSense firewall/router software can be installed on physical computers or virtual machines to protect the network. PfSense is based on the FreeBSD operating system, making him one of the most popular open-source firewall/router projects available. [5]

14. P0f
Endpoint fingerprinting analyzes web traffic to detect patterns, responses, and packets sent and received in a particular direction (even if they are encrypted). [5]

15. REMnux
Malware analysis and research are usually left to anti-malware vendors. However, there is his REMnux, a free Linux toolkit for reverse engineering and malware analysis. [5]

16. Security Onion
Security Onion is an open-source software suite based on the Linux kernel that helps cybersecurity professionals create a comprehensive profile of a system's security posture. Security Onion provides network monitoring with full packet capture, host- and network-based intrusion detection systems, log indexing, and search and data visualization capabilities. [5]

17. Snort
Snort is an open-source network intrusion prevention and intrusion detection system that can analyze and log traffic in real time. It uses a set of rules to identify malicious network activity, find packets, and generate alerts. [5]

18. Sqlmap
Sqlmap is an open-source penetration testing tool that automates the detection and exploitation of SQL injection flaws on database servers, giving remote hackers control. It has a detection engine and many niche features for the ultimate penetration tester. [5]

19. WireShark
Wireshark is considered by many to be an essential tool for identifying, identifying, and inspecting network packets in order to diagnose serious problems and detect security vulnerabilities. Wireshark's website explains its many features and provides user guides and other resources to help to get the most out of this free cybersecurity tool. [5]

20. Zed Attack Proxy (ZAP)
ZAP is an open-source penetration testing tool designed specifically for testing web applications. This is known as a "man-in-the-middle proxy" that intercepts and inspects messages sent between the browser and the web application. 

ZAP provides functionality for developers, testers new to security testing, and security testing specialists. There are also versions for all major operating systems and Docker. Additional functionality is available via add-ons on the ZAP Marketplace. [5]

Each cybersecurity professional uses different tools depending on their mission and skills. However, the free cybersecurity tools here serve as a gateway for those looking to expand their cybersecurity skills and knowledge. Cyber ​​threats are becoming deadlier and more efficient each year. [5]

Task 2 – Case Scenario

Information Security (InfoSec) enables businesses to protect digital and analog information. InfoSec covers infrastructure and networks including encryption, mobile computing, social media, and personal, financial, and corporate information. Cybersecurity, on the other hand, protects both raw and meaningful data, but only from internet-based threats. [6]

Implementing information security in an organization for a variety of reasons. InfoSec's primary goals are typically related to ensuring the confidentiality, integrity, and availability of corporate information. InfoSec covers many areas and often requires implementations of different types of security such as application security, infrastructure security, cryptography, incident response, vulnerability management, and disaster recovery. [6]

InfoSec (Information Security) is a set of tools and procedures that can be used to protect digital and analog information. InfoSec covers a wide range of IT domains including infrastructure and network security, auditing, and testing. We use tools such as authentication and authorization to prevent unauthorized users from accessing personal information. These measures help avoid damages related to theft, alteration, or loss of information. [6]

· Organisation structure/chart
Please refer to the attached Annex-01 (submitted on Moodle) for the new information security organization structure/chart.

· Polices
A security policy can be anything related to IT security and related physical asset security but is fully enforceable. An information security policy provides organizations with the following benefits:

· Simplify data integrity, availability, and confidentiality – An effective information security policy standardizes rules and processes that protect against vectors that threaten data integrity, availability, and confidentiality.

· Protect Sensitive Data - Information security policies prioritize protecting sensitive data such as intellectual property and personally identifiable information (PII).

· Minimize the risk of security incidents – An information security policy helps an organization define procedures for identifying and mitigating vulnerabilities and risks. It also explains how to respond quickly to minimize damage in the event of a security incident.

· Run a security program across the organization. An information security policy provides a framework for operating procedures. Provide a clear security statement to third parties - An information security policy summarizes an organization's security posture and explains how the organization protects its IT resources and assets. This makes it easier for customers, partners, and auditors to respond quickly to requests for information from third parties.

· Aid in Regulatory Compliance – By creating an information security policy, organizations can identify and fix security gaps related to regulatory requirements.

The following list provides important considerations when developing an information security policy
· Purpose
· Audience
· Information security objectives
· Authority and access control policy
· Data classification
· Data support and operations
· Security awareness and behavior
· Encryption policy
· Data backup policy
· Responsibilities, rights, and duties of personnel
· System hardening benchmarks
· References to regulations and compliance standards [6]
 
· Compliance (Laws and Ethics)
As awareness of the importance of information security grows, so does the pressure on organizations to adhere to information security standards and policies to protect information. However, it is unclear how such pressures will affect an organization's information security compliance. This white paper presents empirical research to examine the impact of institutional pressure on information security compliance within organizations. Using a structural equation model to analyze data collected through an online survey, the study found that coercive, prescriptive, and imitative pressures have a positive impact on organizational information security compliance. The benefits of information security compliance have been shown to motivate executives to strengthen their information security compliance obligations. Additionally, the study found that social pressure does not have a significant impact on management's commitment to information security compliance. Theoretically, this research contributes to information security research by better understanding how institutional pressures can be used to improve information security compliance within organizations. In effect, the study educates information security decision-makers on the key organizational factors of information security compliance. [13]

· Governance and Strategic Planning for Security
Good governance depends on good governance tools. Strategic planning is an important part of good non-profit governance. This is because it helps you formalize your strategy through an action plan, identify your long-term goals, and identify the actions needed to achieve them. A banking foundation's strategic plan is influenced by its business details, including both asset management and grants. In the Italian Banking Foundation, every three years, in a multi-year planning document, the Foundation Board identifies areas of intervention, describes the strategic objectives to be pursued therein, and outlines the expected means of achieving these objectives. Estimated. Each year, the Board prepares an annual planning document for each area of ​​intervention that sets out the goals to be pursued in the coming year and the resources expected to be allocated to achieve them. Finally, the Board establishes an analytical plan for deliberations related to the annual determination of activities planned for the following year. Strategic planning can support good governance of the banking infrastructure by facilitating the appropriate allocation of responsibilities to various institutions that contribute to pursuing the mission. [14]
· Risk Management
Security breaches in the organization of sociotechnical systems rely on the latter, causing billions of dollars in losses each year. Information security is a growing concern, but most organizations employ technical security measures to prevent security attacks and ignore social and organizational threats and associated risks. Inspired by the ISO27k series of standards, this white paper proposes an information security risk analysis method based on two modern methods: the STS socio-technical security requirements method and the CORAS risk analysis method. This method captures both the risks that threaten their assets and the risks that arise when interacting with others while capturing the social interactions between stakeholders. The procedure then suggests ways to protect assets based on the classification of information and potential loss from a security breach. A healthcare example is used throughout the book to illustrate this method. [15]
· Contingencies Planning
Cybersecurity is recognized as important but has been neglected until recently. Are you prepared in the event of a computer virus, power outage, loss of Internet access, vandalism, theft, hacking, fire, or other disaster or incident? A complete computer shutdown, hard drive failure, etc. If you do, will you lose all your valuable information? If your backup files on filing cabinets and external hard drives are buried in your desk drawers, will all that information be lost forever? If you piss off an employee who has access to your files, and the next day they're all gone, are you ready to recover and keep your business running? These are just a few of the common scenarios that occur but are often ignored when they occur to someone else. Now is the time to prepare. Now let's make a plan. Our research aims to illustrate an aspect of information security that is often avoided due to the investment of time and resources and that does not provide immediately obvious results: contingency planning. The goal of information system security is to maintain accessibility, confidentiality, and integrity [2], and information security typically encompasses all information, such as databases, files, and even printed paper and images. When you realize that losing everything in your office would be a disaster, you need to know what to do and where to start. Our research permeates all layers of preventive measures, prompting us to think ahead and plan for business-disrupting events, starting with a basic information security review and initiating a plan to protect information. It is intended to provide a good foundation for starting with a basic information security review to begin planning how to protect your information. [16]
· Protection Mechanisms
There are many types of information security threats such as hacking, viruses and worms, denial of service, eavesdropping, and packet tampering. Modern security systems use strong cryptographic algorithms and key material to encrypt and decrypt information. The security system used is block-symmetric, works by dividing the message into fixed-size blocks, and encryption is done using keys. Intrusion detection devices use threat heuristics to analyze traffic and determine if traffic patterns are problematic. [17]
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      MARKING CRITERIA AND STUDENT FEEDBACK


This section details the assessment criteria. The extent to which these are demonstrated by you determines your mark. The marks available for each criterion are shown. Lecturers will use the space provided to comment on the achievement of the task(s), including those areas in which you have performed well and areas that would benefit from development/improvement.
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Extent of knowledge and understanding of concepts and underlying principles associated with the discipline.
	
	

	[bookmark: feedbackKUS]You have appraised your research work demonstrating excellent knowledge of the well-established concepts and principles.
	[bookmark: totalKUS]10
	[bookmark: markKUS]8

	
	
	

	3. Cognitive and Intellectual Skills
Analysis, evaluation and synthesis; logic, argument and judgement; analytical reflection; organisation  of ideas and evidence
	
	

	[bookmark: feedbackANA]You have not done an introduction and a conclusion. Your introduction should give a background to the work along with some general research information of the subject areas preferable from peer reviewed articles to enhances your work.  Your conclusion should summarize your key areas of the report.
You have discussed all task criteria given with reference to additional information in your appendices.  Task 2 discussion interrelate the case study explaining how each aspect would apply to them.  
	[bookmark: totalANA]25
	[bookmark: markANA]20

	
	
	

	4. Practical Application Skills
Deployment of methods, materials, tools and techniques; application of concepts; formulation of innovative and creative solutions to solve problems.
	
	

	[bookmark: feedbackPAD]Organisation structure provided. However, other diagrams, tables or charts can be used to discuss other areas of the case study.
	[bookmark: totalPAD]25
	[bookmark: markPAD]20

	
	
	

	5. Transferable Skills for Life and Professional Practice
Attributes in professional practice: individual and collaborative working; deployment of appropriate media; presentation and organisation.
	
	

	[bookmark: feedbackSPP]Your work was written and flow excellently. 
	[bookmark: totalSPP]20
	[bookmark: markSPP]18

	
	
	


	Assignment Mark (Assessment marks are subject to ratification at the Exam Board.  These comments and marks are to give feedback on module work and are for guidance only until they are confirmed. )
	Late Submission Penalties (tick if appropriate)
	[bookmark: totalMark]84%

	
	Up to four weeks late
	[bookmark: fourWeeksLate]
	

	
	First Attempt?
	[bookmark: firstAttempt]
	







image1.png
IT security frameworks, standards
and regulations

« cogyT,
 NIST 5P 800-53
 NISTSP,800-171
« NIST Cybersécurity Framework
* NIST 5 1800 Series
* 150 27000 Series
 cisControls
« HITRUST CSF
« GDPR
 coso





