



Executive summary
This report provides an analysis and evaluation of the new General Data Protection Regulations (GDPR) and how they will effect smaller businesses, in particular Dragon Data Supplies. This analysis will examine the changes being introduced by these new regulations and the impact adopting the changes will have upon small businesses to make them become GDPR compliant. 
This Report has found that GDPR will have a large impact on the way data and consent (which now has to be explicit and intentional from the data subject) is obtain and kept on record. Data kept on record now has to be more accessible to the subject (and supplied upon request), and what is being kept and the purpose for which it is to be used has to be made more transparent. These regulations which are applicable to all EU residents, and effect any organisations worldwide which may be retaining their data, they are enforceable by law and are deviations are punishable by fines of up to €20 million or 4% of global profits. 
This report finds that in order for Dragon Data Supplies to be compliant with these new regulations they will need to make organisational changes in how data is handled. Recommendations discussed include:
· examining current data, including how it was obtained and minimise unnecessary data 
· update data retention methods so data is able to be accessible, updateable, and erasable to subjects upon request
· [bookmark: _GoBack]ensure staff dealing with public data are aware of regulations and are equipped to handle information in line with GDPR, such as the reporting of lost data

Introduction
GDPR (or General Data Protection Regulations), is a regulation currently in the process of replacing the Data Protection Directive 95/46/EC in the European Union. GDPR not only affects organisations within the EU that retain personal information, but any organisation worldwide of any size that retain personal information of any EU residents. It was originally adopted on 14th April 2016 and allowed a 2 year transitionary period for organisations to alter their systems to be compliant with the new regulations, which is due to end on 25 May 2018 (EUDGPR, 2018).

Major changes introduced by GDPR
GDPR changes the ways in which organisations are permitted to obtain and retain data, if organisations are not compliant with these regulations they are liable to be fined up to €20 million or 4% of global profits, depending on which is higher. It is therefore very important for any businesses, no matter how small, to be aware of these changes and make the necessary infrastructure changes to be compliant. Dragon Data Supplies as a company that retains customer information for marketing and data analysis purposes will need to be aware of the following changes:
Data access – data subjects must be able to have confirmation if data is being kept about them, what data, and for what purpose it’s being kept for. The data must be supplied for free by an electronic copy if it is requested by the subject
Notification of breach – if there is a breach of protected data, such as a website being hacked or a device containing data being lost, it is the responsibility of the holder of the data to inform individuals affected without unreasonable delay and the “supervisory authority” within 72 hours (ICO, 2018).
Consent – There is now a requirement that the consent given to retain information is explicit and demonstrable, and prohibits any form of consent based on assumption of consent such as pre-ticked boxes during user agreements or account signups.
Right to be forgotten – also referred to as “erasure” and allows data subjects to have their data erased from being kept in an organisations records, and upon request records must be removed without unreasonable delay (Kirk, 2018).
Lawfulness, fairness and transparency – in addition to being kept fair and lawfully, there is an increased emphasis on transparency to the data subject of what of their data is being stored and what purpose it is to be used for.
Purpose limitation – Data is collected for a specific purpose, and cannot be retained and used for further incompatible purposes or be passed to external parties for other purposes
Data minimisation – extraneous data cannot be kept outside of its stated purpose as it was originally obtained, and any data not retained for this purpose should be expunged 

Recommendations 
Analyse how data is kept currently 
The first step for Dragon to become compliant with GDPR is to examine all the data that is currently being kept regarding customers and how it has been obtained. With the updated consent requirements, it is now necessary to demonstrate that data subjects have explicitly consented to have their information collected. This means if any of the data Dragon is retaining has been collected with a soft opt-in such as a pre-ticked consent box it is no longer compliant with data protection. (MailJet, 2018) suggests using a double opt-in, which requires participants to confirm an email address before they are added to an email distribution list. To ensure that current customer distribution lists are GDPR compliant, it will be necessary to contact all currently on the Dragon distribution list for them to consent to continue being contacted, and retain this consent so it can be retrieved if necessary. 
A review of the data retained by Dragon will be necessary to ensure that only the minimal amount of data that is necessary for the stated purpose under which it was originally collected is being retained. As dragon is to be responsible for all the data that collected, ensuring the data is as minimal as possible limits the liability undertaken by Dragon should there be an issue with data confidentiality breach.

Creation of new data storage solutions
It will also be necessary to ensure that the system Dragon Data uses to store information is able meet the requirements introduced by GDPR. Currently data stored by Dragon is on a private Excel sheet, arrangements need to be made to ensure that subjects are able to access this data, change and update, and to be removed if requested. (Collibra, 2018) points to weaknesses of data storage solutions such as Excel, as version control need to be closely monitored across an organisation to ensure consistency of data is maintained, and with the increased strain that GDPR applies in terms of data being updated and altered, Dragons current solution may be inadequate going forward. The method of data storage Dragon uses will also need to be able to track information about the consent from subjects such as subject name, date of consent (such as time stamp), and purpose for which it can be used. The record of IP address, location and time the consent form was submitted is not sufficient without actual screen capture, so the new system must be capable of storing this data also. Once the system has been configured so it contains all information necessary for legal consent, it will also need to be easily updatable with current information, allow for information to be completely removed, and can generate a report with all the individuals information upon request. It may also be advantageous to assign a member of Dragons staff as or bring in external services to act as a Data Protection Officer, during the switch over to these new regulations. 

Staff awareness and training
To ensure there is consistency with how public data is recorded completion of a SOP (Standard Operating Procedure) will be beneficial. This can detail how information is going to be stored by Dragon and what needs to be done in cases were data is compromised, such as all data leaks being reported to management so necessary authorities can be informed within the required 72 hour period. Training about GDPR and its requirements should be provided to all staff that will be involved with data so they are aware of their responsibilities under GDPR. 
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