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Ransomware is a variant of computer malware designed to cause significant impact to organizations and individuals through the simultaneous exfiltration and encryption of valuable information. Often run by cybercrime gangs using an affiliate program, the cybercrime gang manufactures the ransomware, while affiliates are responsible for the initial access or compromise of targeted networks. It’s worth noting that, based on conversations with personal contacts working within the Threat Hunting and Incident Response fields, ransomware can have a high impact on business continuity but remains relatively rare.
Once an affiliate obtains the malware, they deploy it onto a network they have access to. It will then begin moving laterally across the network, spreading to any networked or internetworked machines. Eventually, after a period of time has elapsed, the encryption phase is carried out, along with the optional exfiltration of data.
One key note is that this form of malware is used by both cybercriminals and nation-state supported groups, with different objectives and tactics, techniques, and procedures (TTPs). Both usually aim to obtain money; heavily sanctioned countries may use ransomware as a means to raise funds they would otherwise struggle to acquire.
For the purposes of this report, we will only discuss the cybercriminal side of ransomware, as discussing nation-state attacks and advanced persistent threats is out of scope.
[bookmark: _Toc186470836] 2.0 Ransomware-as-a-service (RaaS)
Ransomware operates as a highly effective business model for criminal gangs. Before delving into the technical details and history, it is worth examining how this business model works.
Once the malware has been deployed by an affiliate, users are usually greeted by a pop-up informing them of the infection and demanding a ransom paid in cryptocurrency (traditionally Bitcoin (BTC) or Ethereum (ETH), although Monero (XMR) has become the coin of choice for cybercriminals due to its inherent anonymity) in exchange for a decryption key that will restore the files to their original state. A further tactic often used is the threat of selling exfiltrated data, serving as an additional incentive to pay. Known as "double extortion," this tactic comes into play if the organization has an effective backup scheme and is not concerned about data recovery but is worried about the release of sensitive data to the public.
The business model varies from group to group, with notable examples being the REvil and Conti ransomware gangs, who operate a Ransomware-as-a-Service (RaaS) model, which this report primarily seeks to investigate. These models involve either targeted recruitment of affiliates or the typical approach any company takes when selling a product, such as advertising and comparing to competitors in order to win customers.
Companies often pay these ransoms, more often than not because they would rather keep data breaches quiet due to concerns such as fines from regulatory bodies, reputational damage, etc. It is estimated that around 75% of ransomware attacks go unreported, as reported by the US Cybersecurity and Infrastructure Agency (CISA). [1]


[bookmark: _Toc186470837]3.0 Tactics, Techniques and Procedures
In this section, we discuss some of the TTPs used by RaaS groups to target organizations and the technical methods that have been used in the past or are currently in use by active groups today.
TTPs used for ransomware do not differ much from those for general vulnerabilities; however, there are a few common attack vectors often utilized by groups to gain initial access to a network.
[bookmark: _Toc186470838]3.1 Targeted Recruitment
As previously discussed, the model of relying purely on affiliates to gain access while the ransomware groups code and sell the malware is common among cybercrime groups. This model can take many forms and may involve targeted recruitment by a ransomware group seeking to attack a particular organization. For example, in 2020, a Russian citizen flew to the US and initiated contact with an Uber employee he had met a year earlier, offering a $1 million bribe for the employee to either open a malicious email attachment or use an infected USB stick to gain access to Uber’s internal network and deliver a piece of ransomware. [2]
[bookmark: _Toc186470839]3.2 Vulnerabilities
Machines exposed to the internet are open to scanning by cybercriminal actors, whether they already know the address through an internal contact, are able to resolve the address of web servers, or actively search for specific machines or software using a technical search engine such as Shodan [3]. This contributes to an organization's attack surface, where any machines with vulnerabilities accessible from the web present an opportunity for threat actors to gain initial access, particularly if vulnerabilities such as privilege escalation or remote code execution are exploitable.
[bookmark: _Toc186470840]3.3 Compromised Accounts
Compromised accounts can vary in definition. For this report, we will discuss the approach of password spraying. This technique involves attackers using pairs of credentials (i.e., username and password) that were previously exposed in data breaches. The exact source of these credential pairs is typically the dark web, where many forums and marketplaces offer dumps from data breaches—sometimes for free, but often for the highest bidder, as seen in the case of the now-defunct Raid Forums [4] Sometimes, these data dumps may even originate from previous ransomware attacks.
By using password spraying and credential pairs, attackers create less noise than a traditional brute-force attack, but it is still considered to fall within the same category. It also generates numerous logs, which system administrators and security personnel can monitor for anomalies.
[bookmark: _Toc186470841]3.4 Social Engineering
Taking advantage of the weakest link—the human factor—attackers use manipulative techniques to gain information or assist other attack methods, such as phishing. Previously, the author of this report wrote about the concept of con games [5]. This illustrates how attackers exploit human responses to factors such as authority, consensus, scarcity, urgency, familiarity, and trust.
On its own, this is not a technical technique. However, when paired with a scenario where an attacker receives an MFA prompt after finding a valid pair of credentials, it becomes more effective. If the attacker has access to the employee's phone number, they may attempt to manipulate the employee into revealing the MFA code, thereby gaining access.
[bookmark: _Toc186470842]3.5 Previous infections
Threat actors often do not want to leave a system they have already compromised. Persistence is a key objective in the cybersecurity kill chain. Whether through a direct backdoor in code or software, or by implanting command and control infrastructure in the target network, an attacker will often maintain a presence even after achieving their objectives, allowing them to return at a later date and strike again. This is why activities such as threat hunting and regular evaluation of network or firewall logs are essential for maintaining a secure network.
[bookmark: _Toc186470843]3.6 Third Parties
Third parties also represent a key entry point, with many companies and enterprises deploying Software-as-a-Service (SaaS), Platform-as-a-Service (PaaS), or Infrastructure-as-a-Service (IaaS). These vendor relationships mean that the vendor will hold important data about their customers. Additionally, in some cases, vendors may have direct links into an enterprise network, such as with services like EDR (Endpoint Detection and Response), where a client is present on enterprise machines and connected to a controller in the cloud. This creates the potential for a compromised service provider to push out malicious code via an update. While this example may not be the most realistic, it can happen to any software supply chain.


[bookmark: _Toc186470844]4.0 Real World Examples
This section has been left out for purposes of university report and is left in as a template for the author’s blog.
[bookmark: _Toc186470845]5.0 Countermeasures
Combating ransomware from a blue team perspective remains, like most things in cybersecurity, a difficult task. It requires a multi-disciplinary approach, involving skilled security engineers and analysts who deploy and monitor infrastructure, as well as specialists who design and deliver effective security training to end users. The approach will vary depending on the company, its customers, and the industry in which it operates. However, it is possible to generalize the objectives of cybersecurity personnel into a few key points:
1. Document and understand the environment.
2. Recruit and continuously upskill personnel.
3. Maintain the environment through patches, updates and vulnerability management.
4. Deliver ongoing security training to end users.
5. Conduct penetration testing or adversary emulation exercises.
6. Document lessons learned from incidents and exercises and revisit the first step.
The above list is not exhaustive, but it provides a good starting point. The sections below expand upon both proactive and reactive measures that technical and business teams can take to maintain defences and prepare for a ransomware attack.
[bookmark: _Toc186470846]5.1 Procedures and Documentation
[bookmark: _Toc186470847]In relation to the first step, the environment consists of the network architecture, critical assets, and vulnerabilities that already exist within that environment's software, hardware, or firmware. Understanding your attack surface and implementing asset management is a critical step that must not be overlooked. This step is vital for detecting anomalies, prioritizing, and implementing effective security controls.
Building on the above, planning procedures and establishing a Computer Incident Response Team (CIRT) or outsourcing those responsibilities is an important proactive step to ensure that when incidents occur, there is a documented response that is immediate, thorough, and measured.
5.2 Backups
[bookmark: _Toc186470848]Ransomware seeks to undermine the availability of organizational and customer data, which, if successful, has a significant impact on operations and can affect the ability to meet agreed-upon Service Level Agreements (SLAs). To combat this threat, regular backups should be performed using appropriate schemes, such as the grandfather-father-son method, and tested to ensure that restoration can be done quickly and that personnel are comfortable with the process.
It is important to note that attackers who compromise a system and maintain a long dwell time may already be present in data backups. This means that when you restore the backup, they can easily redeploy any malware contained within it. For this reason, it’s crucial to use additional methods to reduce the dwell time of an attacker and minimize the likelihood of this occurring.
5.3 Security Training
[bookmark: _Toc186470849]Personnel are a critical part of any organisation, and it is vital to ensure they are aware of common concepts such as phishing, password security, and safe online practices. Providing them with the ability to recognise potentially malicious attempts to obtain information or unknown attachments/software with the purpose of causing harm through ongoing security awareness training is essential.
Often the most significant and insecure attack surface, it is up to security teams to ensure their users are well-educated, confident, and able to scrutinise, act appropriately, and report anything they feel could be malicious.
5.4 Network Segmentation
Network segmentation allows for the separation of different areas of the network, such as placing less critical departments on a different part of the network or implementing a demilitarized zone (DMZ) to separate internet-facing network elements from an organization’s internal network. Combined with the assumption that an attacker has already compromised the network (a component of a zero trust model), network segmentation, if implemented correctly, can greatly reduce the impact an attacker can have on critical network elements.
This technique serves to limit the spread of malware and makes it more difficult for an attacker to move around the network during the initial access phase. Ultimately, it requires more effort from the attacker, which presents a greater opportunity for analysts to detect anomalous behaviour early in the attack lifecycle.
[bookmark: _Toc186470850]5.5 Detection and Response
Reducing the dwell time of an attacker and responding to threats quickly is usually the role of a security analyst. By looking at telemetry received from security tools within the enterprise, it is their responsibility to identify and prioritize threats based on the alerts and information received.
Tools such as Endpoint Detection and Response (EDR) allow for continuous monitoring of endpoints such as laptops, computers, and mobile devices—a step up from traditional signature-based antivirus software [6]. EDR can aggregate logs and provide deeper insight and context into what is happening on a device, allowing security analysts to hunt threats and respond with speed and precision.
[bookmark: _Toc186470851]6.0 Conclusion
Ransomware remains a significant threat to organizations and, to a lesser extent, individuals. By practicing good cyber hygiene and understanding the threat, the cybercriminals who use ransomware to make money and cause damage to organizations can be defeated. However, it remains a challenging task and requires skilled security teams to effectively fight back.
This report has provided a high-level overview of the world of ransomware, from exploring the business model operated by cybercrime gangs to explaining why ransomware is such an effective business. It also investigates the TTPs of attackers and suggests potential countermeasures to prevent and limit the damage that a ransomware incident could cause to an organization.
As ransomware continues to evolve, security teams must stay up-to-date on current threats and techniques. Understanding the attacker is the first step toward outsmarting and defeating them, thereby protecting an organization and its customers from breaches and business downtime.
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