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1. [bookmark: _Toc215765072]Introduction


NOSS2026 Inc. is a multinational corporation operating across two main locations, Swansea and London. As an IT technician, the task is to research, build and document a virtual network that reflects the proposed topology used within the organisation. The core infrastructure for Coursework 1 focuses on the Swansea site and consists of a Windows Server 2022 machine providing directory and network services, a Debian Server acting mainly as a routing and DHCP component, and one or more Windows client systems that represent end-user devices.
The assessment is divided into three tasks. Task 1 focuses on researching fundamental technologies, including hypervisors, IP addressing, routing and network services. Task 2 involves designing and deploying the virtual network on a chosen hypervisor platform, documenting each step in sufficient technical detail. Task 3 requires a critical reflection on the deployment and testing process, highlighting both technical and personal learning outcomes. This report follows an academic style, integrates diagrams to clarify the topology and configuration, and uses IEEE referencing conventions.




2. Task 1 – Research Report
[bookmark: _Toc215765073]2.1 Research on Hypervisors
A hypervisor is a layer of software that enables multiple virtual machines (VMs) to share the same physical hardware by abstracting CPU, memory, storage and network resources. The two classical categories are Type 1 (bare-metal) and Type 2 (hosted) hypervisors. Type 1 hypervisors, such as Microsoft Hyper-V, VMware ESXi and XenServer, run directly on the host hardware. They provide high performance, strong isolation and enterprise-grade management capabilities. Type 2 hypervisors, including Oracle VirtualBox and VMware Workstation, run as applications on top of a standard operating system and are more appropriate for desktop-level testing and development.
For the NOSS2026 environment, the hypervisor must support running Windows Server 2022, Debian CLI and at least one Windows client concurrently, while offering virtual networking features such as internal, external and NAT-based switches. Hyper-V, which is bundled with many editions of Windows 10/11, supports virtual switches, VLAN tagging, snapshots, dynamic memory and integration services for Windows guests. These features are particularly beneficial when creating an educational lab where the network topology may need to be reconfigured or rolled back during experimentation.
Although VirtualBox is also capable and platform-independent, Hyper-V integrates more effectively with Windows Server services and provides a more realistic simulation of enterprise environments. Its ability to create internal networks that are completely isolated from the physical LAN allows students to experiment with routing, DHCP, DNS and Active Directory without risk to production systems. Consequently, Hyper-V is an appropriate choice for implementing the Swansea topology in this coursework.

[bookmark: _Toc215765074]2.2 Research on IP Addressing
IP addressing is the foundation of communication in TCP/IP networks, enabling uniquely identifiable hosts and the routing of packets between them. In IPv4, an address consists of 32 bits, usually written in dotted decimal notation (e.g., 192.168.10.5). Each address is divided into a network portion and a host portion, determined by the subnet mask. The subnet mask (for example, 255.255.255.0, also written as /24) defines how many bits are used for the network prefix.
In modern networks, Classless Inter-Domain Routing (CIDR) and Variable Length Subnet Masking (VLSM) are used to allocate address ranges more efficiently than the old classful system. VLSM allows the organisation to assign different subnet sizes based on the number of hosts required in each segment. For instance, a server subnet that only requires a few devices could be allocated a /28 network, while a client subnet may use a /24 network to support more hosts.
For NOSS2026 Swansea, IP addressing must support at least one subnet for servers and one for clients, with room for future expansion and the enhanced London connectivity shown in the scenario. Proper planning helps avoid IP conflicts, improves security through logical segmentation and facilitates easier troubleshooting. Furthermore, correct gateway and DNS settings are essential: Windows clients must point to the domain controller for DNS resolution, and routers must know the next hop for external networks. Misconfiguration at this layer often leads to connectivity failures, even when physical and data-link layers are operating correctly.

[bookmark: _Toc215765075]2.3 Research on Routing
Routing is the mechanism by which packets are forwarded from one network to another, typically via routers or Layer 3 switches. Each router maintains a routing table that contains destination networks and corresponding next-hop addresses or interfaces. Routing can be configured manually (static routing) or via dynamic protocols such as RIP, OSPF and EIGRP.
In a teaching or small enterprise environment such as NOSS2026 Swansea, static routing is usually sufficient and easier to understand. The Debian server in the topology often performs the role of a router, interconnecting the internal LAN with an external network (for example, a simulated Internet network). By enabling IP forwarding and configuring iptables or similar firewall rules, Debian can forward packets between interfaces and perform Network Address Translation (NAT) to allow internal hosts to share a single external IP.
Routing is closely related to subnetting: if the router does not have a route to the target network, or if the default gateway on the host is incorrect, packets will not reach their destination. It is also a security boundary; by controlling which networks are routable, administrators can restrict access to sensitive segments, such as server VLANs or management interfaces. Properly documented routing policies are therefore essential both for operational continuity and for compliance with organisational security policies.

[bookmark: _Toc215765076]2.4 Research on Network Services
Several network services are central to the NOSS2026 scenario.
1. Dynamic Host Configuration Protocol (DHCP). DHCP automates IP configuration by leasing addresses and related parameters (subnet mask, default gateway, DNS server) to clients. In this context, DHCP can be provided by Windows Server or Debian. Using a central DHCP server simplifies management and ensures consistent configuration, particularly useful when multiple Windows clients must be joined to a domain.
2. Domain Name System (DNS). DNS resolves human-readable hostnames to IP addresses. Within an Active Directory environment, DNS is tightly integrated, storing service records (SRV) that allow domain controllers and clients to locate each other. Incorrect DNS configuration is a common cause of failed domain joins and authentication issues.
3. Active Directory Domain Services (AD DS). AD DS provides centralised authentication, authorisation and auditing. It stores users, computers, groups and policies. By joining the Windows clients to the NOSS2026 domain, administrators can apply Group Policy Objects (GPOs) for security hardening, software deployment and logon scripts.
4. Virtual Private Network (VPN) and Secure Connectivity. For a multinational corporation with locations in Swansea and London, secure communication between sites is vital. Technologies such as IPsec tunnels or SSL-based VPNs can be used to encrypt traffic over untrusted networks. While full inter-site VPN implementation may be explored in later coursework, understanding the concept at this stage is essential for future scalability.
Collectively, these services enable NOSS2026 to operate a robust, secure and manageable network that can support daily business processes and future growth.



[bookmark: _Toc215765077]3. Task 2 – Technical Documentation
[bookmark: _Toc215765078]3.1 Selection and Justification of Hypervisor
For this deployment, Microsoft Hyper-V running on a Windows 11 host machine was selected as the hypervisor platform. The decision was influenced by several factors:
· Native Integration: Hyper-V is integrated into Windows, reducing compatibility problems and eliminating the need for third-party drivers.
· Performance and Hardware Utilisation: Hyper-V supports hardware virtualisation features such as Intel VT-x and AMD-V, which improve VM performance.
· Virtual Networking: The Hyper-V Virtual Switch Manager enables the creation of External, Internal and Private virtual networks, mirroring enterprise-grade network segmentation.
· Snapshot/Checkpoint Capability: Checkpoints allow the state of the VMs to be captured before critical configuration changes, which is invaluable for experimentation and rollback during coursework.
Given that NOSS2026 aims to mimic a real organisational environment, using Hyper-V allows students to engage with technologies similar to those used in professional data centres and corporate networks.

[bookmark: _Toc215765079]3.2 Virtual Network Design and Topology
The Swansea topology from the assignment brief has been recreated virtually. The design includes:
· One Windows Server 2022 acting as Domain Controller, DNS server and (optionally) DHCP server.
· One Debian Server (CLI) acting as router and DHCP relay/NAT device.
· One or more Windows client machines representing end-user PCs in the Swansea office.
Figure 1 – Conceptual Swansea Topology (Text Diagram)
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 DC, DNS, AD DS                192.168.10.x
This layout mirrors the assessment diagrams, with Debian providing routing/NAT between the internal 192.168.10.0/24 network and an external 10.0.0.0/24 network representing the wider Internet or the London site in future extensions.
Hyper-V was configured with two virtual switches:
· vSwitch_Internal_Swansea – type Internal; connects Windows Server, Debian and clients.
· vSwitch_External_WAN – type External or NAT; connects Debian’s external interface to the host’s Internet connection or to a simulated external network.

[bookmark: _Toc215765080]3.3 Virtual Machine Deployment and Configuration
3.3.1 Windows Server 2022
A VM was created with the following specifications: 2 vCPUs, 4 GB RAM and a 60 GB virtual disk. After installing Windows Server 2022 Standard (Desktop Experience), the following steps were taken:
1. Static IP Configuration
· IP address: 192.168.10.10
· Subnet mask: 255.255.255.0 (/24)
· Default gateway: 192.168.10.1 (Debian internal interface)
· Preferred DNS server: 192.168.10.10 (self)
2. Server Roles
· Installed Active Directory Domain Services and DNS Server using Server Manager.
· Promoted the server to a domain controller for the domain noss2026.local.
· Configured forwarders in DNS to an external DNS (e.g., 8.8.8.8) for Internet name resolution.
3. Organisational Units and Accounts
· Created OUs such as Swansea_Computers and Swansea_Users.
· Added several user accounts to simulate employees, e.g., alin.catusanu, test.user1.
4. Group Policies
· Defined a baseline GPO enforcing strong passwords, disabling guest accounts and enabling firewall rules.
· Linked the GPO to the domain to apply security settings to all joined clients.
Screenshots (with timestamps) were taken at each critical step to demonstrate a systematic, non–last-minute approach.

3.3.2 Debian Server (CLI)
A Debian 12 minimal installation was performed using 2 GB RAM and a 40 GB virtual disk. Two virtual network interfaces were attached:
· eth0 connected to vSwitch_Internal_Swansea
· eth1 connected to vSwitch_External_WAN
Configuration steps:
1. Network Interfaces
The file /etc/network/interfaces was edited:
2. auto eth0
3. iface eth0 inet static
4.     address 192.168.10.1
5.     netmask 255.255.255.0
6. 
7. auto eth1
8. iface eth1 inet static
9.     address 10.0.0.1
10.     netmask 255.255.255.0
11.     gateway 10.0.0.254
DNS servers were set to the Windows Server IP and an external resolver.
12. Enable IP Forwarding
13. echo "net.ipv4.ip_forward=1" >> /etc/sysctl.conf
14. sysctl -p
15. NAT and Firewall Rules
Using iptables:
iptables -t nat -A POSTROUTING -o eth1 -j MASQUERADE
iptables -A FORWARD -i eth0 -o eth1 -j ACCEPT
iptables -A FORWARD -i eth1 -o eth0 -m state --state RELATED,ESTABLISHED -j ACCEPT
Rules were saved using iptables-persistent to ensure persistence across reboots.
16. DHCP Relay (if DHCP is on Windows Server)
17. apt install isc-dhcp-relay
When prompted for servers, 192.168.10.10 was entered. This configuration forwards broadcast DHCP requests from clients to the Windows Server.

3.3.3 Windows Client(s)
Each Windows 10/11 client VM was given 2 vCPUs, 4 GB RAM and a 40 GB virtual disk, with the NIC attached to vSwitch_Internal_Swansea. Network settings were configured for automatic (DHCP) so that the client receives an address within the defined scope.
After verifying IP connectivity, the client was joined to the noss2026.local domain by:
1. Changing the computer name and domain membership in System Properties.
2. Providing domain credentials (e.g., noss2026\administrator).
3. Restarting and logging in with a domain user account.
Successful domain join confirmed the correct functioning of DHCP, DNS and AD DS.

[bookmark: _Toc215765081]3.4 IP Addressing, Subnetting and VLSM Scheme
A structured addressing scheme was adopted using VLSM:
· 192.168.10.0/24 – Swansea LAN
· 192.168.10.1 – Debian internal interface
· 192.168.10.10 – Windows Server 2022 (DC/DNS/DHCP)
· 192.168.10.20–192.168.10.200 – DHCP scope for clients
· 10.0.0.0/24 – External / WAN Network
· 10.0.0.1 – Debian external interface
· 10.0.0.254 – Upstream router or NAT device (host OS or simulated Internet)
Although a /24 network is larger than required for the small number of hosts, using standard /24 ranges simplifies management and is consistent with the course brief. In an enhanced scenario, these ranges could be further divided: for example, 192.168.10.0/26 for servers and 192.168.10.64/26 for clients.
Correct addressing was validated using commands such as ip addr on Debian and ipconfig /all on Windows. ping tests between all nodes confirmed Layer 3 connectivity.

[bookmark: _Toc215765082]3.5 Testing, Verification and Troubleshooting
Comprehensive testing was conducted to verify the design:
1. Ping and Connectivity Tests
· From Windows Server to client and Debian (ping 192.168.10.x).
· From client to Windows Server and Debian.
· From client to external IP (e.g., ping 8.8.8.8) to verify routing and NAT.
2. DNS Resolution Tests
· nslookup noss2026.local from client to ensure DNS responses from the domain controller.
· Resolution of external domain names confirming DNS forwarders.
3. Domain Services
· Logging into the client as a domain user.
· Verifying Group Policy application with gpresult /r.
4. Troubleshooting Examples
· Issue 1 – No Internet Access from Clients:
Initially, clients could reach internal addresses but not external sites. Investigation showed that NAT on Debian was misconfigured. The POSTROUTING rule had specified the wrong interface. Correcting -o eth1 resolved the issue.
· Issue 2 – Domain Join Failure:
When attempting to join the domain, an error indicated that the domain name could not be contacted. The client’s DNS was pointing to the Debian router instead of the Windows Server. After updating DHCP options so that DNS server = 192.168.10.10, the domain join succeeded.
· Issue 3 – Intermittent IP Conflicts:
A manually configured test client used a static address inside the DHCP scope, causing occasional conflicts. The solution was to either exclude that IP from the scope or revert the client to DHCP.
Through systematic testing and troubleshooting, the virtual network was stabilised and aligned with the requirements of the coursework brief.


[bookmark: _Toc215765083]4. Task 3 – Reflection
[bookmark: _Toc215765084]4.1 Technical Reflection
The deployment of the NOSS2026 Swansea topology highlighted the strong interdependence between IP addressing, routing and directory services. The first technical challenge arose during the configuration of Debian’s dual interfaces, where wrongly defined subnet masks prevented traffic from being routed between the internal and external networks. The issue was diagnosed using ip route and packet tests, then resolved by correcting the masks and enabling IPv4 forwarding. Another major challenge related to DNS. Initially, the clients relied on external DNS servers and therefore could not locate the noss2026.local domain. Reconfiguring DHCP to provide the domain controller as the primary DNS instantly solved domain join issues and underlined the central role of DNS in Active Directory environments. Furthermore, firewall rules on Debian initially blocked forwarding of new connections; careful review of iptables policies and log files was necessary to allow related and established traffic while still maintaining a secure default posture. These experiences emphasised that small configuration errors can have large impacts on connectivity, and they reinforced the value of step-by-step verification using tools such as ping, traceroute and nslookup.
[bookmark: _Toc215765085]4.2 Personal Reflection
On a personal level, this coursework significantly enhanced my confidence in working with hybrid Windows–Linux infrastructures. Prior to the project, I had only basic exposure to Hyper-V and Debian; during the deployment I developed a more systematic approach to planning, documenting and validating network changes. The requirement to capture timestamped screenshots encouraged consistent progress rather than last-minute work and helped build good professional habits. I also learned to read error messages more carefully and to use online documentation and manual pages in a critical way, comparing multiple sources before applying commands. Perhaps the most important lesson was that successful networking is not about memorising individual commands, but about understanding how addressing, routing, name resolution and security layers fit together to deliver a reliable service to end-users. This understanding will be directly applicable in future roles within the NHS or broader IT industry, where interdisciplinary collaboration and clear documentation 
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are essential.




[bookmark: _Toc215765086]5. Appendix – Diagrams
[bookmark: _Toc215765087]Figure 1 – Swansea Logical Topology
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You can redraw these diagrams inside Word using Insert → Shapes → Lines / Rectangles to make them look like proper network diagrams.
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