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1. [bookmark: _Toc240014380]Introduction

[bookmark: _Toc240014381]Industrial Context and Organisational Background
Creditsafe is a global credit referencing and financial intelligence agency, headquartered in Dublin, with 26 offices worldwide and two engineering centres, one in Cardiff and one in India. The organisation provides proactive monitoring and forecasting services to corporate clients, with the ability to forecast insolvency in approximately 70% of cases up to 12 months in advance. Technology infrastructure and endpoint management for all global operations are centralised under Cardiff Engineering, which serves as the sole IT Service Provider for the organisation. 

As a Security Engineer at Creditsafe, with a total of 4 years in role, and an additional 3.5 in the Security Operations Centre and the Second Line Service Desk, the researcher has direct involvement in vulnerability assessment, control review, and change management evaluation across the organisation. This embedded role provides both the credibility and access required to undertake this research, with approved access to two representative Windows 11 devices: the researcher’s production laptop and a designated test device configured with minimal permissions consistent with a new starter security profile. 

[bookmark: _Toc240014382]Commercial Rationale and Market Position
Cyber Essentials (CE) v3.3 certification has become a significant competitive and contractual gate in the financial services and fintech sectors. Creditsafe currently holds multiple security certifications – ISO 23001, ISO27001, PCI-DSS and SOC2 Type2 – alongside attestations of compliance in DORA, GDPR and NIS2. A further Environmental Social Responsibility Certification has been achieved in the form of a Silver Rating from EcoVadis for sustainability efforts amongst others. However, the CE Certification is not yet held. The United Kingdom sales entity identified CE v3.3 as a contractual requirement to unlock access to approximately £14 Million in anticipated new business contracts across multiple smaller engagements, as well as enabling the company to offer services for certain public sector contracts. This forecast, derived from internal conversations with the UK Senior Sales Team, is commercially driven but also positions the organisation favourably for aligned certifications in other jurisdictions with similar security compliance mandates. 
CE functions similarly to ISO27001 and SOC2 Type2 in certification scope but offers distinct contractual value; verified controls reduce the administrative burden of responding to legally binding requests for information (RFIs) during tender processes/third party onboarding and demonstrates formal commitment to an established IT Security Standard. The 2027 application deadline creates commercial urgency, compounded by the risk that the CE scheme itself may evolve within a 24-month lifecycle, particularly given emerging advances in AI and large language model risks. 

[bookmark: _Toc240014383]Technical Problem: Framework Synthesis and Hybrid Endpoint Management
Creditsafe manages approximately 1500 Windows 11 devices globally, all built on and managed through Microsoft Intune, operating within a hybrid on-premises Active Directory and cloud-manged configuration state. Intune policy takes precedence in conflict scenarios, and the organisation anticipates remaining in this hybrid management posture long-term rather than transitioning to cloud-only. Approximately 150 Macbooks are present on the estate but are addressed through a separate compliance phase and fall outside the scope of this research. 

The technical challenge arises from the absence of an integrated guidance document that reconciles Cyber Essentials v3.3 requirements with CIS Microsoft Windows 11 Benchmarks, Microsoft's own Security Baseline, and NCSC guidance. While the CIS Benchmark subscription will not be funded until January 2027, Creditsafe's current Windows 11 build achieved 72% CIS compliance approximately two years ago using an Intune-managed baseline with BitLocker encryption. However, no formal re-assessment has been conducted, and the framework landscape has evolved. The hybrid nature of endpoint management—where policy enforcement occurs via Intune, but on-premises Group Policy objects remain in place—introduces a secondary technical problem: determining which controls are equivalently enforceable in each mechanism and where parity gaps exist.

[bookmark: _Toc240014384]Research Aims and Objectives
The aim of this research is to identify and implement a viable, culturally acceptable hardening baseline aligned to NCSC Cyber Essentials v3.3, reconciling requirements across multiple frameworks (CE, CIS Benchmarks, Microsoft Security Baseline) and delivering a unified configuration strategy for Windows 11 endpoints via Microsoft Intune.

Four objectives structure the research:
	Objective
	Description

	Identify current compliance state
	Utilising automated baseline scanning (using HardeningKitty, an opensource alternative to CIS-CAT) on representative test devices, establishing a quantified starting posture against CE Pillar requirements. 

	Reconcile CE v3.3, CIS Controls and Microsoft Security Baseline.
	Creating a unified conflict-detection mapping tool that normalises controls across frameworks, classifies conflicts (contradictory, redundant or complementary) and identifies gaps in GPO versus Intune enforcement parity. 

	Design and export a unified baseline 
	This will satisfy CE requirements using CIS as the technical starting point, generating dual outputs: a Group Policy Backup (LGPO-compatible for documentation and an Intune configuration artifact suitable for production deployment.

	Validate the hardened baseline
	Using two representative Windows 11 devices through before and after compliance scanning, identifying which CE requirements remain unmet and documenting the strategic and technical rationale for any residual gaps


[bookmark: _Toc240014427]Table 1: Objectives

[bookmark: _Toc240014385]Research Outputs and Scope
This research produces three core artefacts:
· Conflict Detection Baseline Mapping Tool
· Dual Export Hardened Baseline
· Laboratory Validation Report
A conflict-detection baseline mapping tool that normalises CE, CIS, and Microsoft requirements into a common schema; a dual-export hardened baseline capturing both GPO and Intune configuration states with documented parity gaps; and a laboratory validation report with HardeningKitty scans and gap analysis showing compliance improvement and residual risks.
The project scope is deliberately bounded: it addresses Windows 11 endpoints only; does not include organisation-wide rollout planning, user impact assessment, or deployment change management; and operates within laboratory and pilot validation constraints rather than production- scale implementation. This research forms a precursor gap analysis to the final-year implementation and evaluation project. 





[bookmark: _Toc240014386]2. Background to the Proposed Research
[bookmark: _Toc240014387]Primary Standards and Frameworks
Cyber Essentials v3.3 is the current NCSC standard for endpoint and organisational security compliance, requiring demonstration of foundational controls across five pillars: boundary firewalls and internet gateways, secure configuration, access control, malware protection, and patch management. Unlike broader organisational frameworks such as ISO/IEC 27001 or SOC 2 Type 2 attestations, CE v3.3 prescribes targeted technical hardening of endpoint devices, making it particularly relevant for organisations managing large distributed Windows estates [1] . The CIS Microsoft Windows 11 Benchmarks provide complementary technical depth, offering approximately 250+ granular hardening controls organised into Level 1 (foundational, designed for broad applicability) and Level 2 (advanced hardening, acceptable for security-sensitive environments). The benchmarks represent industry consensus hardening practices validated across peer-reviewed implementations [2]. Microsoft's own Security Baseline and NCSC Device Security Guidance offer vendor-specific and government-endorsed approaches, respectively, yet no single authoritative source reconciles these four frameworks into a unified policy for hybrid endpoint management contexts.

[bookmark: _Toc240014388]Academic and Organisational Literature
Peer-reviewed literature addressing cybersecurity compliance in small and medium-sized enterprises (SMEs) identifies consistent implementation challenges: organisations struggle to translate abstract compliance requirements (such as CE v3.3 Pillars) into concrete technical controls [3] [4]. Research on organisational compliance frameworks reveals that policy-to-practice gaps emerge particularly in hybrid IT environments where cloud and on-premises management mechanisms coexist [5] [6]. The literature acknowledges that endpoint hardening frameworks (such as CIS Benchmarks) are technically sound but often conflict operationally when deployed across multiple policy enforcement mechanisms, yet empirical guidance on resolving such conflicts in real organisational contexts remains sparse [6]. Studies examining SME cybersecurity adoption highlight that compliance frameworks are perceived as valuable, but that implementation is hindered by resource constraints and the absence of practical, integrated guidance documents [7]. This gap is particularly acute for CE v3.3 specifically, as the standard is relatively recent and academic literature on adoption strategies is limited.

[bookmark: _Toc240014389]Vendor Guidance and Technical Approaches
Microsoft's Intune hardening baselines provide cloud-native policy templates that align partially with CIS Level 1 controls, though with acknowledged gaps in advanced hardening scenarios [8]. The official CIS Controls v8.1 mapping to NCSC Cyber Essentials v3.2 establishes a crosswalk between control frameworks but does not address the technical implementation parity problem: which CE requirements are enforced equivalently through Group Policy versus Intune configuration, and where enforcement gaps exist [9]. NCSC Device Security Guidance extends beyond CE v3.3 with optional hardening recommendations that are not strictly required for certification but enhance the overall posture [10]. The absence of a coherent integration guide covering CE v3.3, CIS Benchmarks, Microsoft Security Baseline, and NCSC guidance simultaneously represents a documented gap in the vendor and standards literature.
[bookmark: _Toc240014390]Practitioner and Certification Literature
Cyber Essentials Plus auditor guidance (as documented in CIS Pro and IASME materials) indicates that endpoint assessments test approximately 418 granular controls across configuration categories; organisations frequently encounter ambiguity when attempting to map audit requirements to available policy enforcement mechanisms [11] [12]. The IASME scheme evolution (April 2026 update) introduces emerging requirements around artificial intelligence and advanced threat vectors, signalling that CE will continue to evolve and require regular baseline updates [13]. Creditsafe's existing certifications (ISO 23001, ISO 27001, PCI DSS, SOC 2 Type 2, DORA, GDPR, NIS2 compliance, and EcoVadis Silver rating) demonstrate organisational maturity in compliance but also reveal that prior implementation of broad compliance regimes does not automatically resolve the specific technical challenge of Windows endpoint hardening aligned to CE.

[bookmark: _Toc240014391]Research Gap and Rationale
The literature establishes that endpoint hardening is feasible, that CE certification is valuable, and that framework conflicts create implementation friction. However, no empirically grounded study reconciles CE v3.3, CIS, Microsoft, and NCSC requirements into a unified, conflict-annotated baseline applicable to hybrid Intune+Group Policy environments. This project addresses that gap through original contribution: a normalised mapping tool that identifies which CE controls are achievable through each policy mechanism and where technical parity cannot be achieved. By grounding the research in a real organisational context (Creditsafe's Windows 11 estate) and validating the baseline in a representative lab environment, this work bridges the theory-practice divide documented in the compliance literature and positions a larger-scale rollout and longitudinal evaluation in the final-year research project.



[bookmark: _Toc240014392]3. Aim & Objectives
[bookmark: _Toc240014393]Research Aim
The aim of this research is to identify and implement a viable, culturally acceptable hardening baseline aligned to NCSC Cyber Essentials v3.3, reconciling requirements across multiple frameworks (CE, CIS Benchmarks, Microsoft Security Baseline) and delivering a unified configuration strategy for Windows 11 endpoints via Microsoft Intune. This research bridges the theory-practice gap identified in Section 2 by producing an empirically grounded mapping tool that normalises controls across frameworks and identifies which CE requirements are achievable through hybrid Intune and Group Policy mechanisms within Creditsafe's operational constraints.

[bookmark: _Toc240014394]Research Objectives
To achieve this aim, four specific objectives structure the research:

[bookmark: _Toc240014395]Objective 1 : Identify Current Compliance State
Establish a quantified baseline of Windows 11 endpoint compliance against NCSC CE v3.3 (Danzell) requirements using automated scanning tools on two representative test devices. This objective delivers a before-state compliance score against CE Pillars and establishes the starting posture against which successes will be measured. 

[bookmark: _Toc240014396]Objective 2 : Reconcile Framework Requirements
Develop a unified conflict-detection mapping tool that normalises Cyber Essentials v3.3 Controls, Microsoft Security Baseline and NCSC Device Security Guidance into a single reference schema. The tool will classify conflicts (contradictory, redundant and complementary) and identify which CE Controls are enforced equivalently through Group Policy vs Intune Policy Configuration, where enforcement gaps exist, and which controls cannot be achieved within hybrid management constraints. 

[bookmark: _Toc240014397]Objective 3: Design and Export Unified Baseline
Create and export a hardened baseline configuration satisfying CE v3.3 requirements that generates dual outputs suitable for documentation and deployment; a Group Policy backup (LGPO-Compatible format) providing version-controllable governance evidence and an Intune configuration artifact capturing settings achievable through cloud-native policy mechanisms. 

[bookmark: _Toc240014398]Objective 4: Validate Hardened Baseline
Deploy the hardened baseline on two representative Windows 11 test devices and re-scan using available tooling to measure compliance improvements against the before-state. Document which CE requirements remain unmet after hardening, the strategic or technical rationale for residual gaps, and coverage metrics against success criteria. 

[bookmark: _Toc240014399]Success Criteria
Success for this research is defined by achievement across five dimensions:
1) Control Coverage: => 90% of NCSC CE v3.3 controls are mapped to specific CIS Benchmark requirements, Microsoft Baseline settings, and NCSC guidance with documented relationships and conflicts identified. 
2) Compliance Improvement: Measurable improvement in endpoint hardening across two test devices, with compliance rising from the baseline (estimated 32-38% HardeningKitty based on prior assessments) to => 58-62% after implementation of hardened baseline. 
3) Artefact Delivery: Three primary deliverables are completed: 
a. Conflict-detection mapping tool normalising frameworks
b. Dual-Export Baseline (GPO backup + Intune Configuration)
c. Lab Validation report with before/after scans and gap analysis
4) Artefact Traceability: Each delivered artefact is linked to specific CE Pillars below which will enable audit traceability:
a. Firewalls 
b. Secure configuration 
c. Access controls 
d. Malware protection
e. Patch Management
5) Timeline Achievement: All research phases complete within project timeline constraints (baseline by week 2, mapping by week 4, design by week 6, validation by Week 8, documentation by week 10). Enabling submission of findings as per module deadlines.

[bookmark: _Toc240014400]Project Scope and Boundaries

	In Scope

	· Windows 11 Endpoints only (all 1500 devices globally managed via Intune)
· Hybrid Intune + Active Directory configuration (production environment)
· CE v3.3 framework reconciliation with CIS Benchmarks, Microsoft Security Baseline, NCSC Guidance
· Lab and pilot validation using two representative test devices. 
· Control enforcement parity between Group Policy and Intune mechanisms
· Gap identification for controls unachievable within organisational constraints

	Out of Scope

	· Organisation-wide rollout planning or change management
· macOS Endpoint authentication implementation (outside CE v3.3 scope for this phase)
· Production deployment or user impact assessment  



[bookmark: _Toc240014428]Table 2: Project Scope
This bounded scope reflects realistic constraints on resources and timeline while positioning research findings as a precursor to the final-year implementation and evaluation project, in which large scale rollout, user adoption and ongoing compliance monitoring will be undertaken. 


[bookmark: _Toc240014401]4. Methodology

[bookmark: _Toc240014402]4.1 Research Methodology
This research employs a positivist research philosophy grounded in objective measurements of compliance gaps, combined with a deductive approach to test whether Cyber Essentials v3.3 controls can be meaningfully mapped to CIS Benchmarks and deployed via Intune. The methodology integrates four research strategies—literature review, gap analysis, baseline design, and laboratory validation—to generate both evidence of current compliance state and practical artefacts (hardened configuration and mapping framework) that bridge theory and organisational implementation.

[bookmark: _Toc240014403]4.1.1 Philosophy
The research adopts a primarily positivist stance, treating compliance gaps as objective, measurable states: a security control is either deployed in a security control is either deployed in a system, or it is not, and this state can be quantified by its ability to be reproduced. Scanning tools provides objective scores across granular controls; the pass/fail result does not depend on the researcher’s interpretation. This objectivity is essential for building confidence in the gap analysis findings and for enabling other researchers or organisations to validate the same baseline using identical tooling. 

However, the research acknowledges critical limitations of pure positivism. HardeningKitty measures configuration state not security outcomes – a control may pass the scan yet fail under adversarial conditions if poorly implemented or conflicting with operational workflows. Consequently, the research incorporates a secondary critical layer; in the Validity and Risks sections findings are contextualised within the Creditsafe environment as a mid-size UK FinTech business utilising a hybrid Intune/Active Directory Infrastructure. The technical solution (Hardened Baseline) is presented as necessary but not sufficient for sustainable CE certification; organisational factors (stakeholder buy-in, cultural acceptance of security controls, managed change process) shape the real-world success of this project. 

[bookmark: _Toc240014404]4.1.2 Approach
The research follows a deductive logic chain: 
[bookmark: _Toc240014426]Figure 1: Deductive Logic Chain
Theory – CE v3.3 mandates specific security controls
Hypothesis – Creditsafe’s current Intune configuration is missing controls to satisfy CE
Test – Scanning Tooling to generate baseline scan and create gap analysis
Gap Identification – Controls not created/deployed
Design – Intune Hardening Policy
Re-Test – Validation scans to confirm improvement
Conclusion – Gap Closed and CE Requirement satisfied

This deductive structure ensures findings are tethered to CE requirements throughout. If a conflict emerges between CIS Benchmark guidance and CE requirements during design, the conflict is documented, risk-accepted or remediated in consultation with Creditsafe’s Security and Corporate Solutions teams and recorded in the methodology appendix for transparency. 






[bookmark: _Toc240014405]4.1.3 Strategies
4.1.3.1 Literature Review (Justification of Research Strategies)
The literature review establishes two elements:
· The gap in published research on CE adoption and endpoint hardening, particularly for Small to Medium sized Enterprise.
· Justification for selecting CE, CIS Benchmarks and Microsoft security baselines as the primary frameworks for analysis. A multivocal literature review approach integrates four source tiers:
· Primary Sources: 
· NCSC Cyber Essentials v3.3 specifications (Danzell)
· CIS Benchmarks for Windows 11 Intune
· CIS Controls v.8.1 > CE Mapping(official) 
· Microsoft Security baseline and Intune hardening guidance
· Academic Literature:
· Peer reviewed research on SME cybersecurity compliance, organisational implementation challenges, and the CE-to-Practice gap
· Vendor/Practitioner Literature:
· Microsoft Learn documentation
· Creditsafe’s prior ISO/SOC2 compliance work
· NCSC Device Security Guidance
· Grey literature
· CE Plus audit guidance
· IASME scheme updates
This multi-tier approach recognises that peer reviewed CE literature is genuinely sparse: industry standards and vendor documentation contain the bulk of actionable technical guidance.
 
4.1.3.2 Gap Analysis
The gap analysis uses HardeningKitty as the primary scanning tool, producing a baseline compliance score across CIS Benchmarks L1 and L2 controls. The baseline (September 2026) showed 38% compliance across both devices; this is not a degradation from prior CIS-CAT Pro scanning (72%, 2024) but reflects a measurement depth difference (418 granular controls vs. seven broad domains).

The research contribution lies in mapping HardeningKitty control results to Cyber Essentials v3.3 pillars and CIS Benchmark IDs. Rather than reporting raw compliance percentages, the analysis identifies which of the five CE v3.3 pillars (User, Policy, User Rights, Other, Policies) have adequate control coverage (≥75% deployed) and which require hardening. This pillar-centric framing directly addresses CE requirements rather than generic compliance scores.


4.1.3.3 Design and Validation
Hardening configuration is designed using Intune Settings Catalogue and Configuration Profiles, exported via Microsoft Graph API as JSON for reproducibility and version control. Validation occurs in two phases:
1)  Laboratory validation (PoC): Deploy hardened policies to a test laptop, wait 24–48 hours for policy convergence, re-scan with HardeningKitty, and document compliance improvement.
2) Production validation (ongoing): Deploy policies to a second production device monthly, collect HardeningKitty scans to track stability and improvement trajectory.
Both devices are representative production laptops, not lab VMs, ensuring findings reflect real-world Intune and Active Directory hybrid behaviour.


[bookmark: _Toc240014406]4.1.4 Risks & Limitations
The primary risk to project success is organisational adoption resistance; hardened policies may conflict with operational workflows (e.g., UAC elevation restrictions blocking administrative tools, AppLocker policies preventing legacy line-of-business applications, Credential Guard interfering with legacy authentication methods), potentially delaying rollout or forcing control compromise. This is mitigated through staged deployment to two test devices, close liaison with Creditsafe's security and infrastructure teams, and documented risk acceptance for any conflicts identified. A secondary risk is tool unavailability; if HardeningKitty maintenance is discontinued, CIS-CAT Pro (subject to budget approval in 2027) provides an alternative scanning baseline.
The research is limited to two representative Windows 11 laptops in a hybrid Intune and Active Directory environment; findings are not generalisable to cloud-native, on-premises-only, or non-UK regulatory contexts. The scope is fixed at the pilot phase; any company-wide rollout or policy refinement based on larger cohorts falls outside this project and would require separate approval and resource planning. The research assumes that Intune Settings Catalogue will continue to be available and supported by Microsoft throughout the project period. If the project faces tool unavailability, CIS-CAT Pro (when approved) serves as a fallback. Any escalation to larger device cohorts (10–20 devices for batch testing, then company-wide rollout) is explicitly outside this research proposal and falls within the final-year individual project (April 2027 onward).

[bookmark: _Toc240014407]4.1 5 Ethical Issues
The research focuses on technical configuration and does not involve human subjects or organisational culture research. Ethics approval has been sought and no issues are anticipated. Confidentiality is maintained via device anonymisation (with service account redaction). Creditsafe's organisational context is named transparently. Scope is limited to two production devices (pilot/PoC phase); any future rollout to 10+ devices will follow managed change processes and require separate approval. The research artefacts (hardened configuration, mapping framework) are designed to be reversible; baseline configuration can be restored within 90 minutes if needed.

[bookmark: _Toc240014408]4.1.6 Validity, Reliability and Generalisability
4.1.6.1 Validity
Does this research measure what it claims? HardeningKitty objectively measures CIS Benchmark L1/L2 control configuration state, which maps to CE requirements. The validity concern is that configuration state does not guarantee operational security; controls may be deployed but poorly implemented. This is addressed by manual verification of High/Medium severity items and by grounding findings in Creditsafe's real operational context

.4.1.6.2 Reliability
HardeningKitty is reproducible; running the same scan on the same device will yield consistent results. When CIS-CAT Pro is approved (2027 budget), a re-baseline will validate whether HardeningKitty's results align with a commercial tool, addressing reliability concerns between tools.

4.1.6.3 Generalisability
Findings apply specifically to mid-sized UK organisations with Intune and Active Directory hybrid infrastructure implementing CE v3.3, particularly those with accumulated technical debt in endpoint configuration. Results are not generalisable to purely cloud-native identity systems, on-premises AD-only environments, or non-UK regulatory contexts, but the mapping methodology (framework reconciliation) is portable to analogous certification schemes (e.g., Australian Cyber Security Centre Essential Eight).

[bookmark: _Toc240014409]4.1.7 Data Evaluation Methods
4.1.7.1 Data Collection
HardeningKitty Scans: Both devices are scanned monthly, producing CSV output to enable automated comparison across time periods. Each scan records pass/fail status for 418 L1/L2 controls.
Intune Configuration Exports: Beginning (baseline, pre-hardening) and end (post-hardening) configuration snapshots are exported via Microsoft Graph API as JSON, enabling precise documentation of changes made.
Manual Verification: High and Medium severity items flagged by HardeningKitty or CIS Benchmarks are spot-checked by hand, with results documented in the appendix. This hybrid approach balances automated scalability with human validation for critical controls.
Data Storage and Confidentiality: All data is stored within Creditsafe's corporate OneDrive. Device naming (cs-laptop-xxxx) is non-identifying and requires no anonymisation. If administrator-level credentials or service accounts appear in reports, they are redacted prior to appendix inclusion. Creditsafe's organisational name is retained throughout the dissertation for clarity.




4.1.7.2 Data Evaluation
Compliance scores are calculated as simple pass/fail counts per control, aggregated into Cyber Essentials v3.3 pillars. The analysis produces two mappings:
HardeningKitty → CE Pillars: Which HK controls satisfy which CE pillars, and what percentage coverage does each pillar achieve?
CIS Benchmarks → CE Pillars: Parallel mapping to validate alignment between two frameworks.
A three-way reconciliation (HK ↔ CIS ↔ CE) is produced if it improves usability; conflicts or gaps are documented narratively. The presentation is narrative-focused, communicating a before/after improvement story rather than raw tables, with comparison matrices provided where clarity benefits.


[bookmark: _Toc240014410]4.2 Development Methodology

[bookmark: _Toc240014411]4.2.1 Software Development Methodology OR Other Relevant Major Methodology
This is not a software development project; therefore this section does not apply. The project is a gap analysis and hardening implementation, governed by the research methodology outlined above. Implementation is managed through ITIL-aligned change control procedures rather than a software development lifecycle.

[bookmark: _Toc240014412]4.2.2 Change Control and Risk Mitigation Methodology
Implementation follows Creditsafe’s ITIL-aligned change management framework. Changes are triaged based on risk and scope with the following approach:
Proof of Concept Phase (2 devices)
By utilising a PoC the hardening changes will be classified as minor non production affecting changes and will be submitted for peer review. Each change submission will include:
· Methodology statement
· Rollback Procedures for both immediate and delayed rollback
· Monitoring and Success criteria
· Communication routes to users
· Escalation Points
Upon Successful PoC completion, changes will be created for a scaled test via a Technical Readiness Review which involves a broader audience of technical teams. This will be in the form of 2 cohorts, 5 users then 25 users. Each will follow the same process as outlined in PoC.
Due to the nature of the business, the Sales Offices are provided with the last week of the month as a time where no changes will be implemented ‘Target Week’. This ensures stability during business-critical periods.
The change control system ensures that communication is established with users. 


[bookmark: _Toc240014413]5 Resources and Planning

[bookmark: _Toc240014414]5.1 Hardware Resources
Primary devices will be two Windows 11 laptops, both managed from Intune and the hybrid Active Directory.
One of these laptops will be an established laptop utilised by the researcher, this will provide an example of inherited permission. The other will be a Test device utilised to simulate new user onboarded persona, the permissions will be minimal for both user and device representative of typical Creditsafe endpoints) 

The infrastructure is within the main Creditsafe Microsoft tenant, all testing occurs within a live environment 

[bookmark: _Toc240014415]5.2 Software Resources
[bookmark: _Toc240014416]Scanning & Analysis Tooling
· HardeningKitty (Open Source PowerShell audit tool for CIS benchmarking L1/L2; actively maintained)
· Microsoft Graph PowerShell SDK (Intune Configuration Export and Analysis)
· Intune Admin Centre (web console for policy deployment and compliance monitoring)

[bookmark: _Toc240014417]Baseline Development
· Intune Settings Catalogue (Microsoft Cloud Native control interface)
· Group Policy Editor
· PowerShell (scripting for automated reporting and data aggregation)

[bookmark: _Toc240014418]Data Handling and Documentation
· Corporate OneDrive (encrypted cloud storage for all research artefacts and scans results)
· Microsoft Office 365 (CSV/JSON analysis, report drafting)
· GitHub or sharepoint (Version control for baseline policies and mapping frameworks)

[bookmark: _Toc240014419]5.3 Information Resources
[bookmark: _Toc240014420]Primary Standards and Frameworks (Free/Subscription)
· NCSC Cyber Essentials v3.3 Specification (PDF,Public, NCSC Website)
· CIS Benchmark for Windows (Free CIS Account via CIS Website)
· CIS Controls v8.1 mapping to NCSC CE v3.2 (white paper on CIS Website)
· NCSC Device Security Guidance (public reference materials)
· Microsoft Security Baselines (Microsoft Learn)

[bookmark: _Toc240014421]Academic & Professional Literature
· UWTSD Library Access (IEEE Xplore, ACM Digital Library)
· CE Plus Audit guidance (CyPro, IASME resources)
· Creditsafe internal compliance documentation (ISO27001, SOC2 Type2 prior work)
[bookmark: _Toc240014422]Anticipated Approval 
· CIS SecureSuite membership and CIS-CAT Pro (budget pending 2027, enables re-baseline validation when approved. Circa £10,000 annual subscription chargeback to UK Entity)


[bookmark: _Toc240014423]5.4 Human Resources
Test Groups – Testing will be done as part of internal approved change process users to be identified at point of testing, spread over various teams and offices to ensure business continuity. This is to allow for staff turnover and availability.

[bookmark: _Toc240014424]5.5 Project Plan
The research project spans Semester 3 2025/2026; with implementation being done during Semester 2 and 3 2026/2027 for implementation phase.

Proposal Phase (September 2026):
- August: Literature review, framework mapping, baseline HardeningKitty scan, initial design
- August-September, Intune Settings Catalog configuration, ethics approval
- September: PoC validation on test device, proposal drafting, presentation preparation

Implementation Phase ( Feb 2027–August 2027):
- Feb-May: Monthly HK scans, production device hardening in batches (test → 10 devices → full estate)
- May-June: Data collection continues, managed change process stakeholder engagement, compliance tracking
- July 2027: Final validation scan, results analysis, handoff to final-year individual project
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