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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on comparing IPv4 and IPv6 addressing. You may discuss but not limited to structure, address types, features and security.  
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 12 hosts       
Subnet B: 60 hosts  
Subnet C: 120 hosts
Subnet D: 45 hosts
Subnet E: 6 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	F
	172.16.2.0
	255.255.255.0
	172.16.2.1
	172.16.2.254
	172.16.2.255

	C
	172.16.3.0
	255.255.255.128
	172.16.3.1
	172.16.3.126
	172.16.3.127

	B
	172.16.3.128
	255.255.255.192
	172.16.3.129
	172.16.3.190
	172.16.3.191

	D
	172.16.3.192
	255.255.255.192
	172.16.3.193
	172.16.3.254
	172.16.3.255

	A
	172.16.4.0
	255.255.255.240
	172.16.4.1
	172.16.4.14
	172.16.4.15

	E
	172.16.4.16
	255.255.255.248
	172.16.4.17
	172.16.4.22
	172.16.4.23

	R1-R2
	172.16.4.24
	255.255.255.252
	172.16.4.25
	172.16.4.26
	172.16.4.27

	R2-R3
	172.16.4.28
	255.255.255.252
	172.16.4.29
	172.16.4.30
	172.16.4.31

	
	
	
	
	
	



Differences between IPv4 and IPv6 Addressing
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1. Introduction
The Internet Protocol (IP) is a unique identifier for your computing device which allows to connect a number of computers within a network. The purpose of this report is to analyse the components and differences between the two types of IP addressing currently available: IPv4 and IPv6 Addressing. 

2. IPv4 Addressing
IPv4 Addressing is the original internet protocol available and one part of the two versions of IP addressing available in today’s network. According to Dhanapal and Vijayakumar [1], in the IPv4 addressing scheme, every device within the network has to have a unique identifier, the IP address. 

2.1 IPv4 Structure
IPv4 is made up of 32 binary bits. These are split into four octets that are identified with a decimal place, with each octet containing eight binary bits. This means that each octet can have a binary value of up to 255. Every IP address is unique and split into two sections. The first section making up the host portion and the second being the network portion. To define between the host and network portion of an IPv4 address, a separate 32-bit address is used called a subnet mask Address. This advises where to look for the network and host portion of the IP address without actually containing these portions. 

2.2 Transmission
IPv4 contains three types of transmission: Unicast, Broadcast and Multicast. Unicast addressing is where one packet is sent from one host to an individual host. Broadcast addressing is used to send a packet from one host to all hosts within the network whereas multicast addressing is where one host sends a package to a group of multiple hosts, some of which can be within a different network. 

2.3 Addressing Types 
There are 5 classes within IPv4 which include, Class A, Class B, Class C, Class D and Class E Addressing. Class A addressing tends to be used for large companies as this can hold the largest number of hosts. 
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As you can see in Figure.1 [1], the first octet in class A is the network ID, with octet 2-4 being the host ID. Within class B address the first and second octet is the network ID and the third and fourth the host ID, making this desirable for medium sized networks. Class C addressing is where octet 1-3 are the network ID and octet 4 is the host ID. Class D addressing is reserved for multicasting and Class E is for future use. Within all of these networks belong a network and broadcasting address. These are the first and last addresses within a network and cannot be assigned to any hosts. A loopback address also exists within a network, which is used by a host to direct any packages to their self and is reserved within 127.0.0.0 – 127.225.225.225.  As the internet grew larger than anyone could have imagined when first building IPv4, the need for private IP addresses became apparent. According to Daintith and Wright [2] private IP address are used when no access to the internet is needed, as private IP addresses are not globally unique. However Bandler states [3] that although a private IP address does not need to be unique globally, it does have to be unique within the network. Another method that was introduced due to the exhaustion of IP addresses within IPv4, is classless addressing, also known as CIDR.  This allows the allocation of IPv4 address on any address bit boundary. 

3. IPv6 Addressing
As the internet expanded globally, consequently the number of IP addresses were becoming less, thus a need for IPv6. Dhanapal and Vijayakumar [4] state that IPv6 addressing is quadruple the length of an IPv4 addressing, using 128-bits addresses as opposed to 32 bits, therefore allowing a much larger amount of unique IP addresses. IPv6 is made up of by 16 binary digits displayed as four hexadecimal digits and are separated by colons.  IPv6 has been designed to co-exist with IPv4 addresses using Dual Tack, Tunnelling and Translation migration techniques.

3.1 Addressing Types
There are 3 types of addressing in IPv6: Unicast, Multicast and Anycast. These are very similar to IPv4 however with the inclusion of Anycast and the exclusion of Broadcast. Anycast addressing was introduced in IPv6 and works by sending packets to the closest anycast IPv6 address. Unicast and Anycast can also be broken down into Link-local, Site-local or Global. According to [4] link-local is the “use of a local IPv6 address which allows the system to communicate with the subnet.” It allows computers to communicate however only within the local network and the router is unable to send these address elsewhere of the local network. Site-local does not allow packets to be transferred onto the internet and can only be used within a private network whereas global addresses are for the use of packages wishing to be routed throughout the internet. 

 3.4 Security
Security was a focus point that IPv6 wished to achieve and it is said to include high-end security, which IPv4 was not able to offer. According to Ismail [5] IPv6 can offer the benefit of end-to-end security including IP-layer encryption.  However, the initial transition from IPv4 to IPv6 does attract security concerns. It is thought that the most secure way to transfer from IPv4 to IPv6 is using Dual-Tack. Dual stacking is described as “the best way to avoid security issues with IPv4-IPv6 interaction” by Hermann and Fabian [6] whereas tunnels may pose more of a security risk. Both Hermann and Fabian suggest that tunnels, automatic tunnels in particular, should be turned off whenever not in used to minimise the security risk.

4. Conclusion
To conclude, we can see that IPv6 has the same purpose IPv4, to provide a device with a unique identifier allowing the device to connect to a network. Although they offer the same purpose, IPv4 and IPv6 differ in their structure with IPV4 only offering an IP address length of 32 bits compared with IPv6 offering 128 bits. This means that IPv6 can keep up with the high demand of address space due to the ever-growing number of internet users, with mobile devices playing a huge part in this. 
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