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Executive summary  

This report contains a deep analyse on the importance of a digital identity for a brand. It will discuss the benefits such as gaining a larger following, hence more customers. It will also discuss the dangers that companies can face due to it having such an intense identity online. This report will have evidence of brands that have in the past been attacked by hackers or ‘scammers’ and how much damage it actually caused. Statistics will show how successful multiple companies have been using campaigns and promotions online to build a following. This report will also discuss the control companies have over people data and how they use this to personalise the customers experience. Following this will be a detailed analyse of the ramifications that could possibly follow. Doing risk assessment will show the financial damage a company may face when being hit with threats. The report will conclude with a detailed summary of the final discussion of how a organisation manages there digital identity. 
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Part one

When promoting a brand, the main goal is to reach customers and increase brand awareness. More and more people are using social media, and with half the population using a platform, it is the most beneficial way to connect with people. When a company creates a digital identity, they want their best values on show to humanise themselves to viewers. They want people to connect with their product by showing them what they have to offer. Posts and adverts are the way to encourage people to use your company, posting relevant content to intrigue them is a must. Brands would want to gain trust from potential customers which is why they use social media to communicate and build a relationship with them. When a company has a digital identity and are on many platforms, it is easier for them to retrieve feedback from customers, this is favourable for the company as long as the feedback they get is productive, this can however be a downfall if the company is not doing well. Social media gives the brand a way to connect with customers, this is different to traditional media which only allows a one-way communication path where social media provides communication back and forth. Brands need to stay engaged on social media platforms in order to keep moral from viewers. When responding to customers, the brand need to ensure they are doing so in a way that is suitable for the brands identity. It is imperative that the brand posts content that is appropriate, otherwise there could be an issue with backlash from online users that could potentially harm the brand. 

Brands make their content with the customers in mind, Business Victoria wrote an article explaining that “Once you create your content, it’s then simply a matter of publishing it to one or more of the myriad of platforms available which is best suited to your business needs, and sharing the links with your followers on social networks.” This way you are able to reach a wider amount of follows which will lead more potential customers. How you present yourself on social media is important as it gives someone else the opportunity to know what you are about. When brands create a presence online, they take into account that Google, Bing and other search engines are using the brands social media shares to “determine the usefulness of content to an audience, so social media presence can also positively affect search rankings.” when you are starting to build a social media gathering, you can then direct customers and build relationships with them, gaining trust. Many brands have taken advantage of sites such as facebook. Buildfire.com show that Cadbury’s used facebook to gain over 40,000 new fans to their page and 350,000 people interacted with the campaign. The amount of people using social media increases everyday. “out of 2.4 billion people accessing the internet, 74% of them use social media networking sites”. as a brand you can build communities on platforms which makes it easier to make more and more people aware of your product.
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Branding is an important way to make a company recognisable, such as a logo, slogan or maybe a colour theme. When using social media, brands will use their branding on the profile so people know who and what they are, followed by relevant content. One branding technique that stands out is Google. Although this site gets around 5.6 billion using it a day making them one of the most successful search engines, they invest a lot into their branding. Everyday the Google logo changes, it Is replaced with an illustration relating to an event that happened on that day In the past. Highlighting the face that Google is used to find information. They are using their function to promote themselves, as well as engage and teach users everyday. This was a way of intriguing people to use the search engine. It is a very successful way of engaging users, they even offer the activity of creating your own Google logo. Overall there are many benefits to a brand using social media for promoting, and benefiting of a strong digital identity. 

Brands may face the difficulty of security ramifications when it comes to having such a large digital identity. They face the dangers of being targeted by hackers who aim to damage the company by threatening confidential information being leaked, which would have a negative impact on the brand’s reputation. There is also a large issue of scamming when it comes to brands on social media. People create fake profiles pretending to be the brand in order to take advantage of unknowing people and take their money. This has become a growing issue as social media has become the the hub for hackers and scammers. There are ways a brand can protect themselves from this, such as hiring a professional/ specialist who can help the brand protect their data by enforcing privacy and security settings. Also people reporting the fake accounts and scams help lower the number of people harmed. A company may generate negative attention, social media may cause a risk to the credibility of a company. Legal problems may occur if with such an issue of a brand posting an offensive message about another business on a social media site. For any social media contact, establish an approval process involving a senior leader. There is a risk of giving complete control to an employee l because their inexperience could cause irreparable harm. There is a down fall to having a two way system of communication on social media sites, it then becomes available to everyone when a customer voices negative feedback. This can be avoided by making sure the sites are monitored in order to address the problem promptly and solve it before it gains attention. For companies to be able to trust their employees to have the power to post on social media, to avoid any misunderstanding, training should be in order. This is a smart way to ensure that they know what is suitable for the different platforms. 


Part two
Companies strive to have a good relationship with their customers, often going through great strengths to ensure they are having the best experience when connecting with that company. Often when entering a website, it often asks for personal information. This is generally so they can build a digital identity to you and gather information on you from other sites. This way they can target you more specifically. When creating a profile on a website, your details become apart of your data. If you have a Google account, the chances are that you will have similar advertisement on all platforms that you use your Google account to log in with. Companies also share data with one another as well as paying for advertisement on certain social media sites. By using customers digital identities, business are able to select and target the people they believe will be interested In their product. Google is one of the most used sites world wide and is connected to other sites such as Google. Facebook is also connected with many as they now own instagram and Whatsapp. They are all connected which makes it easier for them to transfer data and target their audience on multiple platforms. Often when buying online, once you have viewed an item, you see it pop up everywhere, this is due to your digital data being shared across your sites. Most of the time, you have agreed to let this happen. Many people are turned off by the idea of your information being used to create a certain type of advertisement for you, where as others are happier with the personal experience. One person may have golf wear advertised to them as they have shown an interest in golf. This is the brands way of displaying their product to a target audience. 

Alexa is a tool created by Amazon, similar to Siri with Apple. They are listening devices that can respond at your call. Grant Clauser of Wirecutter.com says that “When you invite a digital voice assistant like Amazon Alexa into your home, you’re inviting a device that records and stores things you say” Sort of like a terms and conditions, when you by this product, you’re enabling it to do its purpose with permission. The information collected is “analyzed by a computer, and maybe by a human. You won’t always know what happens with those recordings.” Not everything it hears will be relevant for Amazon, mostly the things that help them understand the person you are such as music, cooking recipes, shopping lists. When opening a website, you are often now asked to accept ‘cookies’. this gives the website your permission to your data. Cookies can hold information such as length of time you spend on that website, other accounts you log into, items in shopping basket or even the links you press when on that website and sites you have visited in the past. [image: IMG_256]

Being in charge of millions of people social data and creating such a large profile can lead to many problems such as scammers who pose to be a part of their company selling counterfeit products and services, customers can be targeted if their information is leaked. Making them vulnerable. This would be down to the brand. Another danger would be hackers. There are now many different types that troll websites looking for their targets. There are hackers called ‘phish’ who hunt for personally identifiable information to use in identity theft. This way they can conduct fraud and potentially ruin that customers life by stealing all their money and ruining their credit by putting them into debt. Hackers may also try to Infect victims with malware in order to destroy their devices. They could also hack the company itself and steal ad revenue or customer data and use it as a bribe. Hackers have managed to destroy many companies, but a lot have prepared for such events and take precautions to avoid such problems. 

The following is a risk assessment based off the threats that brand ‘PLT’ face and the strategy they would use to fix the threat.   
	
Threat 
	
Risk value =
Probability of Event x Cost of Event
	
How to manage 
Risk strategy 
	
Specifics of strategy 

	
Social media having a negative impact on a brand’s reputation
	

0.5 x £50,000
= £25,000
	

Accept risk
	
- Avoid letting it happen again

	
Confidential information leaks
	
0.6 x £80,000
= £48,000
	
Mitigate
	- invest in top security to ensure all data is stored and protected

	


Employees
	

0.4 x 70,000
= £28,000
	


Control 
	- Training courses to teach them the dangers of hackers and how to handle social media/feeback



PLT posts multiple times a day, mostly their products but also collaborations. They also have funny posts which help them engage with their customers and followers. There is a risks to having such a high profile on social media due to you being in the public eye so often. 

Companies are are now required to follow GDPR, “The General Data Protection Regulation”. This is a European Union privacy law that came into effect on May 25, 2018. It took years to make and has replaced the last major piece of EU privacy law which dates from 1995: “a time when Geocities was popular, before Facebook, before Myspace, before even Google.” The GDPR gives people their rights when it comes to data protections. 

· The right to be informed
· The right of access
· The right to rectification
· The right to erasure
· The right to restrict processing
· The right to data portability
· The right to object
· Rights in relation to automated decision making and profiling
This not only protects the people, it protects the companies from lawsuits and ramification as long as they follow this law. 

Conclusion
There are many benefits to a brand having a social identity on social media platforms. It has become one of the most successful ways to promote and reach customers. Social media is an easier and efficient way to communicate with followers/customers as it has a two way system and is the quickest way to receive feedback. There is also the opportunity to do collaborations with influencers and gain more of a following. There is however many risks such as fraud and negative comments. Most brands have precautions to ensure they can handle these situations. When it comes to a company holding information on their customers, the GDPR ensures that all of their data is protected as long as the company follows this law, There is still however the risk of hackers who could potentially steal this information, this can be avoided with a strong malware and a heavy duty data protection programme. There are many threats that could affect a brand, risk assessments show the likely hood of these situations happening and the right and to handle it. Overall as long as a company is prepared for difficulties, having a strong digital identity will benefit them by gaining more following and more buyers. 
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Appendices
One large company to be hit was Skype, they were attacked by the Syrian Electronic Army (SEA), they hacked Skype and gained access to all their social media accounts back in 2014. They managed to search messages and link important information which lead to the US National Security Agency getting involved. The hackers were able to gain access to Microsoft, Yahoo, Facebook, Youtube and Google through hacking Skype. 
A company that was attacked for its lack of attention to detail was Google. The Guardian posted that “The UK consumer organisation also said it was worryingly easy to create a fake business page on Facebook.” Google have been attacked for making it too easy to make an account and post adverts on social media sites. This has been an ongoing problem which is being tackled, The Guardian also stated that “Google only required users to have a Gmail account to create adverts and that, while it did review those that were submitted, it did not verify whether the business existed or was legitimate, nor ask for proof of ID.” 
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