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Abstract
This report contains a review of ten major data breaches between 2015 and 2020, focusing on two in greater detail. This review describes the motive, methods, and victims of each breach. The report then analyses two methods of cyberattack, one reconnaissance and one exploitation. In part two of the report, a scenario business network is analysed and critiqued for security flaws with explanations of how these vulnerabilities could be exploited by an attacker. Finally, a replacement network infrastructure is proposed, and the benefits of each change made is discussed.
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[bookmark: _Toc61605697]Part 1: Research and Analysis of Lab Exercises	Comment by Nitheesh Kaliyamurthy: Excellent way to start the work. Good approach in introducing different attacks and from there focusing on a specific one. Good.
[bookmark: _Toc61605698][bookmark: _GoBack]Task A – Research
A review of major data breaches between 2015 and 2020 was undertaken. The initial investigation focussed on gaining a broad understanding of the number of prominent data breaches reported each year. This relied on list articles from various endpoint protection companies such as MalwareBytes[1], Avast[2], and Trend Micro[3]. From this initial search, ten data breaches were chosen to be investigated further. The following provides a summary of those chosen for review.

Ashley Madison - 2015
Ashley Madison is a dating website and app that primarily focuses on extra-marital affairs. This is evidenced by the companies tag line, “Life is short. Have an affair.”[4]. In July of 2015, Avid Life Media Inc. (the parent company of Ashley Madison) received an ultimatum from a hacker group known as ‘The Impact Team’[5], [6]. This data breach was unusual in that it seemed to not be motivated by monetary gain, but for moral reasons. The ultimatum required Ashley Madison to be taken “offline permanently in all forms”, or “customer records”, “credit card transactions, real names and addresses” would be released[5]. Ultimately the customer and business data was released in several dumps online, leading to a class action lawsuit against the company of more than $500M[7], and sadly the suicides of at least two previous users[8].

Yahoo – 2016
Yahoo announced in December of 2016 that they had reason to believe that data associated with more than one billion user accounts had been stolen by a third party in August of 2013. This data included “names, email addresses, telephone numbers, dates of birth, hashed passwords (using MD5) and, in some cases, encrypted or unencrypted security questions and answers.” According to a security notice released by Yahoo[9]. MD5 is a hashing algorithm that has been classed by the Information Commissioner’s Office as “not suitable for hashing password” due to “known security weaknesses”. The fact that the passwords were hashed using MD5, and not salted, means that the hackers can use precomputed hash tables of common passwords and compare them to the stolen data. If a match is found, this known email and password pair can then be used in a ‘credential stuffing’ attack on other services[10]. Yahoo was fined £250,000 by the Information Commissioners Office (ICO) for breaching the General Data Protection Regulation (GDPR)[11].

Marriott Hotels – 2018
In November of 2018, Marriott Hotels announced that they were aware of unauthorised third party access to their Starwood guest reservation database[12]. Marriott acquired Starwood Hotels in 2016, and continued to use the IT systems Starwood already had[13]. They were alerted by an internal security tool that then prompted an investigation. The investigation found that “had been unauthorized access to the Starwood network since 2014”and had copied, encrypted, and tried to remove information from the network[12]. The database contained up to 500 million records, and for approximately 327 million guests, the information included "some combination" of the following[12]:
· name
· address
· phone number
· email address
· passport number
· account information
· date of birth
· gender
· arrival and departure information

Marriott Hotels were originally set to be fined £99 million for infringements of the General Data Protection Regulation (GDPR)[14], this was reduced to £18.4 million after an appeal by Marriot[15].

Aadhaar – 2018
Aadhaar is a biometric identification system that was launched in 2009, and is the largest in the world containing data on nearly 1.2 billion Indian citizens and residents[16]. It was originally conceived to reduce the bureaucratic hurdles faced by especially the poor, who previously faced significant amounts of “complicated paperwork, providing several proofs of residence and identification and also required people to take time off work to complete these requirements”[17]. However, a security researcher based in New Delhi found that a state-run utility company ‘Indane’ had an exposed endpoint that allowed the download of information on any Aadhaar holders[18]. ZDNet state that they tried to contact the Indian authorities to responsibly disclose the vulnerability and that they did not receive a response. Once ZDNet released their story on this vulnerability, they stated that the endpoint was taken offline by ‘Indane’ within hours[18].


Fortnite – 2019
Fortnite is an incredibly popular ‘battle royal’ online game, with more than 350 million users as of May 2020[19]. As with any video game with a virtual currency it has been subject to scams involving spoofed login pages stealing login credentials and credit card information[20]. Researchers in CheckPoint Labs were able to find a vulnerability in the way EpicGames.com (the owners of fortnite) handles Single Sign-On (SSO) tokens. The website allows users to log in using a SSO provider such as Facebook, Google or X-Box. A flaw in the login page allowed for a malicious redirect within the epicgames.com domain. The researchers had previously found a defunct subdomain ‘ut2004stats.epicgames.com’ that was used for the Unreal Tournament 2004 but hadn’t been taken down. This page contained a cross site scripting vulnerability which allowed a second malicious SSO request which could be captured by the attacker and used to access the account of anyone who clicked on the specifically crafted login page link[21]. 

Twitter – 2020
In July of 2020, the accounts of about 130 of twitter’s most famous users including Bill Gates, Joe Biden, Barack Obama, Elon Musk and Jeff Bezos were compromised. According to a statement from Twitter, “the attackers targeted 130 Twitter accounts, ultimately Tweeting from 45, accessing the DM inbox of 36, and downloading the Twitter Data of 7”[22]. The first evidence of the breach was multiple famous accounts tweeting the following message[23]:
“All Bitcoin sent to the address below will be sent back double! If you send $1000, I will send back $2000. Only doing this for 30 minutes. [link to send bitcoin]. Enjoy!”
It is reported that more than $100,000 was sent to the attackers within 24 hours[24]. The attack was enabled by a successful phone spear phishing attack aimed at Twitter staff with access to an internal support tool[22].

Zoom – 2020
In April 2020, it was announced that roughly 500,000 stolen Zoom account credentials were available on the dark web. IntSight researchers found several databases containing Zoom account credentials and conducted an investigation. The researchers found that the databases had been created using old compromised databases of other services from as far back as 2013[25]. These old credentials were then tested against Zoom to see if the user had re-used the same username and password. Once the valid credentials had been found, additional information such as meeting URL’s could be obtained and used for ‘zoom bombing’[26].

U.S. Government SolarBurst - 2020
On 13th December 2020, news broke of multiple U.S. government agencies being compromised by malicious code inserted into network monitoring software provided by SolarWinds[27]. The vulnerability itself was reported to have affected “less than 18,000” customers according to SolarWinds in their filing to the United States Securities and Exchange Commission[28]. This list includes The US Treasury and Commerce Departments[29]. Whilst the implications and motives behind the attack are still being investigated, it is understood that the primary motive for this attack was reconnaissance via a state-sponsored actor, this is supported by evidence that many companies had the compromised software installed, but have found no indicators of compromise, indicating that the attackers were focussed on a few specific targets[30]. 

The following two data breaches have been chosen to be investigated in greater depth.

[bookmark: _Toc61605699]Equifax data breach - 2017
Equifax is an American credit reference agency, and one of the three largest in the world alongside Experian and TransUnion[31]. A credit reference agency primarily collects and aggregates large amounts of data on a person to create a ‘credit rating’. This rating is then used by other organisations such as banks to determine the risk of lending that person money[32]. In September of 2017, Equifax announced that they had been victims of a cyber-attack potentially affecting “143 million U.S. customers”[33]. This announcement was over a month after Equifax became aware of the incident (29/07/2017), and after several senior staff members sold nearly $2 million worth of stocks in the company[34]. The estimate of affected users later increased to 145.5 million customers[35] to include UK and Canadian customers as well. Following the announcement, the Equifax repeatedly directed concerned customers to an incorrect website that was hosted by a security researcher instead of their information site[36]. The website Equifax created for users to check whether their information had been disclosed contained a terms-of-use clause that waived users’ rights to class-action suits and required affected consumers to undertake arbitration with an Equifax approved agent. This would have made it much harder for people who used the site to receive recompense from Equifax if their data had been leaked. This clause was later removed by Equifax after facing backlash from the public[37].

Motive for the Attack
The attackers were able to exfiltrate significant amounts of Personally Identifiable Information (PII) on 143 million U.S. consumers. They were able to access the names, addresses, dates of birth, Social Security numbers, and drivers' licenses numbers of the consumers who were exposed[38]. A subset of these consumers (roughly 200,000) also had credit card numbers leaked. This information could then be sold to other criminals who would be able to use it for various purposes such as identity theft, extorsion, and fraud.

Victims Vulnerability
The initial vulnerability exploited was a flaw in a consumer complaint web portal built using Apache Struts, an open-source development framework for creating enterprise Java applications. The vulnerability is called CVE-2017-5638 and it occurs when an attacker sends a specifically crafted request to upload a file to the vulnerable system. The way this version of Struts handled a ‘HTTP content-type is not valid’ error is by using the non-valid content-type provided by the client to build the error message to return to the client. The vulnerability occurs because the content-type HTTP header value is not validated or sanitised before being used to build the message[39]. As such attackers are able to include commands in this field and the target system will execute them[40].
This vulnerability was very easily exploited as there was a readily available hacking kit that had been updated to take advantage of the Struts vulnerability[41]. The unpatched Equifax server could have been found easily using a scanning tool such as shodan.io[42].
The vulnerability existed because systems like Apache Struts are being constantly developed with new features, vulnerability patches, and bug fixes, all of which can inadvertently introduce new vulnerabilities. The patch that remediated the vulnerability was available for over two months before it was exploited in this attack. The entire attack could have been prevented had Equifax had a more complete understanding of their software estate and had their vulnerability scanning software performed correctly. According to FireEye, two thirds of vulnerabilities are exploited within a month of the patch being released[43].
The hackers then used this compromised system to find usernames and passwords stored in plain text which allowed them to access more systems without alerting the security team[44]. Once they had access to the credit monitoring database, they performed over 9,000 searches for sensitive data, compressed and hid the results in temporary files, and slowly exfiltrated the data over a period of 76 days until it was discovered by Equifax[38].

[bookmark: _Toc61605700]NHS WannaCry - 2017
In May of 2017, NHS Trusts in England and Scotland were affected by ransomware called WannaCry. The NHS was not specifically targeted, and the ransomware attack hit approximately 230,000 computers globally, according to Kaspersky[45]. The ransomware propagated through networks using the SMB EternalBlue exploit[46]. The official Department of Health and Social Care report stated that that more than 80 out of the 236 NHS England trusts were affected, with more than 19,000 outpatient appointments cancelled. The attack is estimated to have cost £92 million to remediate[45]. 

Motive for the Attack
The motive for most ransomware attacks is financial gain. The software is designed to extort money out of individuals and organisations in order to retrieve their data. However, in the case of WannaCry it was found that the attackers had no way of knowing who had paid the ransom due to a flaw in the code. This makes it extremely unlikely that anyone had their files returned [47]. The attack has since been attributed to the hacker group Lazarus by researchers such as Symantec. Lazarus are known to be tied with North Korea, however WannaCry resembled a cybercrime campaign more than most state sponsored hacks[48].

Methods used in the Attack
The ransomware would demand $300 worth of bitcoin, then increase this to $600 if this was not paid. Victims were told that if they did not pay within three days their data would be deleted[45]. The ransomware used the EternalBlue SMB exploit originally developed by the U.S. National Security Agency (NSA) and allegedly later leaked online by the hacker group ‘Shadow Brokers’ to gain access to vulnerable machines[49].

Victims vulnerability
Microsoft released a security update for the SMB vulnerability on 14th March 2017 for supported versions of Windows, 59 days before the outbreak of the ransomware[50]. This patch was not applied to many NHS England machines, despite the majority running Windows 7 or other supported OS’s. Due to the severity of the vulnerability and the prevalence of the malware, Microsoft released a patch for unsupported versions of Windows including XP in the days after the attack[51]. DoublePulsar was also used in the infection phase to gain persistence on the infected machine, install additional malware, and continue infecting connected machines during the distribution phase[49].

[bookmark: _Toc61605701]

Task B – Analysis of Lab Exercises
This section of the report will discuss methods of gathering information and or gaining access during a cyber-attack. This discussion will include information on how a company could mitigate or prevent the method, and also how the same methods could be used in the defence of a companies’ network.

[bookmark: _Toc61605702]Publicly Available Information
Almost all companies have some information available to the public that could be used in a cyber-attack against them. Whether this is simply a website URL and a logo that can be used in a phishing email, or personal information on senior management or Board level officers depends on the organisation. Different types and sizes of organisation will have different levels of acceptable information disclosure. For instance, a large public sector organisation will likely have much more information available to the public than a small private organisation. 
For example, in the UK all organisations have to publish the names of their directors to the public via Companies House to comply with The Companies Act 2006[52]. The director of ICT for NHS Wales Informatics Service (NWIS) is Carwyn Lloyd-Jones[53], this information can be used to find his LinkedIn and Twitter accounts[54], [55]. These accounts contained information such as job role responsibilities and personal interests, and the names and job roles of colleagues. This information could then be used in conjunction with other information such as current job vacancies in the organisation in a spear-phishing or whaling attack aimed at the Director or subordinates.
An organisations security team can and should conduct regular reviews of the information publicly available for the company. This can include regular audits of subdomains to ensure that old or out of use domains can be decommissioned properly so as to not become attack vectors. It can also include reviewing the information provided on the organisation’s website or sites. It is unlikely the people responsible for creating the content of the site are security professionals and as such may not consider the security implications involved with revealing certain information. For instance, it may not occur to someone working in the communications department that revealing that the organisation has recently secured a contract to replace old IT equipment with a specific new brand may pose a risk to the company.

[bookmark: _Toc61605703]Injection Attacks
Injection attacks are number one on the Open Web Application Security Project (OWASP) top ten web application vulnerability list, and have been since it began[56]. Injection attacks refer to an attacker providing un-validated input to a system and that system interpreting the input as a command or query, this in turn changes the execution of the system[57]. This differs from Cross Site Scripting (XSS) where the system displays un-validated input on an existing or new web page without proper sanitisation, allowing for the browser to interpret the input as a command or script[56].

SQL Injection
By far the most common type of injection attack is SQL injection. This is when a system asks a user for input such as their username, and instead of their username, a SQL statement is submitted that is run on the systems database[58]. 
For example, a simple login screen may have code similar to below[59]:
UN = form.POST['username']
PW = form.POST['password']
sql = “SELECT * FROM users WHERE username=’” + UN + “’ AND password=’” + PW + “’”
database.query(sql)

An attacker could compromise this login screen in multiple ways by crafting an input that creates a SQL query that always evaluates to true. A username input of ("’ or 1=1’") will create the following query (SELECT * FROM users WHERE username=’’ or 1=1’’ AND password=’’) which because 1=1 is always true equates to (SELECT * FROM users) and the whole user table will be returned.
Whilst SQL injection is one of the most common web application vulnerabilities, it is also one of the simplest to avoid. One solution is to validate the input and only accept characters from an allowed list, such as only upper and lower-case letters for a name field. This method does have downsides however, it may affect user experience if they are not able to enter the information they want to (e.g. a last name of “O’Brian”), it is susceptible to loopholes, and is also hard to maintain[60]. The second common solution is to use parameterised SQL statements. This means that the inputs are read by the SQL engine as literal inputs for each field and not as part of the SQL query to be executed[58].

LDAP Injection
Another type of injection attack is Lightweight Directory Access Protocol (LDAP) Injection. It is similar to SQL injection in that it exploits systems that construct LDAP queries based on user input without sufficient validation or sanitisation. Preventing LDAP injection attacks is just as important as preventing SQL injection, as an organisation’s directory will likely not only have all users listed, but many domain-controlled machines as well. The exposure of this information would make further attacks on the organisation significantly easier as critical information such as device names and naming conventions can be ascertained, as well as staff information.







[bookmark: _Toc61605704]Part 2 - Synthesize a solution to a potential real-life scenario
[bookmark: _Toc61605705]Scenario
Che-Si is a construction-based company which has their site offices all over the world. They stay connected online with their clients and site offices 24x7 in order to effectively manage their operations. They use Video Conferencing facilities, cloud storage facilities and all the latest technologies to communicate which in turn makes their operations more effective. Keeping productive and superfast operations in mind, their existing security policies are designed to allow staff members, clients, and vendors to access their network from any locations and from any devices. The security chief of Che-Si is worried about these flaws in the security policies which might compromise not only the infrastructure of the Company, but also the security of staff's personal data, business data and client's data. To mitigate these security threats, the security chief is looking for a secured network design proposal with proven evidence.
This report will detail the current Che-Si network infrastructure, and the security measures in place to protect company data and systems. An investigation will be completed on any weaknesses found and the potential ramifications should these weaknesses be exploited. There will then be a proposal for a new network infrastructure, which will include assessments of the changes made, and the effectiveness of the security controls to prevent or mitigate cyber security threats and therefore protect Che-Si’s company data and systems. Lastly there will be a discussion of writing, implementing, and assessing the effectiveness of information security policies.

[bookmark: _Toc61605706]

Old Network Infrastructure
The network diagram seen below has been designed as a small representation of the Che-Si network. This is to demonstrate the current network architecture design. It is not a full representation of the whole enterprise network.
[image: ]
The current infrastructure has several vulnerabilities that could be exploited by attackers to interrupt Che-Si systems, or steal valuable organisational data. This section of the report will detail these vulnerabilities as well as explaining the potential consequences should they be exploited.

[bookmark: _Toc61605707]Firewalls
The current network infrastructure does not have any firewalls. This means that other than the default local firewall built into Windows, there is nothing stopping malicious traffic from entering the network. Using a firewall to create a network perimeter and prevent malicious traffic is one of the single most important steps in securing a network according to the National Cyber Security Centre (NCSC)[61]. This could allow an attacker to scan devices on the Che-Si network for open ports or for vulnerable software (see figure 1 for an example port scan results showing a machine with multiple risky ports open).

[image: ]
Figure 1 - MetaSploit port scan results showing open SMB and SSH ports

[bookmark: _Toc61605708]HTTP Only Website
The current Che-Si website does not have a valid SSL certificate, this means that the site is only being served as a non-encrypted HTTP page. This presents a vulnerability as anyone logging into the website could have their web traffic intercepted via a man-in-the-middle attack have their credentials stolen (see figures 1 and 2 for an example packet capture from an HTTP login page). 
[image: ]
Figure 2 - Login page from Acunetix vulnerable test site
[image: ]
Figure 3 - Packet capture showing login credentials

These credentials could then be used to infiltrate the Che-Si network without alerting the organisation.

[bookmark: _Toc61605709]Network Device Configuration
The intermediate devices in the current Che-Si network do not have any basic security configurations applied. This means that an attacker could connect to a network device via a direct console connection if they had access to the physical device. They could also connect to the devices via Telnet as they have not been configured with passwords.

[bookmark: _Toc61605710]Flat Network Architecture
The current network architecture is completely flat. This means that there is no segmentation between any devices or network areas. Network segmentation is the act of separating certain types of traffic from reaching certain destinations from certain sources[62]. For instance, on the current network infrastructure, all staff members in Che-Si are able to access all of the servers via 3389 RDP. This presents a significant risk with no discernible benefit. Normal staff members will not need to access the servers to manage them, only IT staff will. This presents a greater attack surface as should any normal staff member’s machine be compromised; the attacker will be able to pivot to higher value machines with great ease. 

[bookmark: _Toc61605711]

Proposed Network Infrastructure
[bookmark: _Toc535520509]The network diagram seen below has been designed as a small representation of a potential new Che-Si network. This is to demonstrate the general network architecture design and security measures that have been put in place. It is not a full representation of the entire enterprise network.
[image: ]

[bookmark: _Toc61605712]Architecture and Design
The intermediate devices in the network are connected with redundant ethernet lines to ensure physical resilience. Rapid Spanning Tree Protocol (RSTP)[63] will be configured on the routers in the network to prevent bridge loops. This will reduce the effect of any hardware failure on the network. This also allows for floating routes to be configured such that if a connection becomes overwhelmed with traffic, a backup route can take packets. This design philosophy reduces the number of single points of failure in the network.
The network has been designed with a De-Militarised Zone (DMZ)[64], this segments the network allowing for greater control of traffic between areas. The DMZ contain only systems that requires access to the internet, such as web and mail servers. Any systems that don’t, such as file servers, and database servers will be located in the core. The security of the network is therefore increased as it makes pivoting from internet facing systems to core systems much harder for an attacker.
In general, this philosophy of network segregation will reduce the potential impact of any cyberattacks as it will increase the difficulty any attacker faces trying to propagate through the network. For example, If an attack starts at a user’s machine via a phishing email, they would first have to breach through a firewall to reach any critical servers.

[bookmark: _Toc535520510][bookmark: _Toc61605713]Switches and Routers
All intermediate devices have been configured with basic security settings. This means that they have separate passwords to access console and virtual teletype lines (VTY), and privileged exec mode. All ports not in use have been set administratively down. This would prevent an attacker from simply connecting a laptop to any device and have access to the internal network should they gain access to the Che-Si server room. 
[bookmark: _Toc535520511][bookmark: _Toc61605714]Firewalls
The firewalls will be configured so that only legitimate business traffic will be allowed outbound, and all web and email traffic will be allowed through the external firewall and sent to the de-militarised zone (DMZ) servers. This traffic is subject to IPS filtering.
Outbound traffic will be filtered in accordance to the existing acceptable use policy. However, as Che-Si some users in the communications department will require access to social media sites as part of their duties. This will be facilitated by adding a allow[65] rule to the firewall for the departments VLAN to access these sites. This allows business function to continue without interruption while effectively enforcing of company policy.

[bookmark: _Toc61605715]ACLs / VLANs
The proposed network would be configured with VLANs to separate the normal staff from IT staff into separate broadcast domains. This allows for greater control of network segregation and access control. One form of simple access control that would be implemented in the new network infrastructure is Access Control Lists (ACLs). These filter traffic on the routers, allowing only specified traffic through. For instance, an ACL would allow users on the IT VLAN to access Switch Virtual Interfaces (SVI) and other network devices and administer them via Simple Network Management Protocol (SNMP). This ACL would not allow users on the regular Staff VLAN this access. 

[bookmark: _Toc61605716]VPN / BYOD
The old network infrastructure did not have any form of secure tunnel for staff members who were accessing Che-Si resources outside of the central office. This presents a significant risk as internet routed traffic is inherently insecure, especially for sensitive business information. The solution for this in the new network infrastructure is to implement a VPN tunnel between sites. The benefits of this solution are that it is significantly cheaper than having dedicated Leased Lines installed between offices, it also increases the security as it allows traffic between sites to be encrypted in transit. It will also allow staff who are working from home or otherwise not in a Che-Si site to connect to the Che-Si network securely and access resources. 
Staff members who are unable to connect via VPN, would be able to make use of a Bring Your Own Device (BYOD) solution. This involves installing management software on the staff members device, this will ensure that minimum security standards are met before giving the user access to Che-Si resources. For instance, the security policy for a BYOD phone may require the latest version of the Operating System to be installed, a password on the device to have a minimum length, and may restrict some actions such as not allowing screenshots to be taken whilst viewing company resources. These BYOD devices can be managed centrally by Che-Si IT, allowing for security actions to be taken such as remotely locking or wiping the device in the event of its loss or theft. 

[bookmark: _Toc61605717]IPS / Endpoint Protection
The IPS module will be installed on the Cisco ASA firewall. This IPS module will allow for additional security as it will provide proactive protection against malicious traffic and malware before it reaches the Che-Si network[66]. The IPS rules are applied after the firewall rules are applied, meaning that the application and packet filters will cut down on the traffic needed to be inspected by the module. The module will be configured to in-line mode instead of promiscuous mode. This means that any traffic detected can be blocked immediately rather than resetting a connection after some traffic has been allowed through. This will have a larger impact on throughput, but with the clustered ASA’s this can be anticipated and given sufficient resources[67].
The servers and clients in the new infrastructure will also have Endpoint Protection software installed. This further reduces the chances of malicious software or traffic from negatively affecting the network as it will use both signatures to catch known malware and heuristics to identify malicious behaviour. 


[bookmark: _Toc61605718]Conclusion
This proposed new network infrastructure would not be able to be implemented all at once without significant impact to the daily running of business services. As such it is recommended that the changes are made incrementally. This will also allow for troubleshooting to be performed with greater efficiency as each new security control is brought online in turn. It is recommended that endpoint protection is prioritised as the first control to implement as it will require a minimum interruption of services and would provide an immediate ‘quick win’ by increasing Che-Si’s resilience to cyberattack. The second priority should be the implementation of a perimeter firewall. This would vastly reduce the amount of traffic on the network as malicious scanning and other reconnaissance methods could be blocked.
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msf5 > use auxiliary/scanner/portscan/tcp

msf5 auxiliary(=conner/poriscan/ion) > set threads 150
threads = 150

msf5 auxiliary(sconner/portscan/tcp) > set rhosts 10.0.2.4
rhosts = 10.0.2.4

msf5 auxiliary(scanner/portscan/tep) > run

[+] 10.0.2.. - 10.0.2.4:22 - TCP OPEN
[+] 10.0.2.. - 10.0.2.4:139 - TCP OPEN
[+] 10.0.2.4: - 10.0.2.4:135 - TCP OPEN
[+] 10.0.2.. - 10.0.2.4:445 - TCP OPEN
[+] 10.0.2.. - 10.0.2.4:554 - TCP OPEN

[+] 10.0.2.4: - 10.0.2.4:2869 - TCP OPEN

[+] 10.0.2.. - 10.0.2.4:5357 - TCP OPEN

[+] 10.0.2.4: - Scanned 1 of 1 hosts (100% complete)
[+] Auxiliary module execution completed

msf5 auxiliary(scanner/portscan/tep) >
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Look for potential SQL Injections, Cross-site Scripting (XSS), and Cross-site Request Forgery (CSRF), and more.
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