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WHAT iS
CYBER
SECURITY?

CYBERSECURITY iS A GENERAL TERM FOR TECHNOLOGIES AND
PRACTICES USED TO PROTECT ONLINE DATA FROM UNAUTHORISED
ACCESS OR MiSUSE. BUSIiNESSES LiKE BANKS AND MAJOR
RETAILERS ARE OFTEN TARGETED iN ORDER TO ACCESS PERSONAL
FiNANCIiAL iNFORMATION. A ViRUS iS AN UNWANTED PROGRAM
THAT CAN DELETE FiLES OR SLOW DOWN YOUR COMPUTER.
MALWARE iS ANY MALICIOUS SOFTWARE iNTENDED TO DiSABLE OR
iNFECT A DEVICE'S FUNCTIONALITY. SOME MALWARE ALLOWS A
HACKER TO CONTROL A DEVICE REMOTELY. ENABLE TWO-FACTOR
AUTHENTICATION iN ORDER TO PREVENT HACKERS FROM
ACCESSiNG YOUR PERSONAL ACCOUNTS AND iNFORMATION. BACK
UP iMPORTANT PERSONAL iNFORMATION ON EXTERNAL HARD
DRIVES. KEEPING YOUR DATA BACKED UP TO THE CLOUD iS THE
ONLY WAY YOU CAN MAKE SURE iT STAYS SAFE AND EASiLY
ACCESSiBLE.

STAYiNG SAFE
ON THE
iNTERNET

+ RECOGNISE TRUSTWORTHY

WEBSITES. SCAMMERS USE
ONLINE SAFETY iS BEING AWARE OF ENGAGING iN ACTIViTY DOMAIN NAMES THAT LOOK LiKE
THROUGH THE INTERNET. THESE COULD BE SECURITY THREATS, LEGITIMATE SiTES.

PROTECTIiNG AND MANAGING YOUR PERSONAL DATA AND

AVOIDING HARMFUL OR iLLEGAL CONTENT.

* DO NOT SHARE PERSONAL DETAILS ONLINE AND WHEN
APPLYING FOR JOBS

* ALWAYS CHOOSE A STRONG PASSWORD iNSTEAD OF ONE THAT

+ SOCIAL MEDIA iS A GREAT WAY TO
STAY iN TOUCH WiTH FAMILY AND
FRIENDS. iT'S iMPORTANT TO

iS EASY TO REMEMBER KNOW HOW TO MANAGE THE

+ MAKE SURE TO ONLY ENTER YOUR FiNANCIAL iNFORMATION ON  SECURITY AND PRIVACY SETTiNGS
LEGITIMATE APPS AND WEBSITES. DON'T CHECK YOUR BANK ©ON YOUR ACCOUNTS, SO THAT
ACCOUNT BALANCE OR PAY BiLLS USiNG PUBLIC Wi-Fi YOUR PERSONAL iNFORMATION
NETWORKS REMAiNS iNACCESSIBLE TO

* REPORT OR BLOCK iNAPPROPRIATE CONTENT OR PEOPLE iF ANYONE BUT YOU. IT i
NECESSARY iMPORTANT TO BE CAREFUL OF

* BE CAREFUL WHO YOU SPEAK TO ONLINE WHAT YOU POST ONLIiNE. ANYONE

CAN USE THiS PUBLICLY AVAILABLE
iNFORMATION TO STEAL YOUR
IDENTITY.
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