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[bookmark: _Toc204279464]Abstract 

This project evaluates the impact of International Organisation for Standardisation (ISO) 27001 on organisational cybersecurity, identifying its benefits, challenges, and the development of a bespoke Information Security Management System (ISMS) application. The primary aim was to assess how ISO 27001 strengthens organisational cybersecurity, compared with alternative frameworks such as National Institute of Standards and Technology Cybersecurity Framework (NIST CSF). A bespoke ISMS application was designed and developed to support ISO 27001 compliance at LSN Diffusion Ltd. 
 	
The researcher referred to the Saunders Research Onion to select appropriate research methods for the project. The research is split into two phases. Phase one involved structured and non-structured interviews with key employees to gather qualitative information regarding ISO 27001 challenges and expectations from an ISMS application. Phase two included post development usability testing through surveys to evaluate the applications effectiveness.
 
Key findings revealed that ISO 27001 does enhance organisational cybersecurity through its structured 14 phase framework and emphasises how important the CIA triad (Confidentiality, Integrity and Availability) is to the protection of company data. The case study of Imptek Chova Ecuador identifies the benefits of the implementation, including improved risk assessments and data protection. However, challenges such as time consumption, costs, and continuous evolving cybersecurity threats were highlighted.

The ISMS application was built using Docker, Node.js, Express.js and PostgreSQL. The ISMS application addressed many challenges such as the time consumption of submitting forms and policy management. Usability testing confirmed that the application was effective from the positive feedback received from the participants. The feedback from the usability testing highlighted the application’s ease of use, design and efficiency. Recommendations for future development included mobile access, form status tracking and the development of a risk assessment function.
 
To conclude, the aims and objectives of the project were successfully met, demonstrating that ISO 27001 does have a positive impact on organisational cybersecurity and that the bespoke ISMS application will help maintain ISO 27001. To comprehensively assess the application’s effectiveness, further research should be undertaken in the future to ensure that the application remains compliant with the requirements of ISO 27001.
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[bookmark: _Toc204279468]1. Introduction

In today’s digital era, cybersecurity has become a major concern across all organisations. With the increase of cyber threats, organisations must implement security frameworks to protect sensitive information and assets. One widely recognised standard for information security management is ISO 27001, which provides a systematic approach to protect and manage organisational assets. This individual project aims to assess the impact of ISO 27001 in organisational cybersecurity, identifying the benefits, challenges and comparison with other cybersecurity frameworks. An Information Security Management System (ISMS) management application will be developed to help organisations maintain their ISMS in a more efficient and effective way. 

[bookmark: _Toc204279469]1.2 Aim
To evaluate the impact of ISO 27001 implementation in organisational cybersecurity by identifying the benefits and challenges of the implementation through real-world case studies. Additionally, to compare ISO 27001 with another cybersecurity framework and to develop a bespoke application to support an organisation in maintaining their Information Security Management System (ISMS). 

[bookmark: _Toc204279470]1.3 Objectives
To achieve the project aim, the following objectives have been set:

Objective 1: To analyse the role of ISO 27001 in strengthening an organisational cybersecurity – Investigating how the standard enhances security measures, polices and controls within an organisation.

Objective 2: To assess the challenges and benefits of ISO 27001 implementation – Identify common challenges and benefits associated with ISO 27001 implementation. 

Objective 3: To develop a bespoke application for managing an Information Security Management System (ISMS) – Implementing an application that supports organisations in maintaining their Information Security Management System (ISMS). 

This project will review a range of literature sources and a case study to understand the role of ISO 27001 in strengthening organisational cybersecurity and identify the benefits and challenges of implementing ISO 27001. The researcher will review a case study to learn more about the implementation process, the benefits and challenges faced by a manufacturing company in Ecuador, including a review of an alternative well-known cybersecurity framework.  In the final phase of this project, the researcher will design and implement a bespoke ISMS application for LSN Diffusion Ltd, a material manufacturing company. The remaining chapters of this project will detail the design and implementation process of the application, with an evaluation of the application developed. The report will conclude by summarising key findings and highlighting areas for further research, development, and whether the aims and objectives of this research project have been achieved.






[bookmark: _Toc204279471]2. Research and Review of Literature  

[bookmark: _Toc204279472]2.1 Introduction
Cybersecurity is a critical concern for modern organisations worldwide, meaning that a systematic approach is necessary to mitigate cyber-attacks and to protect sensitive data. One of the most well-known frameworks for information security management is the International Organisation for Standardisation (ISO) 27001 [1]. ISO 27001 outlines the best practices for implementing an Information Security Management System (ISMS). The role of ISO 27001 is to protect organisational data and assets in a cost-effective way [2]. 

This chapter will review a range of literature sources and a case study to understand the role of ISO 27001 in strengthening organisational cybersecurity and to identify the benefits and challenges of its implementation. The researcher will review a case study to learn more about the implementation process and the benefits and challenges from the experiences of a manufacturing company in Ecuador. This chapter will also include a review of alternative cybersecurity frameworks to ISO 27001.

[bookmark: _Toc204279473]2.2 ISO 27001 Foundation
As mentioned in the introduction of this report, ISO 27001 provides a systematic approach for organisations to enhance their cybersecurity. The systematic approach is well-known as the Information Security Management System (ISMS) and is the ISMS approach organisations must follow to secure the Confidentiality, Integrity and Availability (CIA) of company information [3].  Confidentiality, Integrity and Availability is known as the CIA Triad [4]. Figure 1 provides an illustration of each element of the CIA triad:



[image: Understanding the CIA Triad]
[bookmark: _Toc204113324]Figure 1: CIA Triad [4]

· Confidentiality: Confidentiality is responsible for the protection of information from unauthorised access, it is also responsible for ensuring only authorised individuals can access the information. For organisations building trust with employees, customers, suppliers is critical. If a confidentiality breach occurs this will damage the reputation of organisations [4]. Organisations tend to have a deny by default strategy when sharing company data. Deny by default is a method of access control, a key principle in ensuring compliance with confidentiality.  One of the most common risks that threaten confidentiality is data breaches [4]. A data breach is when sensitive information such as names, addresses, banking information or credentials such as passwords are accessed by unauthorised individuals. The consequences of a data breach are severe. Once the information has been stolen, hackers can use the data to commit fraudulent activities such as identify theft [5].  For example, in September 2017 an American organisation called Equifax (Equifax analyse financial information from other businesses) were struck with a major cybersecurity breach, the incident exposed personal information of up to 147 million people [6].  According to Josh Fruhlinger, “more than 40 percent of the population of the United States — whose names, addresses, dates of birth, Social Security numbers, and drivers’ licenses numbers were exposed” [7]. Equifax spent 1.4 billion dollars on cleanup costs from the data breach. 
· Integrity: Integrity ensures that company data is valid and accurate before it enters any system. Integrity ensures that data hasn’t been tampered with by unauthorised access [4]. A popular method to validate the accuracy and validity of data is version control. Version control is used to track any changes made to policies, files, documents, code etc. It maintains a detailed history of modifications, including who made each change and when it occurred. One of the most common risks that pose a threat to Integrity would be human error. Human error is an unintentional action such as accidental deletion of data or entering incorrect information. Since human error isn’t malicious, these unintentional actions can lead to major consequences further down the line [4]. In Spring 2015, an employee from Prykarpattya Oblenergo received an excel document attached to an email. The employee wasn’t aware that the excel document attached was a variant of the BlackEnergy malware. BlackEnergy is an off the shelf crimeware product that is used for theft and Distributed Denial of Service attacks, also known as DDos [8]. Once the file was downloaded onto the employees’ machine, BlackEnergy had access to the network. BlackEnergy was used to gather information across the network and to detect vulnerabilities, this would occur for months until the attackers had all the information they needed to execute the attack [9].
· Availability: Availability focuses on ensuring that resources such as company policies, backup systems, business continuity and disaster recovery plans are available. To mitigate any interruptions to systems, organisations should have all these resources available [4]. Should a major incident occur, such as a cyber-attack or a natural disaster, quick access to the disaster recovery plan and backups will make the recovery and restoration more efficient [4]. Industries such as cloud computing must ensure that their services are up and running 100% of the time [4]. 

Table 1 illustrates the significance of the percentage uptime and impact on the number of days downtime.







[bookmark: _Toc204182480]Table 1: Uptime Percentage Calculations
	Uptime (%)
	Calculation
	Downtime (Days)

	100
	365 days x 1.00 = 365 days
	0 days downtime

	99
	365 days x 0.99 = 361.35 days
	3.65 days downtime

	98
	365 days x 0.98 = 357.7 days
	7.3 days downtime

	97
	365 days x 0.97 = 354.05 days
	10.95 days downtime

	96
	365 days x 0.96 = 350.4 days
	14.6 days downtime

	95
	365 days x 0.95 = 364.75 days
	18.25 days downtime



Whilst an uptime of 95%-99% may seem acceptable, the amount of downtime (days) that occurs throughout the year does not make the services reliable. To illustrate a real-world example of why availability is critical, in December 2021, Amazon Web Services (AWS) experienced major outages in services such as Disney+, Netflix, Slack, Ticketmaster, stock trading Robinhood etc. AWS status page stated that there was an issue with API (Application Programming Interface) and AWS Management Console [10]. 
To ensure that uptime is at a continuous 100%, there are three security processes organisations can deploy:
1. Backups: Backups are critical when managing information systems. Continuous backups running daily can protect an organisation from data loss. Backups must be handled in a strategic manner, with an onsite and offsite backup facility. Offsite backups protect data in the event of physical disruption such as earthquake or flooding [11]. 

2. Redundant Backups: Redundant backups create multiple copies of data to secure the availability of data. Multiple copies of data ensure that organisations can always access their data in the event of a security incident [12].

3. Proactive Monitoring: Conducting regular monitoring of information systems can ensure that systems uptime is at its maximum. There are different techniques and tools which organisations can use to manage proactive monitoring [13], these include:
· Performance Monitoring Tools: DataDog, Last9
· Observability Platforms: Splunk, Elastic 
· Network Monitoring Tools: Moogsoft, BigPanda
· Cloud Monitoring Solutions: AWS CloudWatch, Google Cloud Monitoring

[bookmark: _Toc204279474]2.3 The Role of ISO 27001 in Strengthening Organisational Cybersecurity
ISO 27001 is the most adopted information security standard worldwide, used by multiple types of organisations [2]. ISO 27001’s framework consists of 14 phases which organisations must comply with [14]. These are provided in table 3 below: 

[bookmark: _Toc204182481]Table 2: 14 Phases of ISO 27001
	Phase
	Description

	Information Security Policy
	Information Security Policy states the organisations’ commitment to data protection. An information security policy must include a scope and objective, roles and responsibilities, access control measures, incidents response plan, compliance requirements and training awareness [15]

	Organisation of Information Security 
	Information security responsibilities must be defined and allocated to the relevant individuals within an organisation. However, the organisation should assess who has ownership of what area [16]. For example, compliance with legal requirements such as GDPR should be the responsibility of the HR Manager due to the handling of personal employee data.

	Risk Assessment and Treatment 
	Risk assessments are well known to be the most complex stage of the ISO 27001 framework, however, it’s also known to be one of the most important stages. A risk assessment is a process where an organisation will identify any information security risks, they currently have within the company [17].

	Asset Management 
	Within an organisation, an asset is classed as anything that has value to the company. This can include:
Physical Assets: Computers, servers and office/production equipment.
Electronic Assets: Software’s such as ERP (Enterprise Resource Planning), databases or company website.
Intellectual Assets: Copyrights or Trademarks 
Sensitive Information: Customer Data, Financial Data or Employee Records.
To manage organisational assets, each asset must be assigned to an owner. This ensures that there is a level of control over each asset. By ensuring control over organisational assets this can maintain CIA (Confidentiality, Integrity, Availability) [18]. 

	Access Control
	Access control is a critical aspect of information security, ensuring that only authorised individuals have access to company data. Access control ranges from physical access to a building to electronic access for example: 
Physical Access: Buildings, rooms or data centres.
Electronic Access: Emails, policies, documents, ERP systems and databases
To ensure only authorised access is granted, organisations need to put access control measures in place [19].

	Cryptography 
	Cryptography can be used in many ways, ranging from encrypting a drive on a computer to converting information to a secret code that only the sender and recipient can understand [20]. A common method of cryptography is encrypting an entire hard drive-in device such as laptops. Encryption can be done using tools such as BitLocker (Supported by Windows). Once BitLocker is enabled, it will provide the user with a file that stores a recovery key and a pin. The pin must be given to the individual responsible for the device, however, the recovery key must be stored and managed securely by the IT Manager. 

	Physical Security 
	Physical security plays a big role in protecting information security. The aim of physical security is to ensure the protection of people, property and information against physical hazards. There are three criteria regarding physical security:
Physical Deterrence: Examples: “CCTV in use” signs or fencing to make unauthorised access difficult.
Detection of Intruders: Examples: CCTV surveillance systems covering all areas or intrusion alarms.
Response to Those Risks: Examples: Police notification or alarm systems 
[21]. 

	Operations Security 
	Operations Security is also known as OPSEC. The purpose of OPSEC is to ensure that no confidential organisational data is intentionally and unintentionally leaked. This process also outlines how the organisation will respond in the event of data being exposed [22]. 

	Communications Security 
	The purpose of this phase is to ensure communication systems, or any information system are protected against unauthorised access. This phase ensures the confidentiality, integrity and availability of information is protected [23].

	System Acquisition, Development and Maintenance 
	This process is known as SADM. The purpose of this phase is to ensure that any system they use or create must be fit and secure. SADM consists of seven steps:
1. Identify the users and their needs
2. Identify the requirements of the system
3. Design the system
4. Implement the system
5. Test the system
6. Deploy the system
7. Operate and maintain the system
[24].

	Supplier Relationships
	The supplier relationships phase is to ensure organisational and customer information is kept secure. To manage this phase, an information security policy for supplier relationships will need to be implemented into the ISMS [25]. 

	Compliance with legal requirements and industry standards 
	The purpose of this phase is to ensure organisations are complying with legal requirements such as GDPR (General Data Protection Regulation) [26]. 

	Information Quality Management 
	Quality management has its own ISO certification named ISO 9001. However, ISO 27001 and ISO 9001 do have connections:
· Achieving your organisations intended results 
· Preventing or reducing undesirable effects 
· Achieving continuous improvement through compliance with certain standards 
[27].

	Risk Monitoring and Review 
	This phase ensures organisations are continuously undertaking continuous improvements. Organisations must conduct regular risk assessments and review the results. This process will highlight the areas that require improvement to enhance organisational cybersecurity [28]. 



[bookmark: _Toc204279475]2.4 Comparing ISO 27001 with NIST CSF
There are several alternative cybersecurity frameworks to ISO 27001 available for organisations worldwide. These include: 
· National Institute of Standards and Technology (NIST CSF)
· Centre for Internet Security (CIS Controls)
· Payment Card Industry Data Security Standard (PCI-DSS)
· Control Objectives for Information and Related Technology (COBIT) 
· Health Information Trust Alliance (HITRUST) Common Security Frameworks 
· Cloud Matrix

[bookmark: _Toc196733459]It is understood that ISO 27001 and NIST CSF are the most well-known cybersecurity frameworks worldwide, with significant similarities [29].  Both frameworks have the same role to improve cybersecurity levels within an organisation. They provide the methodology to improve organisational cybersecurity regardless of how large or small the organisation. A common similarity between NIST and ISO 27001 is that they are both risk assessment based which suggests that both frameworks would require organisations to detect their own cybersecurity risks [30]. P. P. Roy stated that both frameworks aim to ensure that the CIA (Confidentiality, Integrity, Availability) triad is well recognised in the organisation’s cybersecurity framework [31]. However, both frameworks do have some differences, table 3 and 4 provide the advantages of each framework




[bookmark: _Toc204182482]Table 3: Advantages of NIST CSF Over ISO 27001 [31]
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[bookmark: _Toc204182483]Table 4: Advantages of ISO 27001 Over NIST CSF [31]
[image: A white and black document with text

AI-generated content may be incorrect.]
[bookmark: _Toc204113362] 

2.5 [bookmark: _Toc204279476] Case Study 1: Implementation of ISO 27001 at Imptek Chova Ecuador
A group of authors (Joffre Velasco, Rodrigo Ullauri, Luis Pilicita, Bolivar Jacome, Pablo Saa & Oswaldo Moscoso-Zea) from Ecuador, published a paper on the benefits of implementing an ISMS in the Ecuadorian Manufacturing Industry. The paper reports that in the Ecuadorian manufacturing industry, companies manage high volumes of information, which include electronic, digital, and physical media etc. with low levels of cybersecurity. The authors explained that “These could be violated or intercepted if the organization does not have control policies and procedures that guarantee the confidentiality, integrity, and availability of its information systems” [32], this places many organisations within the manufacturing industry at risk of having information stolen or leaked. 

Risk assessment is one of the 14 phases of ISO 27001. The authors referred to the MAGERIT as a risk assessment methodology to mitigate and keep the risks under control. The MAGERIT method includes six steps for completing a risk assessment [32]:

1. Determine the relevant assets for the company
2. Determine the threats which the assets are exposed to
3. Evaluate the impact of asset damages if there is a threat
4. Establish a value for the assets based on the costs that would be incurred by the company to recover from issues of availability, integrity or confidentiality of information.
5. Value the potential threats.
6. Determine the risk 

Once all five steps were completed, Imptek Chova Ecuador were able to determine the risks from each asset. 

Figure 6 Illustrates the threats to each asset based on their frequency and impact score. The scoring of frequency and impact suggests:
· Frequency: A score of 1 indicates a low chance of the risk occurring, whilst a score of 5 would indicate a very high chance.
· Impact: A score of 1 represents low impact on the organisation, whilst a score of 5 represents high impact.
The total scoring is calculated by frequency times (x) impact = total.  
Once the total was calculated, Imptek Chova Ecuador were able to prioritise which assets required the most attention to mitigate the risk.  For example, impersonation of user identify has a medium frequency and high impact score, suggesting that this asset requires immediate attention.  The risks evaluation table is provided in table 5: 

[bookmark: _Toc204182484]Table 5: Risks Evaluation [32]
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2.6 [bookmark: _Toc204279477] The Benefits of ISO 27001 Post-Implementation
Following the implementation of ISO 27001, Imptek Chova Ecuador identified many benefits from ISO 27001 certification. These benefits are provided in table 6 below: 

[bookmark: _Toc204182485]Table 6: Post Implementation Benefits Imptek Chova Ecuador [32]
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The authors report in their conclusion that “After the implementation of the ISMS, it is very important to monitor the controls, policies, processes, and findings. This information generates feedback on the status of the implementation and allows the continuous improvement of the ISMS.” [32]. This suggests that to ensure the ISMS achieves its objectives, continuous improvement is required. 




[bookmark: _Toc204279478]2.7 The Cybersecurity Framework Selected by LSN Diffusion Ltd
LSN Diffusion Ltd carefully considered their options for cybersecurity frameworks from the two most well-known frameworks which were ISO 27001 and NIST CSF [29]. Following a review of the advantages of each framework as identified in table 7 the company selected the ISO 27001 framework for the reasons identified in table 7 below:

[bookmark: _Toc204182486]Table 7: LSN Diffusion Ltd Reasoning For ISO 27001 Implementation
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2.8 [bookmark: _Toc204279479] Common Challenges of ISO 27001 Implementation
Whilst ISO 27001 has numerous benefits, there are many challenges organisations face when implementing the standard. A paper written by Fatiha Djebbar and Kim Nordstrom highlighted common challenges relating to ISO 27001 [33]. These include:
· Evolving Nature of Cybersecurity: Threats and vulnerabilities will continuously increase even with the ISO 27001 standard. This suggests that the implementation of a cybersecurity framework such as ISO 27001, will not provide a permanent and steady level of security [33].
· Time Consuming: Implementing a standard such as ISO 27001, can be considered time consuming and will require a complete change in how an organisation handle its data [33]. 
· Cost: The implementation of a standard such as ISO 27001 may result in significant costs to an organisation, particularly relating to additional physical security measures [33]. 
[bookmark: _Toc204279480]2.9 Case Study 2: AUTOSYS an ISMS Application 
A group of authors (Mohamed Zelmati, Zakariae Oulqaid, Abdelmajid Elouadi) published a paper on the subject of building an ISMS application to support auditors to undertake audits of organisations certified with ISO 27001 and TISAX [34]. The authors reported difficulties when auditing clients, such as continuous tracking of data security incidents or document management [34]. The authors built a web application named “AUTOSYS” to assist auditors with the auditing process. The backend of the application was written in PHP, and the frontend of the application was written in ReactJS. The application processes data through API requests such as [34]:
· GET: Receiving data from a MySQL database
· POST: Sending data from a MySQL database
· DELETE: Deleting data from a MySQL database
· PUT: Replacing data from a MySQL database
Figure 2 illustrates the architecture of the application developed by the authors. 

[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc204113325]Figure 2: AUTOSYS Architecture Diagram [34]


2.10 [bookmark: _Toc204279481]Conclusion
To conclude, this literature review has explored the impact ISO 27001 on organisational cybersecurity focusing on its core principles, structured implementation, comparative advantages and practical applications. The literature review begun with establishing the importance of the CIA triad (Confidentially, Integrity and Availability. The 14 phases of ISO 27001 were reviewed, demonstrating how each phase contributes to a structured ISMS.
 
A comparative review of ISO 27001 and NIST CSF demonstrated that both frameworks aim to enhance cybersecurity in organisations. However, ISO 27001 provides certification and global recognition, making ISO 27001 more suitable for organisations such as LSN Diffusion Ltd. The case study of Imptek Chova Ecuador provided an insight into the benefits of implementing ISO 27001, these included improved risk management and data protection. This also highlighted challenges with implementing ISO 27001, such as time consumption, costs and evolving cyberthreats.
 
The literature review identified key requirements for an ISMS application to support compliance with the ISO 27001 standards, as evidenced in the AUTOSYS application case study. The ISMS application address common challenges of ISO 27001 implementation by simplifying documentation processes, data security incident monitoring and supporting audit processes.
 
In summary, the literature review supports the conclusion that ISO 27001 significantly improves organisational cybersecurity through its structured and risk-based approach. However, a successful implementation requires a continuous ongoing commitment to adapt to continuous and evolving cyberthreats. This literature review supports the development of an ISMS application identified in the next chapters in this project.






[bookmark: _Toc204279482]3. Research and Development Methodology

This chapter describes the research methodology used in the development of a bespoke ISMS application to meet the requirements of LSN Diffusion Ltd.   It explains the research design, data collection and analysis methods used to develop the application and ensure compliance with ISO 27001 standard and organisational requirements.  The researcher considers that the chosen methods are appropriate to achieve the research objective, with consideration of potential limitations and strategies for ensuring reliability and validity of the results. 

The research methodology follows the structure of the Saunders Research Onion [35] to help guide the researcher select appropriate research methods, as illustrated in the figure 3 below.
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[bookmark: _Toc204113326]Figure 3: Saunders Research Onion [35]


The methodology is separated into two phases:
Phase One (Pre-Development): To conduct interviews (non-structured and structured) with selected participants within LSN Diffusion Ltd to gauge their understanding of ISO 27001 and what they require from an ISMS application. This qualitative data collected can be used to design and develop an ISMS application to help the organisation maintain its ISO 27001 accreditation. 
Phase Two (Post-Development): Once the application has been developed, surveys will be distributed to selected participants to evaluate the performance of the application, and to identify any areas for improvement to enhance the application.
 
[bookmark: _Toc204279483]3.1 Research Philosophy: Positivism  
This project adopts a positivism research philosophy considered appropriate for this project. Advantages of using this approach include:
· Objectivity: The positivism approach is known for the collection of unbiased data. This will enhance the reliability of the data collected [36].
· Replicability: The positivism approach allows other researchers to replicate the study [36].
· Quantitative: Positivism approach supports the quantitative research method to collect statistical data, using surveys for example [37].
Disadvantages include:
· Lack of Personal Insight: Collecting statistical data, could overlook the detail of participants’ responses [36]. For example, the participants experience of the application (e.g. qualitative data). To overcome this, conducting non-structured interviews will enable participants to speak freely regarding their requirements of an ISMS application. 






[bookmark: _Toc204279484]3.2 Research Approach: Deductive 
A deductive research approach is appropriate for this project because the researcher is testing a theory of whether LSN Diffusion Ltd require an ISMS application to help maintain its ISO 27001.  The advantages and disadvantages of this research approach are provided below: 
Advantages:
· Theory Driven: A deductive approach allows the researcher to begin with a theory and testing it in the real world [38]. 
· Clear Structure: A deductive approach provides a clear and structured research protocol [38], enabling a methodology which is easy to follow and replicable for other researchers.
Disadvantages:
· Risk of Bias: When collecting data, the researcher must consider any possible risks of bias [38]. For example, when conducting surveys the researcher may focus on research that aligns more with their own expectations. To overcome this, the researcher will consider using a mixed methods approach by way of conducting surveys and non/structured interviews. By using the mixed methods approach this will mitigate any risks of bias to enable balanced objective views. 

[bookmark: _Toc204279485]3.3 Methodological Choice: Mixed Methods  
With reference to the methodological choice layer of the Saunders Research Onion [33], a mixed methods approach includes gathering both qualitative and quantitative data, enabling a more comprehensive understanding of the requirements of an ISMS application. Advantages and disadvantages of a mixed methods approach include:
Advantages include: 
· Comprehensive Insights: Mixed methods allow the researcher to collect both qualitative and quantitative data. The quantitative data can be used to identify quantitative results, whilst qualitative data can be used to understand participants personal views and experiences [39].
· Accuracy: Due to collecting both types of data, this is likely to produce more accurate and reliable data [39]. 

Disadvantages include:
· Resource Demands: The use of both quantitative and qualitative research methods will require more resources such as the researcher’s time and effort [39]. 

[bookmark: _Toc204279486]3.4 Research Strategy: Surveys and Interviews
To collect the required data for this project, two research methods will be undertaken. These will include surveys, non-structured and structured interviews. Structured and non-structured interviews will be undertaken in the pre-development phase of the design application, surveys and structured interviews will be undertaken in the post-development phase of the application. Non-structured and structured interview methods can be differentiated as follows:
· Non-structured interviews: This interview is more open ended which will allow the participant to speak more freely.
· Structured interviews: This interview is conducted with a set list of questions which will ensure consistency in data gathering from participants.
Surveys will be undertaken to evaluate the usability tests of the application post-development.  For security reasons, the application will require two types of access levels:
· Administrative Access: This level of access is assigned to key users which require access to all functions.
· Standard Access: This access is limited to users for specific tasks e.g. submitting data security, access and change forms.
The researcher will create two surveys to enable the collection of data from both participants with administrative and standard levels of access. 
When conducting surveys, the researcher has considered the following research objectives to ensure replication of the research, and these objectives are provided below: 
· To evaluate user’s satisfaction of the developed ISMS application.
· To identify any usability issues in the ISMS application from both administrative and standard access levels. 


Advantages of Surveys:
· Efficiency: Surveys are known to collect data quickly and can help overcome the time-consuming aspect of collecting data [40].
· Consistency: Each participant will answer the same questions, this can make comparing and analysing the results easier [40].
Disadvantages of Surveys:
· Lacks Depth: Surveys may not explain the reasoning behind participant’s feedback. To overcome this disadvantage, the researcher will also conduct structured interviews to also capture more detailed information [40].
When conducting structured and non-structured interviews, the interviews will be recorded and documented through a transcript. The transcript will be generated through Microsoft Teams. 
Advantages of Structured and Non-Structured Interviews:
· In Depth Insights: Interviews capture participants detailed feedback in areas such as experiences, expectations and suggestions [41].
· Flexibility: Particularly in non-structured interviews, this method can generate flexibility in a way that interviews allow the unexpected which could be valuable to the researcher [41]. 
Disadvantages of Structured and Non-Structured Interviews:
· Ethical Issues: Interviews may include ethical issues where interviewees may not want to talk about certain topics such as confidentiality [41] . 

[bookmark: _Toc204279487]3.5 Time Horizon: Cross-Sectional
The cross-sectional time horizon is appropriate for this project as the data will be collected at a single point in time and not over longer period of time [42]. Advantages and disadvantages include:
Advantages:
· Cost-Effective: The researcher will not be required to engage with participants over a long period of time [42]. 
· Time-Effective: Data collection can be conducted within the project’s timeframe. This ensures that nothing is left out due to time constraints [42].
Disadvantages:
· Cross-Sectional studies may contribute to selection bias, as the data collected at a single point in time won’t capture data in the long term. This could reduce the reliability of the findings. To overcome this, the researcher must ensure the sampling is representative of the target group [42].

[bookmark: _Toc204279488]3.6 Data Collection and Analysis
As mentioned above, this post-development research will deploy a mixed methods approach, combining surveys and structured interviews of participants assigned different levels of access (Administrative and Standard). All participants will be asked a set of identical closed questions to evaluate their experience and interaction with the ISMS application. However, due to administrative users requiring more access levels, they will be asked a further set of questions based on their additional access levels. 
All participants will be provided with an opportunity to provide feedback on the good features and areas requiring further development at the end of the survey and structured interview. The surveys (evaluation form) will be created using Microsoft Forms and will enable ease of data analysis.
When analysing the collected data, the researcher can export the participants’ responses from Microsoft Forms into a Microsoft Excel spreadsheet. The researcher can segment (e.g. by staff category) the data for greater analysis and produce graphs and charts providing a clear visual view of the results.  

[bookmark: _Toc204279489]3.7 Participant Sampling Strategy
The researcher will apply a ‘convenience sampling strategy’, also known as non-probability sampling technique [43], to select participants in the pre and post development phases of this research.   This is considered most appropriate for this research project as the researcher is reliant upon the availability of targeted participants with expert knowledge, and the willingness of other participants from different staff categories to take part.   This method is also often used when time, resources, or access are limited.  The limitation of this strategy is that it may introduce bias in the results [43]. 
The participant samples selected from different staff roles for the pre and post development phases of this research are provided in the in table 8 and 9 below: 
[bookmark: _Toc204182487]Table 8: Pre-Development Research
	[bookmark: _Hlk203994330]Pre-Development Research

	Staff Role
	No. Participants Selected

	IT Manager
	1

	HR Manager
	1

	Quality Manager
	1

	First Line Support Technician
	1

	Total number of interviews
	4



[bookmark: _Toc204182488]Table 9: Post-Development Research
	Post-Development Research

	Staff Role
	No of Staff Employed
	No. Selected Participants

	Department Manager (Other)
	10
	6

	Department Manager (Production)
	17
	6

	Administrative Staff
	12
	6

	Team Leader
	10
	6

	Operator
	40
	6

	Total number of usability test participants 
	89
	30




[bookmark: _Toc204279490]4. Design and Implementation	

[bookmark: _Toc204279491]4.1 Design
Referring back to the third objective of this project, the researcher will build a bespoke application that supports LSN Diffusion Ltd maintain their ISMS.  In the preceding Literature Review Chapter of this project, many challenges associated with the implementation of ISO 27001 were identified, one of which were the organisational tasks required by ISO 27001 can be time consuming and inefficient.  A bespoke ISMS application aims to achieve greater efficiency and effectiveness for LSN Diffusion Ltd when undertaking tasks associated with ISO 27001.

Prior to developing the application structured and non-structured interviews were conducted with staff employed at LSN Diffusion Ltd who deal with ISO 27001 daily (Appendix 1). The researcher conducted a non-structured interview with the IT Manager and Quality Manager to gain a deeper understanding of what is required from an ISMS application. Below are the key features identified during the interviews:

[bookmark: _Toc204279492]4.2 IT Manager
The IT Manager at LSN Diffusion Ltd stated that their current practices in maintaining ISO 27001 is heavily manual and paper based, “which are error-prone and inefficient”.  An application was required to mitigate these inefficiencies and move away from the current manual work. The IT Manager also stated, “Manual processes introduce risks of data loss and inaccuracies”. Through the interview, the researcher was able to understand the challenges LSN Diffusion Ltd face when trying to complete tasks related to ISO 27001. Next, the researcher asked the IT Manager what the expectations were of an ISMS application. The key features suggested are provided below:
· Elimination of manual paperwork.
· Secure, simple, and ease of use, particularly for shop floor staff. 
· Dashboards with notifications are essential for tracking incidents and identifying trends.

The researcher asked the IT Manager how LSN Diffusion Ltd would prefer the integration and implementation of the ISMS application to be carried out.   The key requirements are provided below:
· Integration with IT ticketing and possibly asset management is useful but case-dependent
· Preference to local hosting for security and control.
To conclude the interview, the researcher asked how LSN Diffusion Ltd would describe the success of the ISMS application. The IT Manager stated that success would be measured by the ease of reporting security incidents, change requests, access requests and the traceability is key.

The next interview conducted was with the Quality Manager at LSN Diffusion Ltd. The same questions were asked of the IT Manager and Quality Manager. 

[bookmark: _Toc204279493]4.3 Quality Manager
The Quality Manager (QM) at LSN Diffusion Ltd stated that he is a strong advocate in moving away from paper-based systems to reduce duplication and inefficiency when managing ISO 27001 requirements. The QM reported the current challenges faced by LSN Diffusion Ltd to maintain ISO 27001, these include:
· Resistance to change and lack of understanding among staff
· The importance of explaining the “Why” behind security practices

The researcher asked the QM what his expectations were of an ISMS application. The key features suggested are provided below:
· Visually appeal
· Quick to use
· Dashboards to highlight hotspots and trends

After the expectations from an ISMS application were identified, the researcher asked the QMS Manager if any integrations with other systems would benefit LSN Diffusion Ltd. The QM suggested that an integration with Human Resources (HR) system, IT Helpdesk System and Asset Management system would be a useful feature. The QM suggested that the application should be implemented via desktop first, and then over time, move to mobile access to allow flexibility. 

To conclude the interview, the researcher asked what would be the key success factors for the ISMS application following its implementation.  The following indicators for success were identified:
· Increased usage
· Actionable insights
· Measurable improvements over time
Structured interviews were conducted with LSN Diffusion Ltd. Human Resources (HR) Manager and First Line Support (FLS) Technician, as both roles complete daily tasks associated with ISO 27001.

[bookmark: _Toc204279494]4.4 HR Manager
At the beginning of the interview, the researcher asked what were the current practices relating to HR’s role in ISO 27001. The HR Manager stated that she uses PeopleHR (Human Resources application which holds employee’s personal information) and handles paper-based records which is inefficient and difficult to manage. As previously mentioned, one of the key challenges faced by the HR Manager is managing large amounts of paper-based documentation.  A move to a bespoke digital application would improve efficiency and support the maintenance of documentation much easier. 

The researcher asked the HR Manager what her expectations were of an ISMS application. The key features suggested are provided below:
· User-friendly and visually clear
· Dashboards would support with audit preparation and oversights

The researcher asked the HR Manager her opinion on what integration and implementation methods would work to assist with day-to-day tasks. The key features are provided below:
· Integration with HR systems to automate data retention tracking
· A preference to both desktop and mobile access for flexibility

To conclude the interview, the researcher asked what would be the key success factors for the ISMS application following its implementation.  The following indicators for success were identified:
· Submission confirmations and alert notifications
· Open to AI integration (e.g., Microsoft Copilot) in the future



[bookmark: _Toc204279495]4.5 First Line Support (FLS) Technician
The final interview was conducted LSN Diffusion Ltd. First Line Support (FLS) Technician, who completes daily tasks associated with ISO 27001. The researcher begun the interview by asking how he works with current practices at LSN. The FLS Technician replied with:
· Using Microsoft Excel and Malwarebytes (EDR Software)
· Completes paper-based forms
The FLS Technician reported that processing aper-based forms are time consuming and inefficient. The FLS Technician specifically referred to company security incident forms, change request forms and access forms and how time consuming they were to complete by hand. The researcher also asked the FLS Technician what his expectations were from an ISMS application.  The key features suggested are provided below:
· Requires visual tools, such as graphs to track audits and incidents
· Dashboards to help identify trends and areas requiring attention

After the expectations from an ISMS application were identified, the researcher asked the FLS Technician what further integrations and implementations would suit the application.  The FLS Technician replied with:
· Caution with over-integration
· Concerns about system clutter and potential downtime
· A balanced approach is preferred

To conclude the interview, the researcher asked what would be the key success factors for the ISMS application following its implementation.  The following indicators for success were identified:  
· Ease of use with visual tools such as graphs
· Dashboards to help identify any patterns or trends with forms such as security incidents
· Mobile access alongside desktop for convenience

To summarise the key features and requirements collected from the interviews, the ISMS application will need to include:
· A user-friendly interface
· The quick submission of forms
· Dashboards to present the data submitted into the application
· A multi-platform access

The next stage of the design process involves defining how the application functions will work and appear to user.  The frontend of the application will be developed using JavaScript and jQuery, enabling users to POST and GET data from a database in the background. The backend of the application will be managed by a web server and an API service. 
The information collected from the interviews has provided clear direction for the application’s design, to include the features and requirements identified above.  
During the interview process, the IT Manager provided the researcher with blank copies of the forms for implementation into the application, to ensure that no key information within the forms is missing in the development phase.  


The purposes of completing these forms are as follows:
· Data Security Forms: To report any incidents which could affect the CIA (Confidentiality, Integrity and Availability) of data. For example, an employee would report a suspicious email because it could affect the confidentiality of data
· Change Request Forms: If any process within an organisation needed to be changed, this form would be used to submit the request
· Access Request Form: If anyone needed access to something or somewhere, this form would be completed to ensure the proposal is approved or rejected

To ensure the application provides the user-friendly and effectiveness features required for users when completing forms, the researcher created the following wireframes in figure 4: 
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[bookmark: _Toc204113327]Figure 4: Form Submission Wireframes

Whilst interviewed, the IT Manager indicated that if a process takes too long to complete, this will have an impact on the IT Department receiving forms based on access, change and data security incidents.  Furthermore, the IT Manager stated a key consideration for the application was to enable security. Standard and administrative roles are applied to each user to ensure that the application is separated. When a new user is created, the application will require the user to enter a username, password and role. Figure 5 below is a wireframe which illustrates the layout and design of the application.
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[bookmark: _Toc204113328]Figure 5: Account Creation Wireframe

As mentioned above, the application will support both standard and administrative user roles. The standard user will only be able to submit data security, access request and change request forms, whilst the administrative role will have access to the entire application. 

Each interviewee indicated that a dashboard is required to provide a clear view of the submitted data. The researcher has created two different dashboards to present the data, and are illustrated in the wireframes in figures 6 and 7:
· Dashboard One: A table which holds all the data submitted from each form
· Dashboard Two: Data presented in a graphical image
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[bookmark: _Toc204113329]Figure 6: View All Forms Table Wireframe
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[bookmark: _Toc204113330]Figure 7: Graphical Dashboard Wireframe
Both dashboards can be used to analyse the submitted data from the forms which will be useful when tracking and monitoring trends etc. 

The wireframe shown in figure 8 illustrates the interface to enable administrative users to upload policies into the database. Given that organisational policies are identified as a significant component of ISO 27001, this is an important feature of the application. 
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[bookmark: _Toc204113331]Figure 8: Policy Documentation Upload Wireframe

With reference to the security of the application, the application cannot be accessed unless a user is logged in. Figure 9 illustrates the wireframe of a simple login page where any user will be able to login to the application:
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[bookmark: _Toc204113332]Figure 9: Login Page Wireframe

4.6 [bookmark: _Toc204279496]Implementation 
After the requirements of the application were identified through the non-structured/structured interviews, the researcher was able to begin development of the ISMS application. The application requires functions where users can submit forms efficiently and effectively. The application operates with a database in the background which will store the data. The database is Postgres SQL and is managed through Adminer. Each component of the application which involves data has its own table.  Figure 10 provides a screenshot of the tables used to hold data relevant to the application.
[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc204113333]Figure 10: Adminer Database

The application is contained in a docker desktop container. Docker generates containers which hold everything that is required to run an application such as code or libraries etc. Docker is often described as a portable box which contains an application, this can ensure the application can run on any machine. A file called docker-compose.yml stores all the information required by docker.  Figure 11 provides a screenshot of the docker container running the ISMS application.
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[bookmark: _Toc204113334]Figure 11: Docker Desktop Container

[bookmark: _Toc204279497]4.7 Backend
The backend of the application is built using node.js and express.js which are both well-known tools for fast web servers. The backend of the application is managed by two parts which is web server and web service. 

Web Server
The web server acts like the main entry point of the web application. The web server is responsible for:
· Tracking users that are logged into the application
· Handing files such as HTML, CSS, JavaScript or images from the directory
· EJS Templating, to dynamically create HTML pages onto the web server before it’s sent to the browser
· Middleware, to maintain security, data handling and performance in the code

[bookmark: _Toc204279498]Web Service
The web service is used to handle the incoming HTTP requests and interacts with the database, the web service is the bridge between the frontend of the application and the database. The web service connects to the database through another JavaScript file called ISMS.js. The web service uses the functions within ISMS.js to insert, retrieve and manage the data within the PostgreSQL database. The web service provides RESTful API routes such as access forms or login etc.
 
[bookmark: _Toc204279499]4.8 Frontend
The frontend of the application was developed using JavaScript and jQuery. These two methods are used to submit forms such as data security incident, change requests, access requests and policy documents. The frontend of the application also includes AJAX (Asynchronous JavaScript and XML [44] . AJAX allows users to POST and GET data without the need of refreshing the page. By including AJAX, this makes the process of sending data or receiving data quicker. Figure 12 provides a screenshot of the developed application.

To begin, users must log in to the application. The web application cannot be accessed without authenticated login. Application administrators will provide standard users a set of credentials to login to the application. 
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[bookmark: _Toc204113335]Figure 12: Developed Login Page

Once the user has logged in, they’ll be directed to the homepage. From here the users, depending on their access and permission levels, can access all forms, policies, dashboard and sign up. Figure 13 below shows the homepage:
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[bookmark: _Toc204113336]Figure 13: Developed Homepage

Figures 14, 15 and 16 provide screenshots show the data security, change request and access request forms that users will complete in the application. These forms were created based on the forms LSN Diffusion Ltd provided the developer (Appendix 2).
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[bookmark: _Toc204113337]Figure 14: Developed Data Security Incident Form
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[bookmark: _Toc204113338]Figure 15: Developed Change Request Form
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[bookmark: _Toc204113339]Figure 16: Developed Access Request Form

Administrators will have access to view all submitted forms. This feature will enable administrators to track previously submitted forms. For example, if a data security event occurs, this feature can be used to trace back to see if this incident had occurred previously. Standard users will not have access to this feature to ensure the Confidentiality, Integrity, and Availability (CIA) of data. Figures 17, 18 and 19 show the view all forms functions:

[image: A screenshot of a computer

AI-generated content may be incorrect.]
[bookmark: _Toc204113340]Figure 17: Developed View All Security Forms
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[bookmark: _Toc204113341]Figure 18: Developed View All Access Request Forms
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[bookmark: _Toc204113342]Figure 19: Developed View All Change Request Forms

As an administrator, a user will have access to the policies feature. This feature allows the user to submit policies into the database. As policy documentation is a requirement of ISO 27001, policy management is crucial. The application will enable the user to submit PDFs into the database, this feature is useful because administrators can upload their own policy documents to the application. Storing all policies in one location is ideal in audit environments. See figure 20 below:
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[bookmark: _Toc204113343]Figure 20: Developed Policy Upload

A function for administrative users to view all policies uploaded into the database has also been developed into the application. The PDF documents that are stored in the database can be downloaded to the users’ C drive in read only format. Figures 21 and 22 provides a screenshot of this feature. 
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[bookmark: _Toc204113344]Figure 21: Developed View All Policy Documents
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[bookmark: _Toc204113345]Figure 22: Developed View All Policy Documents PDF Download

The application has also been developed to provide administrative users with a dashboard of visual tables and graphs generated from the data in the database. For example, the number of data security incident forms that have been submitted within each department. This feature is useful to identify the departments/areas which can be investigated to reduce the number of data security incidents. Figure 23 provides a screenshot to demonstrate this feature.
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[bookmark: _Toc204113346]Figure 23: Developed Security Incident by Department Dashboard

Finally, there is a function for creating new users. The user needs to create a new username, password and define the role (administrative or standard). This feature can only be accessed through an administrator to ensure security. Figure 24 shows the user creation menu:
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[bookmark: _Toc204113347]Figure 24: Developed User Accounts Creation

[bookmark: _Toc204279500]4.9 Usability Testing
As referred to in the research methodology chapter, the testing of the application will be conducted through usability testing. Usability testing is the appropriate method of testing because it can uncover problems with design, discover opportunities to improve the application and learn about the users [45]. Whilst the main requirement of the application is to ensure that its functionality is simple and easy for users to work with, usability testing will be completed to gather user feedback and relevant data. Figure 25 demonstrates which parameters are required for usability testing:
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[bookmark: _Toc204113348]Figure 25: Measuring Usability [44]

An evaluation of the usability testing results are provided in the next chapter.
















[bookmark: _Toc204279501]5. Evaluation

This chapter of the report evaluates the outcomes of the project and whether the aims and objectives have been met, including an analysis of the post development usability testing of the ISMS application. 

[bookmark: _Toc204279502]5.1 Aims and Objectives
The aim of the project was to evaluate the impact of ISO 27001 on organisational cybersecurity and to develop a bespoke ISMS application. Three objectives were set to ensure the aim was achieved. 
· Objective 1: To analyse the role of ISO 27001 in strengthening organisational cybersecurity: This objective was achieved in the literature review. It explored the principles of ISO 27001, such as the CIA triad (Confidentiality, Integrity and Availability) and each of the 14 pashes of ISO 27001 to demonstrate how organisations can implement policies, risk assessments, access controls and continuous improvement to enhance organisational cybersecurity. 

Additional cybersecurity frameworks were identified, with a detailed comparison between the NIST CSF framework and ISO 27001, to identify differences between both well-known cybersecurity frameworks. Through this objective, the researcher gained a deeper understanding of ISO 27001, the role of the CIA triad, and the implementation phases which organisations must consider when implementing or maintaining the standard.

·  Objective 2: To assess the benefits and challenges of ISO 27001 implementation: This objective was achieved in the literature review when a real-world case study was reviewed. The case study was based on the ISO 27001 implementation process in an organisation called Imptek Chova Ecuador. The case study provided evidence of the benefits of implementing ISO 27001 and enabled the researcher to gain a deeper understanding of the standard and its benefit to an organisation.  



The literature review also identified common challenges relating to the implementation of ISO 27001. This objective was achieved from the structured interviews with staff at LSN Diffusion Ltd, who reported their experiences with ISO 27001.  Their feedback provided the benefits and challenges they experienced with the standard.
Similarly, this objective helped the researcher gain a better insight into the challenges faced by organisations when implementing or maintaining the ISO 27001 standard. The information gathered in the literature review, provided the researcher with a strong knowledge base for objective three, to design and develop a bespoke ISMS application for LSN Diffusion Ltd. 

· Objective 3: To develop a bespoke application for managing an information security management system (ISMS): This objective was achieved and described in the design and implementation chapters of this report. 

The application was designed and developed from the information gained in the research process, through a series of interviews (structured and non-structured) with key staff members at LSN Diffusion Ltd.  The application was built using Node.js, Express.js and PostgreSQL and included features such as form submissions for data security incidents, access request, change request forms, policy documents, a dashboard view and user role management. Following the review of the AUTOSYS case study, the researcher learnt how the database interacts with the frontend of the application using POST and GET functions.

Following the application development, the researcher conducted usability testing with employees from LSN Diffusion.   As referred to in the research methodology chapter, two groups of participants were identified for the usability testing survey. Both groups represented standard and administrative users, due to both roles requiring different access levels.  This differentiation was considered important to capture feedback on all features and users of the application. The usability testing survey was designed to capture both qualitative and quantitative feedback from the users experience of the application (Appendix 3 and Appendix 4). Quantitative feedback was collected to assess the usability, design and performance of the application.  Whilst qualitative feedback was gathered to collect participants’ opinions on the application’s strengths and weaknesses. 



[bookmark: _Toc204279503]5.2 Evaluation of usability testing (Standard Users)
Figure 26 illustrates how many standard users have experienced other ISMS applications. The findings show vary few participants had experienced using an ISMS application (4/30). 



[bookmark: _Toc204113349]Figure 26: ISMS Application Experience - Standard Quantitative Results

Figures 27, 28, 29, 30 and 31 provide the quantitative results from the standard users:
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[bookmark: _Toc204113350]Figure 27: Administrative Staff – Standard Quantitative Results
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[bookmark: _Toc204113351]Figure 28: Operator - Standard Quantitative Results
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[bookmark: _Toc204113352]Figure 29: Department Manager (Production) - Standard Quantitative Results
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[bookmark: _Toc204113353]Figure 30: Team Leader - Standard Quantitative Results
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[bookmark: _Toc204113354]Figure 31: Department Manager (Other) – Standard Quantitative Results
Quantitative feedback received from the standard users was very positive. The results show that application was:
· Easy to use 
· Design of the application was clear 
· Participants could complete the tasks with minimal guidance 
· Performance of the application was responsive and had no technical errors 

Qualitative feedback received from standard users, identified positive features of the application with areas for further improvement. The positive feedback included: 
· Ease of use: The application was reported to be easy, simple and quick to use, a key requirement identified from managers during the pre-development phase.
· Visually appealing: The application was visually appealing which encouraged the users to use the application.
· Efficiency: The application was described as time efficient when completing the data incident security, access request and change request forms. Efficiency was also identified by managers as a key requirement from the application during the pre-development phases.
· Confidence: Many users reported that they were able to use the application with confidence. This demonstrated that the application will be used correctly and become a valuable resource for LSN Diffusion Ltd.  

Areas for further development identified by participants with standard roles, were reported as follows:   
· Policy Access: Many participants suggested that allowing standard users to view all policies should be included in the standard role. This is an important consideration to ensure the availability of data for all employees. The literature review states how important the CIA triad is to company data.
· Training Resources: Many participants suggested that the developer should include training resources such as videos, or guidance documentation to help those users who don’t understand the reasoning behind completing the forms. This improvement could also help raise the awareness of staff across the organisation on the importance of ISO 27001.

· Form Status Tracking: Participants suggested that a form of status tracking would be a useful feature. For example, if a user was to submit an access request form, the user could track the progress with their request and receive confirmation when their request was approved or rejected. 
· Navigation Enhancements: Participants suggested that navigation could be improved slightly. For example, if a user has completed a form and they wish to go back a page, they would need to use the taskbar to navigate back. A back button function would improve navigation for users.  
· Error Handling: Many participants suggested that error handling could be improved to make the application feature more user friendly. This improvement would improve the design of the application. 
· Login Feature: In the event a password is forgotten by a user and access to a form on the application is required, a password reset function would enable the user to reset their password immediately.

[bookmark: _Toc204279504]5.3 Evaluation of Usability Testing (Administrative Users)
Figure 32 illustrates how many administrative users have experienced other ISMS applications. The findings show that administrative users have more experience with ISMS applications compared to standard users. 
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[bookmark: _Toc204113355]Figure 32: ISMS Application Experience Administrative
Given that administrative users require more access permissions than standard users, the administrative users completed the same usability testing survey as the standard users, with an additional set of questions. Figures 33 and 34 provide the quantitative results from the administrative group.
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[bookmark: _Toc204113356]Figure 33: Administrative Staff - Administrative Quantitative Results
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[bookmark: _Toc204113357]Figure 34: Department Manager (Other) - Administrative Quantitative Results

Quantitative results from the administrative group of participants were very positive, and similar to the results from the standard users.  This shows that the experiences of both participant groups were very similar and were overall satisfied with the developed ISMS application. 
Given that administrative users have greater access levels to other roles, additional questions were asked of these users to ensure that all functions were adequately tested. The additional functions tested included:
· Upload and view policies 
· Viewing all submitted forms
· Dashboard 
· User account creation 

The charts presented in figure 35 summarise the quantitative data feedback collected from the usability testing survey.
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[bookmark: _Toc204113358]Figure 35: Administrative Quantitative Results Summary

The feedback received from the administrative group of participants was very positive. The results suggest that the additional administrative functions were useful and do support LSN Diffusion Ltd to maintain compliance with ISO 27001. 

Qualitative feedback received from administrative users identified positive features of the application with areas for further improvement. The positive feedback included:
· Ease of Use: Participants found the application easy to use with straightforward functions.
· Help Feature: Participants found the help (?) feature useful when completing forms.
· Design: Participants were satisfied with the design of the application suggesting that it was modern and intuitive.
· Data Visualisation: Participants found that the charts were helpful to present data visually.  
· Centralised Functions: Participants found that the application’s navigation was simple due to all functions being in one place. 
· Supports ISO 27001 Compliance: All participants strongly agreed that the application would support LSN Diffusion Ltd to maintain its compliance with ISO 27001.

Areas for further development identified by participants with administrative roles, were reported as follows:   
· Notifications: Participants suggested the development of a notifications function would be practical. For example, if a new data security incident form was submitted, the relevant administrators would be notified, or if a policy was due for annual review, the application would notify the relevant administrators.
· Risk Assessment: Some participants suggested that including risk assessments into the application would support compliance with ISO 27001.
· AI Integration: One participant suggested that integrating artificial intelligence (AI) into the application to make process even more efficient could be a future development. 

In summary, this evaluation confirms that all three objectives were successfully met. Objective one explored the role ISO 27001 plays in organisational cybersecurity, while objective two assessed the benefits and challenges of ISO 27001 implementation. Objective three focused on developing a bespoke ISMS application which received positive results by both standard and administrative users. Usability testing supported the literature review and proved the application is effective, efficient, user-friendly and supports ISO 27001 compliance. These findings will lead into the next chapter, conclusions and recommendations. 





[bookmark: _Toc204279505]6. Conclusions and Recommendations

The primary aim of this project was to evaluate the impact of ISO 27001 on organisational cybersecurity and to develop a bespoke Information Security Management System (ISMS) application to support compliance.  This chapter summarises the key findings from the literature review, design, implementation and evaluation stages of the project.  It also reflects on the extent to which the research objectives were achieved, whilst identifying a series of recommendations for further research and development.  

The key findings from this research project suggests that the ISO 27001 standard provides a structured and effective framework for protecting and managing organisational cybersecurity.  

The literature review examined the positive impact which ISO 27001 has on organisational cybersecurity, highlighting its core principles and structured implementation. The review identified the importance of the CIA triad within an ISMS framework and reviewed the 14 phases of the ISO 27001 standard.  

Comparisons with an alternative and well-known framework such as NIST CSF were made, and whilst both frameworks aim to strengthen cybersecurity, ISO 27001 offers a more formal certification process with and global recognition, that were considered more suitable for organisations such LSN Diffusion Ltd.  

The case study of Imptek Chova Ecuador identified case studies demonstrated both benefits and challenges of ISO 27001.  Benefits included enhanced risk management, and the challenges referred to implementation costs, time requirements and the need to adapt to evolving threats. 

A further case study was reviewed to explore the value of an ISMS support tool.  The case study revealed that an application such as AUTOSYS, helped organisations to manage compliance with ISO 27001 by streamlining documentation, data security incident monitoring, and audit preparation.

In conclusion, the review of literature supports the view that ISO 27001 significantly enhances cybersecurity through a structured and risk-based approach.  However, its success is very much dependent upon organisational commitment, continuous improvement and adaptability.  

The findings from the review of literature and case studies supported the development of a bespoke ISMS application.  The common challenges associated with ISO 27001, highlighted through the literature review, were considered in the design and development of the application, in addition to the information gathered through structured and non-structured interviews with employees at LSN Diffusion Ltd. 

The research methodology selected for both phases (pre-development and post-development) proved effective. However, with additional time the research could have been improved by including another organisation either ISO 27001 certified or accredited with another cybersecurity framework, this would provide a greater comparison.

The ISMS application had overcome some of the challenges that were identified in the literature review. The results of the usability testing survey were very positive, which evidenced that the developed ISMS application was efficient and aligned with users’ needs.  

Whilst the aims and objectives of this research project were successfully met, the researcher has identified the following recommendations for further research and enhancements to the application’s development. 

[bookmark: _Toc204279506]6.1 Recommendations for further development of the ISMS application
· Risk Assessments: The Imptek Chova case study identified that the completion of risk assessments were important when maintaining ISO 27001. The risk assessment should include a scoring system similar to that implemented by Imptek Chova Ecuador. Creating this function in the application would benefit LSN Diffusion Ltd. 
· Mobile Access: Developing the application for mobile access would be beneficial. For instance, if a user needed to report a data security incident urgently without access to a desktop computer, this would make reporting an incident very difficult. This form of mobile access would improve incident response time and ensure that incident report forms were more accessible. 
· Form Status Tracking: Currently, users are unable to view the progress of submitted forms.   Implementing a status tracking function, would resolve this issue and would further improve efficiency and the user’s overall experience of the application.   
· User Support: Develop the ISMS application to include user support functions such as policy access, training resources and password reset. 
· Usability and Navigation: Improve the application’s navigation by including a back button and error message handling.
· System Functionality: Consider artificial intelligence (AI) integration and develop a notification function.

[bookmark: _Toc204279507]6.2 Recommendations for further research
· Longitudinal Impact Study: An evaluation of the application over a longer period of time would provide greater evidence of its effectiveness.  This could include measures such as the monitoring and tracking of audit outcomes and data security incident response time.
· Research: Whilst the information gathered from the interviews with staff at LSN Diffusion Ltd, provided positive data and feedback overall, expanding the scope of this research to include other organisations may improve the validity of the research and findings. This extended research could also provide additional perspectives and features to ISMS application, which may not have been considered at LSN Diffusion Ltd. 











[bookmark: _Toc204279508]7. Reflection

Throughout this project, I have gained experience in both technical ability and project management. A particularly valuable aspect of the project was applying the theoretical knowledge of ISO 27001 gained from the literature review, to develop a fully functioning ISMS application to meet the specific needs of a real-world organisation. The literature review has demonstrated to me the amount of work and resources that is required to implement and maintain a worldwide recognised standard such as ISO 27001. 

Conducting interviews with LSN Diffusion Ltd was insightful, it revealed the day-to-day challenges in maintaining ISO 27001. I felt proud when I received positive feedback on the application, I developed to help LSN Diffusion Ltd maintain their ISO 27001 certification. The process of developing the ISMS application has enhanced my knowledge on Node.js, Express.js, PostgreSQL and Docker. 

The additional knowledge gained from the ISMS application will help me to a create a larger and more in-depth applications in the future. However, I did encounter challenges with time constraints, especially during the development stages of the ISMS application.

 If I were to complete a project of this kind again, I would allow more time for developing an ISMS application with additional features. For example, I would consider developing a risk assessment function where the organisation can conduct risk assessments on their own systems etc. I would also review case studies on how ISO 27001 has changed organisations by comparing the frequency of security incidents to before and after the implementation. This would provide a stronger argument to evidence how ISO 27001 has an impact on organisational cybersecurity.

Overall, this project has improved my knowledge base of ISO 27001, technical and development skills. This project has also enhanced my confidence in handling multi-phase projects, from conducting research, design, implementation and testing a fully functioning application. 
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[bookmark: _Toc204279511]Appendix 1: Pre Development Interview Questions 
Pre Development Structured Interview Questions
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Pre Development Non-Structured Interview Questions
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[bookmark: _Toc204279512]Appendix 2: LSN Diffusion Ltd Form Templates 
Data Security Incident Form
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Access Request Forms
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Change Request Form

[image: A white sheet with yellow text

AI-generated content may be incorrect.]
[bookmark: _Toc204279513]Appendix 3: Usability Testing Survey Questions (Standard Users)

[image: A questionnaire with a black text

AI-generated content may be incorrect.]






[image: A screenshot of a survey

AI-generated content may be incorrect.]



[image: A questionnaire with black text

AI-generated content may be incorrect.]


[image: A screenshot of a computer

AI-generated content may be incorrect.]




















[bookmark: _Toc204279514]Appendix 4: Usability Testing Survey Questions (Administrative Users)

[image: A questionnaire with a black text

AI-generated content may be incorrect.]

[image: A screenshot of a survey

AI-generated content may be incorrect.]




[image: A screenshot of a questionnaire

AI-generated content may be incorrect.]




[image: A screenshot of a survey

AI-generated content may be incorrect.]


[image: A screenshot of a survey

AI-generated content may be incorrect.]




[image: A white background with black text

AI-generated content may be incorrect.]





















ISMS Application Experience

Do you have any experience of using an ISMS application?
 	Yes 	Administrative Staff	Department Manager (Other)	Department Manager (Production)	Operator	Team Leader	0	1	2	0	1	Do you have any experience of using an ISMS application?
 	No 	Administrative Staff	Department Manager (Other)	Department Manager (Production)	Operator	Team Leader	6	5	4	6	5	



2

image3.png
Advantages of NIST CSF over ISO 27001

Advantage

Structured Format

Organisations that are at an enterprise level, NIST s easier to
implement due to the user-friendly and higher management
elements of the framework.

Categorisation

NIST divides the cyber risk activities into five domains which
are Identify, Protect, Detect, Respond and Recover. Due to
‘only having five domains this can suggest sasier
implementation controls.

References to Other Frameworks.

NIST uses references to other frameworks such as ISO 27001
o COBIT etc. This suggests that NIST is adaptable and flexible
to various needs or environmental organisations may have.

Control Scheme Compatibility

NIST s known to be effective in implementing controls such
‘as CIS-20 which focuses on defense in depth approach to.
security.

Current and Target Profiles.

NIST evaluates the overall security posture of an organisation

with current and target profiles. By comparing the current and|

arget profile this can make identifying areas of improvements
much easier.

‘Simplified Frameworks

NISTis designed inaway thatallthe components are broken down
into manageable sections (or known as “FunctionalBlocks” and
“Profiles"). The manageable sections are abelled as top
management, middle level managers, engineers and technical staff
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Advantages of ISO 27001 over NIST CSF

Advantage Description

1SO 27001 is renowned worldwide and is widely implemented. This provides

Global Recognition a safe framework.

Once an organisation has implemented a strong ISMS (Information Security
Certification Management System), they wil receive a certficate against IS0 27001. This|
‘can result in gaining a competitive advantage and influence new clients.

PDCAis known as the Plan Do Check Act Cycle. The PDCA is a process of
PDCA Cycle [continuous monitoring and improvement of the ISMS. If conducted correctly,
this will continuously identify areas which need improvements.

By providing structured documentation this can prove organisations are.
‘committing to information security. There are two types of documentation
that can be used such as mandatory documents (ISMS Scope or Risk
Assessments) and non-mandatory documents (Password Policy o BYOD)

Structured Documentation

1SO 27001 requires roles and responsibilities to be clearly defined. This
Defined Responsibilities ‘ensures that everyone within the organisation understands their
responsibilities and can help with accountabilty, efficiency and structure.

To have a successful ISMS, organisations must ha
- Incident Management: Methods of reporting security incidents.
- Change Management: Tracking any changes which could affect the.
orgnisations CIA.
- Access Management: Ensuring no access is given at random. This process
needs to be considered by higher management.

Comprehensive Policies
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Benefits

Description

Improve Information Management

Mitigate Risks

Proactive Security Position

Roles and Responsibilties.

Increase the CIA triad

Protecting Important Information

Business Continuity Plan (BCP)

Increase Competitiveness and Confidence

Improved how company data is stored, protected and disposed

Reduced the number of vulnerabilites, threats and risks within
information systems

This has adapted forward thinking into the organisation. Instead of|
reacting to security incidents when then they occur, the.
organisation can put measures in place to prevent them

Defined roles and responsibilties have been focused on
information security

Enhance the levels of CIA (Confidentialty, Integity and
Availability) through implementing an ISMS.

Ensuring crtical and sensitive information s protected from
unauthorised access

Implement a BCP and recovery plan to ensure there's a backup.
plan if an information security incident occurs or physical incident]

Implmenting ISO 27001 willincrease the organisations
competitiveness globally and increase organisational confidence
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LSN Diffusion Ltd

Reason

15027001

NIST

Global Recognition

1SO 27001 has a larger reputation compared to other standards

NISTis mainly recognised in the US

Certification

1SO 27001 provides the organisation a certificate once the framework has
been implemented

NIST does not provide any form of certification after
‘completion

Flexibility and Scalability

1SO 27001 is a flexible framework and is scalable for all organisations no.
matter on the size

NIST s also considered as flexible however sn't as scalable

Industry Adoption

1SO 27001 can be used in multple types of industry

NIST s primariy used by U.S Federal agencies

Knowledge and
Understanding

1SO 27001 offers a systematic approach for organisations to follow to
implement the standard

NISTis known to be complex, especially f an organisation has
‘aweak cybersecurity infrastructure
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