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[bookmark: _Toc207344611]Introduction
[bookmark: _Toc207344612]1. Key functions of general Operating Systems
[bookmark: _Toc207344614]1.1 Process and Processor Management
The operating system is responsible for managing the execution of programs, known as processes. This involves creating, deleting, suspending, and resuming processes. A key function is process scheduling, which determines which process gets access to the CPU at any given time. Scheduling algorithms aim to optimize CPU utilization, minimize response time, and ensure fairness among processes. The OS also handles inter-process communication (IPC), allowing processes to exchange data and synchronize their activities.
Monitoring Processes (Windows): The Task Manager in Windows provides a detailed view of running processes, their CPU usage, memory usage, and allows users to end processes.
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Figure 1. Windows Task Manager: Process Monitoring
[bookmark: _Toc207344615]
1.2 Memory Management
Memory management is a critical OS function that involves allocating and deallocating memory space to different programs. The OS keeps track of which parts of memory are being used and by whom. Techniques such as virtual memory allow the OS to use secondary storage (like a hard drive) as an extension of RAM, enabling the execution of programs that require more memory than is physically available. Memory management also includes address translation (converting logical to physical addresses) and protection mechanisms to prevent processes from accessing memory they are not authorized to use.
Monitoring Memory (Windows): The Task Manager displays memory usage statistics for the system and individual processes.
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Figure 2. Windows Task Manager: Memory Performance Overview
[bookmark: _Toc207344616]1.3 File System Management
The file system is the OS component that manages the storage and organization of files on a computer's storage devices (hard drives, SSDs, etc.). It provides a hierarchical directory structure, allowing users to organize files into folders. The file system manages file metadata (name, size, permissions, timestamps), allocates storage space, and provides mechanisms for accessing, creating, deleting, and modifying files. It also handles disk space allocation, file system integrity checks, and often includes features like journaling to prevent data loss in case of system crashes.
File Explorer (Windows): Windows File Explorer is a graphical tool for managing files and directories.
[bookmark: _Toc207344617][image: ]
Figure 3. Windows Task Manager: Memory Performance Overview
1.4 Security and Protection
Security and protection mechanisms within the OS are designed to safeguard system resources and user data from unauthorized access and malicious activities. This includes user authentication (verifying the identity of users), access control (restricting access to resources based on user identity), and protection against malware (viruses, worms, etc.). Modern operating systems implement security features such as firewalls, intrusion detection systems, and encryption to protect against external threats. Proper file permissions ensure that only authorized users can access specific files and directories.
· User Accounts (Windows): The "User Accounts" settings allow for managing user access and permissions, including password policies and account types.

[image: ]
Figure 4. Windows Settings: User Accounts Management

[bookmark: _Toc207344618]2. Use of Windows OS CLI commands.
There are several Windows Command Line Interface (CLI) commands, utilizing both Batch and PowerShell, across various management areas. These commands demonstrate practical applications with common options and switches.
Process Management
1. Tasklist (Command Prompt) – this command displays a list of currently running processes on the system.
2. Get-Process (PowerShell) – the PowerShell equivalent for listing processes.
3. dir (Command Prompt) – lists files and subdirectories within a specified directory.
4. New-Item (PowerShell) – creates new files or directories.
5. Remove-Item (PowerShell) – deletes files or directories.
6. ping (Command Prompt) – tests network connectivity to a specified host.
7. Test-NetConnection (PowerShell) – a more comprehensive cmdlet for testing network connectivity.
8. net user (Command Prompt) – manages user accounts on a local computer or domain.
9. Get-LocalUser (PowerShell) – retrieves local user accounts.
10. schtasks (Command Prompt) – creates, deletes, queries, changes, and runs scheduled tasks.
11. Register-ScheduledTask (PowerShell) – registers a new scheduled task.
[bookmark: _Toc207344619]3. Use of Linux OS CLI commands.
Windows offers two primary command-line interfaces: the Command Prompt (cmd.exe) and PowerShell. While both can be used for system management and automation, PowerShell is recommended for more robust and up-to-date automation tasks due to its advanced scripting capabilities. Batch files (.bat) are sequences of Command Prompt commands that can automate routine tasks.
Here are examples of commands and their uses across different management areas:
Process Management
· tasklist (Command Prompt/PowerShell): Displays a list of currently running processes.
· Get-Process (PowerShell): A cmdlet that retrieves processes running on the local or remote computer.
· dir (Command Prompt/PowerShell): Lists files and subdirectories within a directory.
· robocopy (Command Prompt/PowerShell): A robust file copying utility.
· Remove-Item (PowerShell): Deletes files, directories, and other items.
· ping (Command Prompt/PowerShell): Tests network connectivity to a host.
· netstat (Command Prompt/PowerShell): Displays active network connections, listening ports, and routing tables.
· Test-NetConnection (PowerShell): A more advanced cmdlet for testing network connectivity, providing detailed information.
User Management
· net user (Command Prompt/PowerShell): Manages user accounts.
· Get-LocalUser (PowerShell): Retrieves local user accounts on a computer.
Task Scheduling
· schtasks (Command Prompt/PowerShell): Creates, deletes, queries, and changes scheduled tasks on a computer.
· New-ScheduledTask (PowerShell): A cmdlet to create new scheduled tasks.
These commands, whether used individually or combined into batch scripts or PowerShell scripts, form the foundation for automating various system administration tasks in Windows.

[bookmark: _Toc207344620]4. Use of Windows OS scripts.
Here are two simple Batch scripts demonstrating practical use of Windows command-line automation, incorporating variables, user input, and conditional statements.
Script 1: 
@echo off
setlocal

REM --- Simple script to greet the user ---

echo.
echo Hello! What is your name.
echo.

REM --- Prompt user for their name ---
set /p "userName=Please enter your name: "

REM --- Display a personalized greeting ---
echo.
echo Hello, %userName%! Nice to meet you.
echo Welcome to this demonstration.
echo.

:end
endlocal
pause
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[bookmark: _Toc207344623]5. Use of Linux OS scripts.
Here are two simple Bash scripts demonstrating automation and control flow within the Linux terminal, incorporating variables, user input, arithmetic operations, and conditional statements.
Script 1: User Directory Creator
This script prompts the user for a username and then creates a new directory for that user, along with a basic README.txt file inside it.

[bookmark: _Toc207344626]Conclusion
In conclusion, the core functions of an operating system are essential for managing a computer's resources and providing a reliable platform for applications and users. Process and processor management ensures that programs are executed efficiently, with the OS handling scheduling, resource allocation, and inter-process communication. Memory management optimizes the use of RAM and virtual memory, preventing conflicts and enabling programs to run smoothly. The file system organizes and provides access to stored data, ensuring data integrity and efficient storage utilization. Finally, security and protection mechanisms safeguard the system and user data from unauthorized access and malicious threats.
These functions are intricately linked and work in concert to create a functional computing environment. While the implementation details and user interfaces may vary between operating systems like Windows, macOS, and Linux, the fundamental principles remain the same. The ability to monitor and manage these functions, as demonstrated through tools like the Windows Task Manager and File Explorer, is critical for maintaining system performance and security.
Understanding these key functions is crucial for anyone working with computers, whether as a user, developer, or system administrator. As technology continues to evolve, operating systems will undoubtedly adapt to meet new challenges and requirements, but these core functions will remain at the heart of their design and operation. From managing processes and memory to securing user data and organizing files, the OS is the silent orchestrator behind every interaction with a computer, ensuring that everything runs smoothly and efficiently.
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