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Abstract
Batman Textiles, a mid-sized textile showroom, has recently expanded their operations and part of this expansion offers complimentary Wi-Fi to customers. This has resulted in a security breach with important documents and services becoming encrypted with ‘.rekt’ file formats. This report will outline key points in why and how this attack happened and the preventative steps needed to reduce the risk in the future. Also, by discussing possible infrastructure remedies and security devices that can be made available to the business will allow the business owners to make informed decisions and guide staff in the correct procedures when it comes to cybersecurity.
[bookmark: _Toc92441368]Introduction
This report attempts to address the issues outlined above and remedy the issues to prevent a similar event from repeating itself. By identifying possible security risks and scenarios this report will detail what may have happened to the network and what possible threats can be avoided in future. Research has been actively pursued, in this report, by proposing strategies and infrastructure to demonstrate secure networking and the ability to implement a solution that is scalable with an attention to cybersecurity and the importance of having a cybersecurity policy for all users to adhere to.

[bookmark: _Toc92441369]Task 1 – Security Breaches
[image: 2020 breaches ]Security and Data breaches pose a real threat to organisations in a digital era and are more frequent than ever. This can lead to both financial and reputational damage. Data Security is an ongoing and dynamic problem that always needs addressing and improving [1]. The cost of data and security breaches can amount to large financial losses. Figure 1 shows that, according to IBM, the cost of data breaches in 2020. [bookmark: _Toc92441306]Figure 1 Annual Cost of a Data Breach


There are many possibilities and scenarios that could have led to the security breach that this report attempts to address. The following are possible scenarios that could have had an impact in security breach.
These are, but not limited to:
Possible security breach: Disgruntled Employee (1)
Reason: A disgruntled employee can maliciously abuse their credentials to gain access to the organisation’s resources. An employee that may have been terminated or has ill feeling towards an employer would have knowledge of the organisation’s systems and security policies and be able to leverage vulnerabilities [2]. The employee, or former employee, could access the organisations network from near-by, without physically being present in the premises. This could be through wireless connectivity, where the disgruntled employee is in the proximity of the wireless connection range or via protocols such as Remote Desktop Protocol (RDP) or Secure Shell (SSH).   
Possible security breach: Disgruntled Employee (2)
Reason: A disgruntled employee could still have contacts within the organisation and be able to socially engineer security breaches. This involves the disgruntled employee tricking another employee into revealing their credentials and/or breaking the cyber security policy [3]. As the compromised credentials are used the identification of the attacker can cause delays in securing the system.    
Possible security breach: Careless Employee (1)
Reason: A careless employee can unknowingly cause security breaches by accidentally exposing systems to external threats. This can happen in numerous ways: By leaving a device unlocked and accessible to other parties, [4] writing down credentials and misplacing them. A cybersecurity policy should always be insistent on the user not writing down or having a hard copy of credentials where there is a possibility of a third-party finding them. 
Possible security breach: Careless Employee (2)
Reason: Phishing attacks involves clicking on links that have been sent from unverifiable sources. These ‘phishing’ attacks can occur when a legitimate email or webpage is presented and the user is tricked into providing sensitive information i.e., passwords, financial information etc. As more institutes move to a more digital world and way of working user become more familiar with electronic forms of communication. This can accelerate and increase the risk of vulnerabilities. [5]
Possible security breach: ‘Hackers’
Reason: Hackers generally fall into two groups ‘Black Hat’ and ‘White Hat’, although there is a ‘Gray Hat’ that can sit between these. Black Hat hackers’ main purpose is to seek out security vulnerabilities to expose those vulnerabilities to gain maximum damage against an organisation or individual. This is mainly to extort the organisation for personal gain – more than likely financial incentives. A hacker could disable a system and hold the organisation to ransom and threaten to remove sensitive information if they do not comply. Whereas, White Hat hackers can expose the same vulnerabilities, but in this case, it is to find the vulnerability and to patch the system to ensure integrity of the system and making it more secure. By having such vulnerabilities in a system can lead to data loss and can expose the organisation to further damage [6]. 
[bookmark: _Toc92441370]Task 2 – Threat, Attacks and Vulnerabilities
[bookmark: _Toc92441371]Threats
[bookmark: _Toc92441372]What is a threat?
[image: See the source image]With the increase in reliance and dependency in information technology and the internet the increase in cybersecurity threats increase exponentially. A cybersecurity threat is one that has malicious intent to exploit vulnerabilities within a network [7]. As the number of cyber threats increase the mechanisms needed to protect networks also needs significant investment to prevent and stop these threats from compromising said networks. This needs to be an ongoing investment as cyber threats and attacks become more sophisticated as technologies emerge from generation to generation.  [bookmark: _Toc92441307]Figure 2 Cyber-attacks targeting small businesses

[bookmark: _Toc92441373]Types of threats
There are many different types of cybersecurity threats that can be used to attack a network. Examples of these threats are, but not limited to: [8]
· Malware
· Ransomware 
· Trojan
· Out of Data Software
· Denial-of-Service
[bookmark: _Toc92441374]Significance of threats
According to Cyber Security Breaches Survey 2021 almost 40% of businesses have reported breaches or attacks for the previous year. However, this has decreased from the previous twelve months (46%). This can be attributed to an increase in sophistication in the attacks and an increase due to a global pandemic that has given greater opportunities to cyber criminals to exploit businesses whilst being in a vulnerable situation [9]. The significance of these threats can have huge detrimental consequences for businesses in a digital era. 
[bookmark: _Toc92441375]Vulnerabilities
The vulnerabilities of a system will leave a network exposed to attacks. Vulnerabilities tend to fall into several categories, such as, hardware/software, policies or procedures, and the system users. For vulnerabilities, like hardware, can be easy to identify, but much more complex to resolve. This includes not only the physical machines, but access to those machines – by leaving security critical hardware in easy to access facilities can be as much of a greater threat than those threats across the Ether.  Software vulnerabilities are more susceptible to being exposed due to the increase involvement from different parties. Firstly, vulnerabilities in the operating system can expose a network, as explained previously, and an initial source of protection will be to have a patching schedule and ensure that this is adhered to. This will reduce the security risks that are know to the operating system provider and close that vulnerability. Software developed for specific purposes can also expose networks, by ensuring that code developed is secure and that the skills needed to develop secure software is available to the business’s resources [10]. 
[bookmark: _Toc92441376]Attacks
Attacks to a network or system can arise from multiple sources, however, only 50% arise from malicious attacks [11]. The other 50% arise from human error and vulnerabilities on the network. 
A denial-of-service attack is quite common by malicious attackers. This is when many requests simultaneously try to connect to a service to flood the bandwidth of a service to prevent the service from functioning [10].  
Malware is the primary and most popular threat to networks. Malware is a piece of software that relinquishes control of a device or network from the user and performs malicious tasks to corrupt a system.
Ransomware is a type of malware that demands a ransom from the user to unlock a device and allow the user to retain access. This is usually performed by either locking the user out of the system or encrypting the data within the system. 
A Trojan Virus, or a Trojan Horse Virus, is used to create a backdoor into a network. This allows the attackers to gain access, usually unnoticed until it’s too late and the attack has already happened. 
Out of Data Software – When a system needs to be patched it usually contains cybersecurity updates for vulnerabilities in a previous version. Ensuring that a system is updated with the most recent, stable version can reduce known security issues. [8]           
[bookmark: _Toc92441377]Ransomware Affected Data Format
A Ransomware Affected File, or .REKT, is associated with the ransomware called RektLocker. RektLocker encrypts files, using AES encryption, and turn those affected files into .rekt extension files [12]. By encrypting the files, the attacker has the control over the access to the files. A key is needed to decrypt the files – the files are usual held to ransom as per ransomware’s modus operandi.   
There are many methods to decrypt the files without using the key. This can involve brute forcing the files open, usually with a dictionary attack, to loop through a substantive list of password keys to unlock the folder. There are also many third parties that have software to decrypt the files. However, these software packages can contain more malicious code that can cause further damage to a network or system. [13]
For systems that run on Windows, for example, to remove the ransomware a user can remove the Dynamic Link Library files and remove all files with a .rekt extension. A restore of the system may be needed, but this could lead to data loss if there is no disaster recovery back-ups.
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[bookmark: _Toc92441379]Introduction to Packet Tracer Certificate
Certificate in Appendix
[bookmark: _Toc92441380]Digital Link to Introduction to Packet Tracer Badge
https://www.credly.com/badges/e610a37f-a078-4b78-bd17-8cf1f00f6f6e/public_url
[bookmark: _Toc92441381]Topology of Proposed Infrastructure
[bookmark: _Toc92441382]Logical Topology Example of Batman Textiles
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[bookmark: _Toc92441308]Figure 3 Logical Topology Example
[bookmark: _Toc92441383]Physical Topology Example of Batman Textiles
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[bookmark: _Toc92441309]Figure 4 Physical Topology Example
[bookmark: _Toc92441384]Proposed Security Devices
Security devices, such as firewalls, will improve security for a business. These devices from Cisco, recommended for small businesses, can be integrated into the current network. The basic of these options can be added for ~$2,000 including licenses for a year. Depending on the throughput of the business operations each of these options could be viable.
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[bookmark: _Toc92441310]Figure 5 Source: Cisco Firepower 1000 Series Next-Generation Firewalls - Cisco
The benefit of a firewall includes protection from viruses, it can also log data that is flowing into the network and control access to the internet. 
[bookmark: _Toc92441385]Task 4 – Guidelines   
[bookmark: _Toc92441386]Guidelines for Staff
All staff have a responsibility to ensure that data concerning the business is always secure and breaches are reported in a timely manner. 
[bookmark: _Toc92441387]Overview of Expectations for Staff
· All computers and electronic equipment, that hold company data, must be secured when left unattended. 
· If the device cannot be secured, then it is imperative that the devices are secured in a physical location that there is no access to unauthorised persons.
· User must only carry out their business duties whilst using their credentials that are given to them. It is forbidden to use other credentials, even with the permission of another user.
· A password policy must be adhered to. Passwords must be changed immediately once they have been assigned to a user.
· Passwords must remain private to the individual and not shared under any circumstances.
· Passwords must not be written down or stored in visible locations – this includes physical paper copy and digital formats.
· Passwords must be unique to other passwords and not shared between systems or programmes.
·  All passwords must be routinely updated and must contain at least one uppercase character, a lowercase character and a number as a minimum.
· No business data must leave the premises without express permission from Management.
· All personal devices must connect to “complimentary” Wi-Fi and not the business-critical network.
· No removable storage devices to be attached to company machines i.e., USB Drives, external hard drives etc.
· Company E-Mails should strictly be used for business purposes only.
· Incoming emails must be from verified sources and any links contained in those emails must not be clicked on unless its is beyond an absolute doubt that the link is safe to do so.
· Downloading software must have express permission from management and only software that is meets the business’s needs.
· For access to company emails on personal devices, ensure that an appropriate authenticator is used.
· Consider the use of a privacy/polarization filter if working remotely where the device can be viewed by the public.
· Social media and other personal interactions should not be carried out on the business’s devices.
[bookmark: _Toc92441388]Guidelines for Customer Usage
The complementary Wi-Fi for the establishment is there to compliment a visitor’s stay. Each user of the network should adhere to the guidelines.
[bookmark: _Toc92441389]Overview of Expectations for Visitors Utilising the Complementary Connection
· Ensure that you, as a user, is connecting to the correct connection.
· As this is a public connection, the security of data transmitted cannot be guaranteed.
· Do not carry out business that is deemed to be private and conducted on a private connection e.g., online banking.
· The wireless connection is meant to be used as a complimentary service and no business transactions, other than the establishments’, should be carried out on the network.
· The Management reserves the right to remove this facility if these guidelines are not adhered to and the service is abused. 
· A fair usage policy will be applied to each connected device.
[bookmark: _Toc92441390]Conclusion
In conclusion this report can be used to improve infrastructure and security for the business. The recommendations, in this report, should be implemented as a standard and improved upon to ensure consistency and scalability of the business. By identifying different threats and how they can affect the business will demonstrate how to protect the core business principles from attacks. By identifying the risk that has already caused damage to the business and the probability of a repeat attack, if steps are not taken, only increase by not acting.
 The topology included can be used as a guide to implement a more structured way of scaling the network architecture and future proof the business, not only against attacks, but for improved technology to enhance how the business operates.
The most important commodity to the business will be its data and protecting the data and network will allow autonomous functioning with the ability to recognise the threats associated with offering services.
By having this report and using its findings to explore a more technological savvy business model will empower more due diligence when it comes to cybersecurity. Presenting the facts and the knowledge of cybersecurity and the associated risks will reduce the likelihood of data breaches and security threat.
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