Introduction
Ransomware is becoming a very concerning matter in an interconnected world where digital technologies are an aspect of our everyday lives. In this I will discuss the effects, and mitigation techniques of the well-known Cryptowall ransomware. I will also cover how to safeguard digital assets and obtain a better understanding of the wider cyber-Threats such as Trojans and viruses to be able to better understand ransomware.

Trojans And Malware
Trojans, so named after the Greek wooden horse [2], are malicious programmed that pose as trustworthy applications and lure unaware victims' into downloading and using them. Trojans can cause havoc in a system once they're inside by stealing confidential data, giving hackers unauthorized access, or even breaking the system. 
Malicious code such as viruses attach themselves to files or programs that are otherwise legitimate and spread by infecting other software [3]. When the virus is activated the effects of the payload can be like the effects of the trojan, allowing unauthorized access, stealing personal data and causing harm to the system. 

Ransomware
In recent years, ransomware has become one of the most destructive and financially beneficial cyberthreats. It's a type of malicious software that once inside a computer system encrypts the user's data [5], making it unreadable for the victim. Then, the attackers demand a ransom, typically in cryptocurrency, to release the captive data's decryption key.
What makes ransomware particularly problematic is that it causes immediate and tangible harm. It can paralyze critical systems, disrupt operations, and compromise sensitive information, this is shown clearly by the effects of the “WannaCry” ransomware that affected the NHS [6]. Beyond the financial toll, the emotional and psychological impact on individuals due to the loss of important pictures / documents cannot be overstated.





The “CryptoWall” Ransomware 
What sets CryptoWall apart from other ransomware is its adaptability. This ransomware has evolved through various versions [7], differing in encryption methods, infection methods, and the core malware it is based around. 
For example, one of the newer features of the ransomware was to change the file names of encrypted files so the user cannot tell what files have been lost [7]
There are several methods Crypto Wall used to spread, however there are 2 main ways that the ransomware made use of these are exploit kits and phishing [1], the phishing method made use .exe or .src witch both behave as malicious executables these where then obfuscated to appear as though they were pdf’s or power point files to fool the user into executing the file [1]
The second method is used to spread the exploit kit was known as angler, this is a very large exploit kit which has several different vulnerabilities which it can make use of, this includes flash exploits and several zero-day attacks [1], the exploit kit once it has gained access to a machine then transfers the ransomware payload in an encrypted state making it much harder to detect [1]

How to protect against ransomware
There are several different methods deployed to help reduce the risk of a ransomware attack, there are the more general precautions that help reduce the risk of any cyber-attack from methods such as phishing or infected media, these would include blocking USB ports on devises and ensuring that staff are aware and are trained to ensure that the don’t accidentally download a virus.
There are also ransomware specific defenses such as antivirus software that can recognize files being encrypted and stopping the attack before much harm is done.
As always data backups can be a very effective way of ensuring that sensitive data is not lost, however ensuring that the backup data does not also get infected by a virus making it onto the backed-up data is crucial.
Conclusion
To conclude ransomware can be a significant threat to individuals and businesses, ransomware encrypts the user's data denning access to the data, it will then often demand payment in the form of cryptocurrency, the Cryptowall ransomware was a significant attack using multiple different methods of spreading and caused around millions in damage.
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