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[bookmark: _Toc37084109]Introduction 
[bookmark: _Hlk37078308]Information security is a crucial aspect of every organisation (Cole, 2019, p.3). It essential for companies to ensure that information systems and networks are carefully engineered and secured. Three standards are critical to arrange security; these incorporate secrecy, honesty and accessibility. (Cole 2019, p.3). The significance of every one of these standards may fluctuate dependent on setting (Stallings 2013, p.4). 
The purpose of this report is to investigate some fundamental principles, policies and management involved in the information security Republic of Snowdenia County Council, who recently experienced a low-level hacking incidence. The Republic of Snowdenia County Council recently had some of its private data released into the public domain through an insider attack. The Republic of Snowdenia County Council has hence invited Jones-Smith Truman Consultants (JSTC) to offer advice on data protection. 
This report covers three principal parts. These parts include clarifying some essential prerequisites of making sure about privacy, uprightness and accessibility for the chamber's data; evaluating the past hacking issue; and giving a few subtleties of an inspecting or testing way to deal with guarantee better consistency with information assurance enactment.
[bookmark: _Toc37084110][bookmark: _Hlk37022793]Basic Security Requirements and Associated Policies and Procedures
[bookmark: _Toc37084111]The Security Requirements Triad 
Information and network security revolve around three main principles (Figure 1); these include confidentiality, integrity and availability (C-I-A). These requirements make up the security requirements triad (Cole 2009, p.4). The importance of these principles may vary depending on the context and application. For example, the confidentiality of information is typically paramount for government agencies, while the availability of data is a crucial concern for e-commerce companies (Hallberg, 2013). 
[image: ]
[bookmark: _Ref37017730]Figure 1: The Security Requirements Triad (Source: Stallings 2013, p.4)
Secrecy manages the avoidance of unapproved exposure of delicate data. The revelation of touchy data could be deliberate and accidental. Purposeful publicity incorporates breaking a figure and perusing the data (Cole 2009, p.4). Unintentional disclosure of sensitive information may be due to the incompetent and careless handling of information by individuals. In this case, the council has suffered from an intentional disclosure of private information.
Integrity involves three main goals. These incorporate keeping unapproved clients from adjusting data; keeping approved clients from an unapproved or inadvertent alteration of data; and safeguarding outer and interior consistency (Cole 2009, p.4). Outer consistency includes guaranteeing that put-away information in the database is reliable with this present reality. Internal consistency involves ensuring that the internal data is consistent (Cole 2009, p.4).
Availability is concerned with ensuring that the authorised users of a structure have uninterrupted and timely access to the network and information in the system (Cole 2009, p.4). A loss of availability involves the disruption of access, use of information or an information system. 
Based on the defined requirements and Snowdenia County Council's operations, it is evident that confidentiality is the essential requirement of their information security system.  
[bookmark: _Toc37084112]Other Supporting Requirements 
Other concepts are essential to information and network security; these include identification, authentication, accountability, and authorisation (Cole 2009, pp.4-5). 
Identification: Identification involves the usage of different means such as logon ID by a user to profess an identity to the system (Cole 2009, pp.4-5).
Authentication: Authentication is the act of verifying the validity of a user's claimed identity, e.g. use of password (Stallings, 2013, p.5).
Accountability: Accountability involves determining a single individual's actions and behaviour within a system and ensuring that the entity is held accountable for his or action (Stallings 2013, p.5). 

Authorisation: Authorisation is concerned with the allocation of privileges to an individual to enable access to a computer resource (Stallings 2013, p.5).
These concepts are all critical in information and network security. 
[bookmark: _Toc37084113]Critical Elements of Defense-in-Depth 
Defence-in-Depth deals with the protection of critical information components through a layered protection scheme (Rahman et al. 2020, p.40). This strategy comprises different areas including defending the enclave boundary, network and infrastructure, computing environment and supporting infrastructures. There are three essential components of the Defence-in-Depth system; these incorporate individuals, innovation and activities (Rahman et al. 2020, p.40). 
People: The administration of an organisation must be profoundly dedicated to the procedure to guarantee the execution of sufficient data affirmation in an association. The commitment could be expressed through different activities such as training of critical personnel and establishment of physical/personnel security controls (Cole 2009, p.7).
Technology: Organisations need to ensure that the implementation of required information protection services supported by proper technologies (Cohen 2014, n.p).
Operations: Operations deals with the processes and activities that are needed to maintain the active security posture of an organisation on a day-to-day basis (Cole 2009, p.7). 

[bookmark: _Toc37084114]Defense-in-Depth Techniques 
A Defense-in-Depth strategy is defined to defend against different types of attacks, including passive, active, close-in, insider and distribution attacks (Cole 2009, p.9). It is essential to have techniques to resist these types of attacks in an information and network security system. These techniques may include:
· Protection against the external and internal threat by deploying information protection mechanisms at multiple locations (Cole 2009, p.9).
· Deploying critical public infrastructures (PKI) and key management infrastructures (KMI) (De Laet and Schauwers 2013, n.p).
· Deploying mechanisms to detect intrusion and take actions on the evaluation of relevant information (Kurose 2013, p.204). 
· Deploying multiple information protection and detection systems to enable a multi-layered defence strategy (Bauer et al. 2017, p.146). 
[bookmark: _Toc37084115]Universal Principles and Practices for Securing Information Technology 
Governments typically set legislations to support the security of companies (Srinivas et al. 2019, p.178). Some countries may require companies to comply to set legislations. For example, the Directive on security of network and information systems (NIS) is an EU-legislation on cybersecurity in the European Union (European Commission 2016, n.p). Such legislations typically help to boost the overall cybersecurity levels of companies.
[bookmark: _Toc37084116]Critique of the Previous Hacking Problem
There are few things to note from the Republic of Snowdenia County Council’s low-level three-pronged hacking incident. This three-pronged intrusion based on:
· Man-in-the-Middle (ARP poisoning) attack
· Password cracking
· Access via an Internet Wi-Fi facility offered for roving staff working at home.
A successful three-pronged attack is a piece of evidence that there has been a compliance failure across the people, technology and operations requirement. This has led to a loss of confidentiality. In addition to this, there were no adequate Defense-in-Depth techniques to combat this insider attack. 
[bookmark: _Toc37084117]Man-in-the-Middle (ARP poisoning) Attack 
[bookmark: _Toc37084118]Situation
This attack typically involves the attacker being in the middle of an ongoing communication (Stallings 2013, p.9). In an Address Resolution Protocol (ARP) corrupting, the assaulter delivers doubtful ARP notices up to a local area network (LAN). 
[bookmark: _Toc37084119]Detection
The ARP traffic could have been monitored to look for inconsistencies in the Ethernet to IP address (Minasi et al., 2012).
[bookmark: _Toc37084120]Prevention
More robust virtual private networks (VPNs) are very effective at securing the environment for sensitive information within a LAN (Hallberg 2013, p.28). In addition to this, HTTPS could be used to communicate securely over HTTP.
[bookmark: _Toc37084121]Password Cracking 
[bookmark: _Toc37084122]Situation 
Password cracking involves guessing, trying algorithms or stealing to gain unauthorised access to a password (Pawar and Anuradha 2015, p.504). This could have been done via different means, e.g. spying on passwords.
[bookmark: _Toc37084123]Detection
It is typically complicated to detect password cracking from an insider due to the ease of password theft (Jang-Jaccard and Nepal 2014, p.985).
[bookmark: _Toc37084124]Prevention
A two-factor authentication system can be implemented to add an extra layer of security, e.g. a combination of password and biometric data (Stalling 2013, p.62). In addition to this, more advanced authentication protocols could be used. A stricter account lockout could also be used, e.g. lockout after three lousy password attempts (Stalling 2013, p.311).
[bookmark: _Toc37084125]Access via an Internet Wi-Fi Facility Offered for Roving Staff Working at Home 
[bookmark: _Toc37084126]Situation
The attacker was able to access and post private and sensitive information via an internet Wi-Fi facility offered for roving staff working at home. 
[bookmark: _Toc37084127]Detection
A system could be implemented to track foul activities in real-time (Geier 2017, n.p). 
[bookmark: _Toc37084128]Prevention
Since the Wi-Fi facility is provided by the council, the router can be configured to filter and block bad websites by implementing a web filter (Minasi et al. 2017, p.182). In addition to this, working at home policy could be reviewed.
[bookmark: _Toc37084129]Auditing and Testing Approach to Enable Better Compliance with Data Protection Legislation 
It is essential for organisations to have a means of measuring the confidence level to which their information system security features and architecture mediate and enforce their information system security policy. This is generally known as assurance (Cole, 2009, p.591). Assurance can be evaluated using different approaches and methodologies. Examples of such an approach include penetration testing and auditing (Cole 2009, p.591).
[bookmark: _Toc37084130]Penetration Testing 
A penetration test helps to discover weaknesses in the network through an evaluation of an information system's defence. A penetration test is also known as 'ethical hacking'. Ethical hackers often employ techniques used by crackers during a penetration test. Penetration helps to understand the reaction of a system to an attack and the type of information that can be acquired from the system (Cole 2009, p.608).  
There are various classes of infiltration tests; these incorporate inside, outer, invalid information, incomplete information, zero-information, shut box and open box (Cole 2009, p.608). These different classes are used to cover different types of scenarios. For example, in the case of the Republic of Snowdenia County Council’s hacking incidence, an internal penetration test could have helped to assess the vulnerability and impact of a hacker operating from inside a network perimeter. 
[bookmark: _Toc37084131]Auditing and Monitoring 
The implementation of analysing and control protocols for networks helps to protect that information systems are adequately protected using security controls (Cohen 2014, n.p). Regular audits can be carried out by a private group within an organisation or by third-party accountants. Third-party accountants are commonly accredited by different bodies/associations such as the Certified Information Assurance Auditors (Cole 2009, p.610). Internal auditors can help to evaluate an organisation’s compliance with standards and due care practices. They could also recommend improvements in controls and safeguards (Cole, 2009, p.610). An audit typically involves different activities such as planning the audit, defining the aim of the audit, validating the audit results and reporting the audit results to the relevant stakeholders (Fazlida and Said 2015, p.246). 
[bookmark: _GoBack]Monitoring is concerned with an active process of identifying and reporting surveillance cases that are potentially risky to a system and its component. Monitoring could sometimes be a real-time process. A successful monitoring process is supported by penetration testing, intrusion detection mechanisms and violation processing (Cole 2009, p.612). 
[bookmark: _Toc37084132]Summary/Conclusion 
It is evident that information security is very crucial to the proper functioning of the Republic of Snowdenia County Council. There are different requirements of an information and network security system, including confidentiality, availability and integrity. Confidentiality is undoubtedly the most critical requirement of the council's information security system. However, there was a failure in this requirement due to gaps in critical elements of their information security system including people, technology and operations. Penetration testing and auditing approaches are strongly recommended to enable better compliance with data protection legislation.
Below are some other recommendations to help the council with their information security system: 
· Deploy three-pronged intrusion prevention and detection solutions in terms of people, technology and operations. 
· People solutions include:
· Improvement of personnel/physical security controls.
· The commitment of extra resources.
· Improvement of information assurance policies and procedures.
· Technology solutions include:
· Increasing information assurance standards.
· Reviewing and improving the security policy.
· Operations solutions include:
· Improving threat monitoring and reaction mechanisms.
· Implementing an attack sensing, warning and response system. 
· Defense-in-Depth techniques include:
· Improving intrusion detection systems.
· Deploying a multi-layered information protection and detection system.
· Deploying defense in multiple places. 
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