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[bookmark: _Toc227364573]Task 1 – Research Report
[bookmark: _Toc227364574]1.1 Introduction
Digital forensics is now a critical component of information security, police activity and business management in contemporary times. It may be described as the proceduralized procedure of identifying, storing, gaining, examining and witnessing digital evidence in a dependable, technological and legally viable form. Digital forensics has transformed greatly during the past several years due to the popularity explosion of smartphones, cloud services, an encrypted communication system, and the work-from-home environment. The traditional forensic investigation requires paying more attention to desktop computers and hard drives, but nowadays the investigations are concentrated on mobile devices, cloud storage, social media applications, removable media, volatile memory and internet-based services.
Digital forensics is essential, especially in the case of insider attacks, intellectual property theft, online fraud, ransomware, unauthorised access and recovery of digital evidence in civil and criminal litigation. The digital forensics role is not restricted to just analysing the incident since organisations continue to depend on interconnected systems. It has rather been deeply embedded into the sphere of cybersecurity operations, compliance, and strategic risk management. This report critically examines the state of digital forensics today, the tools and capabilities available, the relationship between digital forensics and cybersecurity, the new trends in the profession, the big issues that bedevil investigators and the employment opportunities in the field that come along with the expanding profession.
[bookmark: _Toc227364575]1.2 Current State of Digital Forensics and Common Tools
The ongoing digital forensics has been the transition of the past disk-based investigations to the multi-source and multi-device evidence scenes. The investigators now have to take into account personal computers and servers, but also smartphones, cloud accounts, web applications, social media sites, messaging services, and removable media (Akbari et al. 2022). The increase in size has also rendered the field more technical and has augmented the necessity to employ specialised forensic tools that are able to process large quantities of heterogeneous data.
Some of these tools are regularly used in academic, commercial and law enforcement. The most remarkable open-source forensic platforms are Autopsy, which is a platform based on The Sleuth Kit. It offers file system analysis, deleted file recovery, hash filtering, keyword search, timeline analysis, metadata review and artefact categorisation applications (Solanke, 2022). It is applied in particular to the investigation of hard drives and USB storage as well as file-system analysis in general. The other tool available in the industry is FTK imager that is mainly applied in the acquisition of forensically sound evidence and previewing of digital storage. It assists in generating forensic images in typical formats and enables investigators to verify the integrity of a piece of evidence with hash values that may include MD5 and SHA-1.
In particular, such investigative software as Cellebrite UFED, Cellebrite Physical Analyser, Magnet AXIOM, and Oxygen Forensics Detective are interested in mobile device investigations (Dunsin et al. 2024). They are utilised to extract Android and iOS devices in a logical, file-system, and in certain cases, physically. In this way, they can steal call logs, contacts, messages, application data, browser history, geolocation artefacts, cloud tokens, and social media content. The capacity to break and read third-party applications like WhatsApp, Signal, Instagram, Telegram, etc., to communicate has rendered them an essential component of the new investigations (Casino et al. 2022). Besides it, Volatility and Rekall are also applicable to memory forensics, and they allow the investigation of live memory snapshots of processes, injected code, credentials, malware activity, and any other volatile data. Wireshark, Zeek, and NetworkMiner could also be used to reconstruct evidence at the packet-level or session-based as a part of a network-related investigation (Yin et al. 2025).
The field is thus typified as both a conventional forensic imaging procedure and the sophisticated procedures of extraction and comparison of artefacts. It is not enough that modern investigators can image a drive, but rather they are expected to make sense of databases, app containers, tokens, caches and synchronised cloud evidence.
[bookmark: _Toc227364576]1.3 The Intersection Between Digital Forensics and Cybersecurity
Digital forensics and cybersecurity are highly complementary and are likely to go hand in hand. Cybersecurity has always involved prevention, detection, and mitigation of threats, whereas digital forensics involves preservation of evidence, event reconstruction, and investigation following the occurrence of an incident. In reality, however, these functions tend to overlap, particularly in Digital Forensics and Incident Response (DFIR) functions (Kim et al. 2025).
In cases where a cyber event happens, e.g. ransomware has been installed, data has been taken, an insider has been abused, or an unauthorised individual has gained access to a corporate database, digital forensic methods are used to ensure that the evidence is not altered as the cybersecurity department attempts to contain the threat. Forensic methods are used to help in ascertaining what, how, when, and who took place (Shahbazi and Byun, 2022). This renders digital forensics critical as far as attribution, court action, disciplinary investigation in the firm, regulatory reporting and insurance/compliance investigation is concerned. Forensic analysis can identify insider threat cases (USB device usage, suspicious file transfers, cloud synchronisation, email communications, deleted files and covert communication channels), etc.
Particularly, the applicability of the two disciplines to one another is highly sensitive within the enterprise in which organisations have to make trade-offs between operational resilience and evidential integrity. In cases where the cybersecurity staff are too pushy without providing evidence, information will be lost (Hutchinson et al. 2022). On the other hand, however, in the forensic preservation where priority is assigned but is not well contained, the threat can persist. Digital forensics has thus entered into a significant role in law enforcement, business continuity, cyber defence, threat intelligence and governance controls.
[bookmark: _Toc227364577]1.4 Emerging Trends in Digital Forensics
The mobile-first investigation trend is also one of the most eminent in digital forensics. Smartphones have become the focal point of storing personal as well as business life, messages, calling history, emails, web history, photos, location, applications database and cloud-based credentials (Alotaibi, Al-Dhaqm and Al-Otaibi, 2023). This has seen mobile forensics take one of the most developing fields in the field. Evidence of messaging systems, social networks, authentication keys, and application-specific databases on Android and iOS devices is being given more attention by the researchers.
The other important trend is the development of cloud forensics. The cloud-based storage services of Google Drive, Microsoft 365, iCloud, Dropbox, Slack and enterprise SaaS environments are being used to store files and communications by their users. This creates new challenges as the evidence is distributed among the providers, regions and synchronisation layers (Kumar, Pathak and Singh, 2022). Relevant device artefacts and cloud metadata, provider records and access logs often force investigators to gather relevant event details, enabling them to recreate events.
Another new trend is the analysis with the aid of artificial intelligence and automation. Recent literature indicates that machine learning and large language models can be useful in digital forensics to assist with triage, log decoding and identification, patterns, and correlations (Tyagi, Kumari and Richa, 2024). All these tools are, however, to be considered with caution because the forensic evidence is supposed to be highly reliable, clear and reproducible. AI can help the investigator, but not eliminate expert validation or chain-of-custody.
Other emerging trends are memory forensics, which is starting to become more visible in the face of fileless malware and advanced persistent threat and the increasing influence of end-to-end encrypted communication apps that are more likely to make investigators consult metadata, local caches, notifications or cross-device correlated evidence more to augment their evidence.
[bookmark: _Toc227364578]1.5 Key Challenges in Digital Forensics
Digital forensics has several challenges, even though the importance of this practice is increasing. Encryption is among the most significant ones. Smartphones and applications which are being developed today increasingly depend on full-disk encryption, secure enclaves, app-level encryption and end-to-end encrypted messaging. Although these technologies assist in ensuring that privacy and security become more effective, they have the potential to significantly reduce the capacity of an investigator to access or interpret evidence.
The amount and intricacy of data are another significant issue (Fakhouri et al. 2024). It is possible to store thousands of files, dozens of databases, dozens of applications installed, and gigantic logs in one phone or in a laptop. In business cases, evidence may traverse different devices, users, removable media and cloud services. This complicates the technical part and the time of the analysis.
The other issue with the field is the anti-forensics challenge, wherein the suspects will go out of their way to hide or destroy the evidence. Others include secure deletion software, timestamps, fake hidden containers, burner accounts, deceptive file names, encrypted vault apps, privacy browsers or messaging apps (Nayerifard et al. 2023). Moreover, jurisdiction in cloud forensics may make access to provider logs and stored data difficult, especially when the evidence is provided in different legal jurisdictions.
The other issue is the validity of tools and their admissibility to the court of law. The same artefact can be analysed differently by a variety of tools, and some of the app parsers may produce partial or imprecise results. Investigators should be able to prove findings, record methods and make sure that everything can be vindicated in a legal or disciplinary manner. These requirements make forensic practice more difficult compared to IT troubleshooting or normal monitoring of cybersecurity.
[bookmark: _Toc227364579]1.6 National and International Job Market
The market of digital forensics is strong and closely related to the further development of cybersecurity and digital investigations. Some of the employment areas are law enforcement, government intelligence, corporate incident response team, cybersecurity consultancy, eDiscovery company, legal support services, fraud investigation team, and specialised digital forensic labs (Seo, Seok and Lee, 2023). The need to hire experts to investigate and retain the digital evidence has grown because organisations are more vulnerable to ransomware, insider attacks, data breaches, and intellectual property theft.
The jobs in digital forensics are regularly posted across the nation as Digital Forensic Analyst, Incident Response Analyst, DFIR Specialist, Mobile Forensic Examiner, Cybercrime Investigator and eDiscovery Analyst. The same positions can also be found in the United Kingdom, Europe, the North American market, Australia, and the Asian-Pacific markets in the international market (Alqahtany and Syed, 2024). Position opportunities can be offered at the entry level, but most of the employers will choose the applicants who have hands-on experience with the forensic tools, report writing, evidence and legal awareness working. This implies employability is especially useful in the case of apprenticeship, internship, lab work and simulated investigation.
The international market is also likely to be exposed to interdisciplinary professionals. Employers are increasingly appreciative of candidates who are not only abreast with technical analysis but also with organisational risk, with particular reference to candidates who have mobile forensic, cloud forensic, incident response, and report writing abilities. The capabilities that can be strengthened with the help of certifications and the knowledge of the particular tools used by the vendor are the most important, but the most effective ones are the practical analysis of the evidence and professional documentation.
[bookmark: _Toc227364580]1.7 Conclusion
To sum up, digital forensics has become a very important and technologically challenging profession that aids in cybersecurity activities and legal responsibility. Now it has grown far beyond hard-drive analysis and encompasses smartphones, cloud services, encrypted applications, removable media, volatile memory, as well as a multi-source ecosystem of evidence. Cybersecurity and digital forensics have established an extremely close relationship with the establishment of DFIR, in which incident response and forensic preservation collaborate to determine the existence of threats, reconstruct the piece and assist in providing legal or disciplinary measures.
Meanwhile, encryption, data volume, anti-forensics, complexity in clouds, and tools validation are some of the issues threatening the discipline. The new trends, which are mobile-first queries, evidence analysis that uses the cloud, and AI to enhance triage, are defining the future of the profession, yet the technologies must be secured with a prominent body of ethical and methodology-related issues. Overall, digital forensics is a significant career in modern digital society, and the employment opportunities for specialists possessing the capacity to combine capabilities of technicality, analytical thinking and professional reporting are good both domestically and globally.
[bookmark: _Toc227364581]Task 2 – Digital Forensic Investigation Report
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[bookmark: _2ilod6vizh6g][bookmark: _Toc227364582]1. Introduction
Digital forensics is an important phenomenon in the current case of investigations relating to cybercrime, theft of intellectual property and corporate espionage. As organisations are increasingly dependent upon digital infrastructure, it is now necessary to be able to identify, obtain, interpret, and portray digital evidence in a legally admissible way (Casino et al. 2022). The case under investigation concerns a so-called corporate espionage situation involving the proprietary AI chip design patent (QT-AI-2025) of Quantum Tech.
The central suspect Emma is suspected to have actually tried to steal confidential information and sell it to a competitor, Nexgen circuits, via a middle man, Joe. Further participation is suspected in Norman who is associated with the receiving organisation. The Android smartphones, an iOS device, and a USB flash drive are the various digital devices that are being analysed.
The report describes a thorough forensic investigation, consisting of the acquisition of evidence, analysis of communication, analysis of files, artefact correlation, and profile of a suspect. The aim is to recreate the past events, determine intent, and determine roles of each suspect using verifiable digital evidence.
[bookmark: _5aouo9hcr1e5][bookmark: _Toc227364583]2. Evidence Acquisition and Forensic Imaging
[bookmark: _idmmmqurgbgo][bookmark: _Toc227364584]2.1 Devices Acquired
The case contained forensic acquisition and analysis of various digital gadgets of the suspects in the case. The collection of these devices was done in legal approved procedures and dealt with in line with the laid down ethics of digital forensic to maintain the integrity of the evidence. The equipment obtained to carry out the analysis is as shown in Table below.
	Device
	Owner
	Type

	Android Smartphone
	Emma
	Samsung Galaxy A13

	Android Smartphone
	Norman
	Note 14

	iOS Device
	Joe
	iPhone (iOS 17)

	USB Flash Drive
	Emma
	External Storage


All these devices are important areas of possible evidence in the case of the supposed corporate espionage case of the alleged proprietary design patent of AI chip design patent of Quantum Tech (QT-AI-2025). Smartphones are fertile sources of digital artefacts, such as communication logs, location data, and media files, and application data, that may offer important insights into user behaviour and interactions (Hutchinson et al. 2022).
These two operating systems (Android and iOS devices) would guarantee a thorough exploration of various operating system environments, which are each relevant stressors and stressors of distinct forensic investigation opportunities. Moreover, the USB flash drive can be regarded as one of the main artefacts since it is typically employed to transfer data and can include the stolen intellectual property or it can be the material.
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[bookmark: _slt392f0kn63][bookmark: _Toc227364585]2.2 Tools Used
Industry-standard digital forensic tools were used to acquire and analyze the data to achieve reliability, accuracy, and admissibility in court. The main instruments that are to be used in this inquiry are:
· Cellebrite UFED (v7.76.0.24 Educational)
· Cellebrite Physical Analyzer (v7.73.0.11)
· FTK Imager / Autopsy (for USB analysis)
Cellebrite UFED is also generally recognised as one of the most powerful mobile device forensics tools, and it is able to extract data on a diverse list of devices and operating systems. It also favors various extraction techniques, such as logical, file system and advanced logical acquisitions that can enable probing officers to access transparent and superficial data.
Cellebrite Physical Analyzer is an extension of UFED that benefits the latter with superior data parsing, categorisation and visualisation. It can help investigators analyse vast amounts of data effectively by categorising extracted data into structured categories, including messages, media, locations, and application artefacts.
FTK Imager and Autopsy were used for the forensic examination of the USB flash drive. These are tools that are used frequently in digital forensics to disk image, file system examination and deleted files recovery. They are used to ensure that the investigation is conducted in the best practice of dealing with storage media.
These tools have been used according to the set standards of forensic and make the investigation process reproducible, verifiable, and legally defensible (Chowdhury and Mostafa, 2024).
[bookmark: _bn9dh1vn9ttb][bookmark: _Toc227364586]2.3 Acquisition Methodology
These kinds of acquisition methodology were systematic and structured based on the intention to make the extracted data to be intact and complete. Various extraction methods were used according to the kind of device and the operating system.
Android Devices
A file system extraction was done in case of the Android devices (Samsung Galaxy A13 and Note 14). This technique allows access to device internal disk, both users and system level files.
The extraction allowed viewing the following artefacts:
· Media files (images, audio, videos)
· Application data (WhatsApp, system apps, etc.)
· Databases and configuration files
· Uncategorised system artefacts
The extraction of file systems can be particularly useful in a forensic investigation since it enables investigation to approach those data that cannot be easily seen by the user including application databases and system logs. Such an access increases the possibility to rebuild user activity and find possible evidence.
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iOS Device
In the case of the iOS device (iPhone with the iOS 17), an Advanced Logical File System extraction was performed. This approach offers more in-depth access compared to ordinary logical extraction and does not violate iOS security measures.
The extraction revealed:
· Over 1976 chat messages
· Keychain and password-related data
· Device connectivity logs
· Approximately 173,966 location entries
Access to keychain data is of special interest because it can potentially have credentials or authentication artefacts of interest to the investigation. Moreover, the sheer amount of location data gives a finer-grained record of the movement of the device and this can be used to recreate physical contacts between suspects.
[image: ]
USB Flash Drive
The write-blocking methods were used to obtain the USB flash disk, which means that no data has been changed in the process of its obtaining. This is a serious prerequisite in digital forensic, and any alteration into the original evidence can affect its admissibility.
This was analysed with Autopsy, which allowed:
· Examination of file structures
· Analysis of metadata (timestamps, file origins)
· Recovery of deleted files
USB devices are prevalent in the cases of data exfiltration and therefore they come out as the main areas of concern in intellectual property theft cases.
[bookmark: _9a4fe2k6axre][bookmark: _Toc227364587]2.4 Chain of Custody
A good chain of custody is one of the basic standards in conducting digital forensic investigations because it guarantees that a piece of evidence is authentic, traceable and admissible in court. In this study, harboring controls were exercised in capturing and tracing the actions of all of the devices since the seizure up to analysis and reporting. All the devices were gathered under an approved procedure, and all laws and organisational regulations were followed.
All pieces of evidence were logged into the Cellebrite UFED system where in-depth information on the case was entered. Each device was given unique identifiers which made it possible to distinguish and trace easily during investigation. Moreover, examiner details, timestamps and handling records were also logged in a systematic manner to provide a complete audit trail.
Each extraction was linked to particular metadata, such as case ID, name of the examiner and device details. This made sure that every stage in the forensic procedure could be validated separately in case of necessity. These procedures as documented ensure that unauthorised access, accidental contamination or manipulation of evidence is avoided.
In general, ensuring transparency and accountability through a documented chain of custody is good. It gives a feeling that there is no manipulation of evidence used and it can withstand examination during a court challenge, which is crucial in providing credibility to forensic evidence (Khan et al. 2022).
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[bookmark: _6y49fbrzhci][bookmark: _Toc227364588]2.5 Hash Verification and Integrity
The integrity of digital evidence is a crucial element of any forensic investigation because even the slightest changes may undermine the reliability and admissibility of the obtained results. Cryptographic hashing algorithms were used in this case to ensure that the data extracted was authentic. Precisely, unique hash values of each forensic image were generated by the hash algorithm known as the SHA-256 in the process of acquiring images.
Calculation of hash values was done at the extraction point and it was confirmed after the acquisition was complete. The findings affirmed that all the images extracted were actually verified without any gap being realized between original and verified hash values. This implies that there was no change of data during the acquisition and analysis stages.
The role of hash verification is similar to a digital fingerprint, a unique value of a certain dataset is obtained. Any alteration to the data, even at the level of one bit, would leave a totally different hash value. Thus, the existence of the same hash values is a great guarantee that the evidence is not altered.
Reliability, transparency and defensibility of investigation are advanced through the application of the hashing technique. It makes sure that evidence may be safely introduced in legal proceedings to prove its admissibility and value as evidence (Casino et al. 2022).
[bookmark: _2hgabrl7neax][bookmark: _Toc227364589]3. Methodology of Analysis
The analysis of this investigation was based on a structured and systematic digital forensic workflow to make sure that all extracted data is in a reliable and reproducible way processed, analyzed, and interpreted. This practice is vital in upholding the integrity of the investigation, and the admissibility of the findings in legal proceedings. The five major steps were acquisition, preservation, analysis, correlation and interpretation.
The acquisition step included secure data extraction of the identified devices with the use of Cellebrite UFED. This further guaranteed that artefacts with all the information were retained without interfering with the original information. The preservation process of the extracted data was provided with the preservation of integrity using cryptographic hash functions after being acquired. The validation of the hash made certain that there was no modification of the data during or after extraction and this maintains evidential integrity.
Cellebrite Physical Analyser was used in the analysis of the data to categorise and extract vast amounts of analysed data. The artefacts were automatically categorized by the tool, which includes structured categories, including messages, media, locations, user accounts, databases. Such sorting allowed effective navigation and searching within the complex datasets and provided the ability to pay attention to the appropriate evidence.
Correlation stage entailed the process of matching data of several devices in order to create connections between suspects. This involved cross-referencing timestamps, communication records as well as the location data in order to rebuild interactions and build connections. Lastly, there was the interpretation phase which was to make conclusions about user behaviour, the motive and participation in the reported offence among the users.
The systematic approach to the problem increases the accuracy of the analysis and reduces human errors. As Dunsin et al. (2024) point out, in the new digital forensics realm, automated parsing and intelligent analysis are becoming a vital part of dealing with large volumes of data. Such integration leaves the stability of such tools, enhances efficiency, and leads to the elaboration of evidence-based conclusions.
[bookmark: _3rx9f4m8a4qn][bookmark: _Toc227364590]4. Communication Analysis
[bookmark: _mogl94wvkpuj][bookmark: _Toc227364591]4.1 Messages and Chats
The communication logs analysis is a crucial part of this investigation since it will give a first-hand report on the communication between the suspects. The device alone (iOS) hosted more than 1976 chat messages, which implied that there was a lot of activity in communication. These messages were grouped in native messages, the latest messages, and messages with unknown contacts.
Unknown contacts are especially notable since they can suggest intentional efforts to hide the identities or to contact the person not officially included in the list of contacts in the device. This is a typical strategy in situations relating to illegal acts when the involved parties would want to shun identification.
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[bookmark: _qnv29t6ra9t9][bookmark: _Toc227364592]4.2 Communication Patterns
In the analysis, a number of interesting patterns of communication were discovered. These comprise excessive levels of messaging, having multiple conversations simultaneously, and over and over with unknown people. The occurrence of messaging spikes indicates the existence of heightened activity, which can be related to some important events like discussion or negotiation on plans or data transfer.
These trends suggest that there is a planned system of communication as opposed to individual communications. This regularity and permanence of communication may indicate continued cooperation between people, who have been engaged in the suspected activity.
[bookmark: _h4e53279msld][bookmark: _Toc227364593]4.3 Cross-Platform Communication
The use of various communication channels, such as WhatsApp, SMS, and email was also found during the investigation. The variety of platforms enable people to diversify in communication platforms, which may minimize the chances of being discovered and enhancing operational versatility.
[bookmark: _k2zehat9zvdh][bookmark: _Toc227364594]4.4 Interpretation
The mass and form of communication evidence clearly show intended and long-term interchange among various individuals. These discoveries propose coordination, there might have been negotiation and sharing of sensitive information. Shahbazi and Byun (2022) state that these communication behaviours are traditionally linked to organised cybercrime and corporate espionage activities, which further supports the possibility of purposeful and coordinated actions in the case.
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[bookmark: _qv7um6cwatcz][bookmark: _Toc227364595]5. File and Media Analysis
[bookmark: _kyk72aoaky3o][bookmark: _Toc227364596]5.1 Images
The forensic examination identified a sizable amount of image data on the devices under investigation with more than 1190 images on the Samsung device and over 28,000 images being detected on the iOS device. When images have a context like timestamps and geolocation data, this substantial amount of data is a good source of possible evidence.
There are multiple pictures with it that seem to have documentation, screenshots, and tangible materials like cards and tickets. Instead, the availability of document images would lead one to believe that sensitive data such as proprietary data might have been achieved or copied in its visual format. Screenshots can also suggest an endeavor to capture or communicate digital content without transferring the file.
[bookmark: _scai2hu8gp73][bookmark: _Toc227364597]5.2 Audio Files
The Samsung device held several audio records in the sequence of voice 001 to voice 016 with creation dates as back to August through to October 2024. Such archives are of particular forensic interests, as they can include verbal messages between the subjects of investigation.
Taping of audio files may give first-hand information of conversations, such as conversations in planning, negotiation or commissioning of the supposed offence. They can also be chronologically arranged to enable reconstruction of past events.
[bookmark: _nrucm5u95idd][bookmark: _Toc227364598]5.3 Databases
A number of database files were located such as search index.db and note pads.db. These files are usually used to store structured information pertaining to user activity e.g. search history, application usage and user generated content.
The examination of such databases will help understand the user behaviour, such as the information seeking patterns and the information stored in notes which can be useful in the investigation.
[bookmark: _v15sa2ljwxg5][bookmark: _Toc227364599]5.4 USB File Analysis
Despite the fact that the analysis of the USB flash-drive has not been performed yet, it is anticipated that the forensic examination would normally involve locating documents regarding the QT-AI-2025 patent. This involves looking into file types, metadata, and record of file transfers. Metadata (e.g., creation and change dates) is highly relevant in creating timelines and identifying how and when files were accessed or copied (Fernández-Fuentes et al. 2022).
[bookmark: _g4ti9xlfrp10][bookmark: _Toc227364600]6. Location Analysis
[bookmark: _cykcapchahf4][bookmark: _Toc227364601]6.1 Extracted Data
The iOS device had about 173,964 location records, which is a full-fledged dataset of the geographical activity of the device. The records consist of time-stamped coordinates which can be superimposed to physical areas of the real world. An example address found in the analysis is (51.575250, -0.380470) and (51.504128, -0.219385) which represent areas in the United Kingdom.
[bookmark: _go0d6xhjfvm][bookmark: _Toc227364602]6.2 Significance of Location Data
Location information is one of the most important pieces of data that aids in forensics because it gives us the idea of the physical motions of a device user. Through the location records, the investigator can determine the patterns of movement, the habitual locations visited as well as the possible meeting points of the persons involved.
The abundance of location data in this case makes it possible to thoroughly track the device over time as it is large. This may be utilized to determine travel times, idle times and potential contacts with other suspects.
[bookmark: _53ohw8ckipan][bookmark: _Toc227364603]6.3 Correlation with Other Evidence
When location data is combined with other types of evidence, including images and communication logs, it will go a long way in the robustness of forensic conclusions. By way of illustration, the images possessing the location data in their metadata can be interpolated with the location logs to determine whether a suspect was in a given location and at a given time.
On the same note, location information can be correlated with communication events to find out whether messages or calls were made nearby other suspects. This multi-layered analysis gives a more in-depth analysis of the events being examined.
On balance, the agreement of the location data with other artefacts increases the credibility of the findings and helps to construct a logical chronology of actions.
[bookmark: _s8d6g35cll6r][bookmark: _Toc227364604]7. Call Log and Email Correlation
Digital forensic investigations necessitate the examination of email messages and call logs, especially in the cases about the organization of multiple people. Even though the extracted screenshots did not provide the detailed data on call logs and emails in detail, it is essential to note that its significance in determining communication patterns and intent cannot be overstated.
Call logs give an account of voice communications, the time of call, time taken and contact information. Through such logs, the investigators are able to detect direct communication between the suspects and how often and when communication took place. The information can be cross-examined with the messaging information to implement consistency and confirm the patterns of communication.
Applicability: Email analysis is especially relevant to cases of corporate espionage because in most cases, emails are used to send documents, exchange information, and/or make agreements. Email communications, particularly those that contain attachments, such as those that concern confidential information like the QT-AI-2025 patent, would be good pieces of evidence of intent to disseminate confidential information.
Correlation involves linking call logs and emails with other artefacts, such as location data and file activity. A phone call, then the transfer of a file or the movement of a file to a given location could be a sign of a coordinated action. In a similar manner, email timestamps are the ones that can be compared with other activities to define a sequence of events.
Kumar et al. (2022) confirm the critical role of the correlation of multiple data sources in the digital forensic investigation when it allows reconstructing the events and enhances the quality of evidence. Despite no full sets of data, the cross-referencing method of available artefacts offers a very strong framework of finding the relations and the will.
[bookmark: _z12s47ua9agj][bookmark: _Toc227364605]8. Suspect Profiling
[bookmark: _mlq7pjf52t5h][bookmark: _Toc227364606]8.1 Emma (Primary Suspect)
Emma is declared the main suspect, based on several pieces of evidence that point towards her. The analysis demonstrates that she had access to sensitive files and used external storage, i.e., USB flash drive, which is most frequently employed in exfiltration of data. Moreover, her communication behaviors indicate that she communicated with other people in the case.
All these are pointers that Emma was a key figure in the supposed embezzlement of proprietary information.
[bookmark: _dfxowok0s815][bookmark: _Toc227364607]8.2 Joe (Intermediary)
The iOS gadget that Joe had had a significant amount of communication data in it such as messages, account details and connection history. The scope and the quality of such information is indicative that Joe is more of a facilitator who organized communication between parties and may have helped in the transfer of information.
His task seems to be that of an intermediary and this involves the gap that exists between the origin of data and the intended consumer.
[bookmark: _ytnj09ypnp9h][bookmark: _Toc227364608]8.3 Norman (Buyer)
The engagement of Norman is revealed in the communication records and the data of the devices. Direct evidence of the possession of files is not evidently brought out, but the fact that he was involved with the communication network makes it likely that he was the target recipient of the stolen information.
[bookmark: _uynmam1281oy][bookmark: _Toc227364609]8.4 Behavioural Analysis
Replicated among all suspects various behavioural patterns were noted such as coordinated communication, data handling activities and movement patterns, as would be typical during meetings. Such actions are consistent with other established studies in the field of corporate espionage, as they involve individuals working together to steal and transfer sensitive data.
When digital evidence is combined with behavioural indicators it gives a solid foundation to use in determining the roles and motives of each of the suspects.
[bookmark: _92jtcvbhwjok][bookmark: _Toc227364610]9. Findings and Timeline Reconstruction
Digital evidence analysis allowed restoring a chain of events that proves the hypothesis of organized data robbery and attempted sales. The sequence starts with the communication within the suspects being launched: the number of messages and contacts is enormous, which testifies to the start of communication.
The next stage of communication is evidence of access to proprietary data, which may include utilisation of Emma device and USB flash disk. The fact that media files, databases and application data may have been accessed, recorded or loaded to be transferred, indicates that there might have been sensitive information that was accessed in any way.
This was then followed by a boost in the communication activity and this signifies a time of heightened coordination. This can be connected to discussions or negotiations regarding the transfer of the QT-AI-2025 patent.
Location data also aids the timeline by showing them having to move to certain locations which might serve as venue points of contact between the suspects. The fact that the location records were correlated with the communication events enhances the accuracy of such an interpretation.
Lastly, the suspected data transfer, which could be through the USB flash, is the climax of the sequence. The current evidence indicates strongly that there was an attempted attempt to exfiltrate data in spite of the fact that detailed USB findings are still awaited.
All in all, the timeline being reconstructed proves a clear course of actions, starting with the first contact, up to possible execution, which supports the conclusion made of the organized and planned activities.
[bookmark: _w8b9zpocr4de][bookmark: _Toc227364611]10. Conclusion
The forensic investigation carried out in this case gives substantial evidence to the claim that there was an attempt of corporate espionage in regard to Quantum Tech proprietary AI chip design patent (QT-AI-2025). Data acquisition, preservation, and analysis were performed in a dependable, organized, and defensible way with the help of the usage of the industry-standard forensic tools, such as Cellebrite UFED and Physical Analyzer.
The evidence shows that there were definite patterns of organized communication between the suspects, which are backed by trace messages, that is, cross-platformal contacts and the presence of unknown contacts. Also, media artefacts analysis, such as images and audio files presupposes the processing and potential recording of sensitive data. Geographical information also bolsters the argument by showing trends of movement that are typical of physical gatherings, which coincide with enhanced communication rates.
Together, these digital artefacts form behavioural and other contextual proofs that there was a structured attempt to access, transfer, and, possibly, sell proprietary information. According to the existing evidence, Emma is the key victimizer in terms of accessing and extracting data, Joe is the facilitator in the communication process, and Norman is the targeted victim. On the whole, the research contributes to the conclusion that a concerted effort to steal the intellectual property of Quantum Tech illegally was committed.
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