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[bookmark: _Toc228526640]PART A
[bookmark: _Toc226710026][bookmark: _Toc228526641]Introduction
GreenLeaf Organics is a UK‑based eco‑conscious retailer specializing in organic food, natural skincare, and environmentally friendly household products. As the organization expands its operations and transitions toward a digital commerce model, it requires a robust, scalable, and relational database system to support product management, supplier coordination, customer engagement, order processing, and review functionality. The database must also ensure data integrity, support transactional reliability, and provide auditing capabilities to track changes across the system.
This report presents the full design and implementation of a relational database prototype developed for GreenLeaf Organics. The solution includes an Entity Relationship Diagram (ERD), table structures, constraints, sample data, stored procedures, triggers, and performance enhancements through indexing. The design follows industry’s best practices and is fully normalized to Third Normal Form (3NF) to eliminate redundancy and ensure consistency. The implementation demonstrates how the database supports key business processes such as supplier registration, product listing, customer registration, order placement, and feedback management.
The report also includes a transactional scenario using COMMIT and ROLLBACK to illustrate how the system maintains data integrity during multi‑step operations. Academic literature is referenced throughout to justify design decisions, including the use of transactions, indexing, and auditing mechanisms.
[bookmark: _Toc226710027]


[bookmark: _Toc228526642]Database Desing 
[bookmark: _Toc228526643]Identification of Main Entities 
The GreenLeaf Organics database is built around ten core entities that collectively support the organization’s operational and strategic needs. These include Customer, representing individuals or businesses purchasing products, and Supplier, capturing certified organic producers. Product and Category manage a diverse range of items and their classifications, while Orders and OrderItem record customer transactions and purchased products. ProductReview and SupplierReview enable customer feedback, supporting quality monitoring. ProductCategory manages the many‑to‑many relationships between products and categories, and RecordHistory provides a comprehensive audit trail. Together, these entities accurately model the business processes described in the scenario. [1]
[image: ]
[bookmark: _Toc228526644]Attribute Definition 
Each entity in the GreenLeaf Organics database contains attributes that describe its structure and support the system’s operational requirements. The Customer entity includes customerID, customerName, emailAddress, phoneNumber, buillingAddress, and accountType. Supplier contains supplierID, supplierName, email, address, and phone. Product includes productID, supplierID, productName, description, unitePrice, and expiryDate. Category stores categoryID and categoryName. Orders consist of ordersID, customerID, ordersDate, ordersStatus, totalAmount, shippingAddress, and paymentMethod. OrderItem includes ordersID, productID, quantity, unitPrice, and lineTotal. ProductReview contains reviewID, productID, customerID, reting, comments, and reviewDate. SupplierReview includes supplierReviewID, supplierID, customerID, reting, comments, and reviewDate. ProductCategory stores productID and categoryID to manage many relationships. Finally, RecordHistory includes historyID, tableName, recordID, operation, changedBy, changedAt, oldValue, and newValue. These attributes ensure completeness, support business processes, and maintain data integrity. [1][image: ]
[image: ]

[bookmark: _Toc228526645]Entity Relationship 
The database contains several relationships that reflect real‑world business operations. A one‑to‑many relationships exist between Customer and Orders, as each customer can place multiple orders. Supplier and Product also form a one‑to‑many relationships, since each supplier provides many products. Customers can leave multiple reviews, creating one‑to‑many relationships between Customer and ProductReview, and between Customer and SupplierReview. Products receive multiple reviews, forming a one‑to‑many relationships with ProductReview, while suppliers receive multiple SupplierReview entries. Two many‑to‑many relationships exist: products belong to multiple categories and categories contain multiple products, managed through ProductCategory; and orders contain multiple products while products appear in many orders, managed through OrderItem. Finally, RecordHistory maintains a one‑to‑many auditing relationships with all tables, as each record may generate multiple history entries over time. Attributes were chosen to ensure completeness, support business processes, and maintain data integrity.
[bookmark: _Toc228526646]ERD Explanation 
The Entity Relationship Diagram (ERD) for the GreenLeaf Organics database provides a clear and structured representation of all entities, their attributes, primary keys, foreign keys, and the relationships that connect them. Each table is designed to represent a single business concept, ensuring strong separation of concerns and reducing redundancy. Many‑to‑many relationships are correctly implemented using the junction tables ProductCategory and OrderItem, which link products to categories and orders to products respectively. The ERD also includes several one‑to‑many relationships, such as Customer–Orders, Supplier–Products, Product–ProductReview, Supplier–SupplierReview, and Customer–Review tables, accurately reflecting customer engagement and supplier interactions. Referential integrity is enforced through key foreign constraints, ensuring that all links between customers, suppliers, products, categories, and orders remain valid. Additionally, the RecordHistory table introduces a comprehensive auditing mechanism, capturing changes across all entities to support accountability and traceability. Overall, the ERD aligns closely with the business processes described in the scenario and provides a robust foundation for the system’s implementation. [1] [2]
This is the ERD 
[image: ]

[bookmark: _Toc228526647]Normalizations to Third Normal Form (3NF)
The GreenLeaf Organics database was normalized to ensure data integrity, eliminate redundancy, and support efficient system performance. In First Normal Form (1NF), all tables contain atomic values, with no repeating groups or multivalued attributes. Each field stores a single, indivisible value, such as one customer name, one product price, or one review rating, and every table includes a clearly defined primary key. In Second Normal Form (2NF), all non‑key attributes depend on the whole primary key. Composite keys appear only in the junction tables OrderItem (ordersID, productID) and ProductCategory (productID, categoryID), and both contain no partial dependencies. All remaining tables use single‑column primary keys and therefore automatically satisfy 2NF. In Third Normal Form (3NF), no transitive dependencies exist; every non‑key attribute depends directly on the primary key rather than on another non‑key attribute. For example, in the Customer table, customerName, emailAddress, phoneNumber, and accountType all depend solely on customerID. Similarly, product attributes depend only on productID. As a result, the database is fully normalized to 3NF, ensuring minimal redundancy, strong data integrity, efficient updates, and reduced anomalies. [1] [3]
[image: ]

[bookmark: _Toc226710028][bookmark: _Toc228526648]Database Implementation
[bookmark: _Toc228526649]Table Creation and Constrains 
The tables in the GreenLeaf Organics database were created using appropriate data types and constraints to ensure structural integrity and reliable system behavior. Primary keys were defined for every table to guarantee unique identification of records, while composite primary keys were used in the junction tables OrderItem and ProductCategory to correctly model many‑to‑many relationships. Foreign key constraints enforce referential integrity by ensuring that orders reference valid customers, products reference valid suppliers, and reviews reference existing customers and products. NOT NULL constraints were applied to essential fields such as customerName, productName, unitePrice, and ordersDate to prevent incomplete data entry. CHECK constraints were used to validate domain‑specific values, such as restricting ordersStatus to ‘Pending’, ‘Paid’, ‘Shipped’, ‘Cancelled’, or ‘Refunded’, and ensuring review ratings fall within an acceptable range. UNIQUE constraints were applied to attributes like emailAddress and categoryName to prevent duplication. Data types were selected based on attribute requirements, including INT for identifiers, VARCHAR for textual fields, DECIMAL for monetary values, and DATE for time‑based attributes. Collectively, these constraints ensure the database is robust, consistent, and resistant to invalid or inconsistent data. [4] [1]


[bookmark: _Toc228526650]Simple Data Population
All tables were populated with realistic and fully connected sample data to simulate the operational environment of GreenLeaf Organics. The dataset includes six suppliers, six customers, six products, ten product‑category links, six orders, six order items, nine product reviews, eight supplier reviews, and seven audit history entries. The values were designed to reflect real‑world scenarios, using authentic UK addresses, organic product names, realistic pricing, and meaningful customer feedback. The sample data ensures that all foreign key relationships are valid, with every product linked to a supplier, every order linked to a customer, and every review linked to both a customer and a product or supplier. This dataset enables comprehensive testing of the database, including join operations, many‑to‑many relationships, stored procedures, triggers, and transaction handling. By covering all entities and relationships, the sample data validates the integrity and functionality of the entire database system. [4] [1]
[image: ]

[bookmark: _Toc228526651]Stored Procedures with Transaction Handling
Store procedures were implemented to manage key database operations, including inserting new records, updating existing data, and deleting entries. These procedures encapsulate business logic within the database, ensuring consistency, security, and reusability across the system. Each stored procedure incorporates transaction handling using BEGIN, COMMIT, and ROLLBACK to guarantee atomicity. During execution, multiple related operations—such as creating an order, inserting order items, and updating product stock—are treated as a single transaction. If any step fails, the procedure triggers a ROLLBACK, preventing partial updates and preserving data integrity. When all operations succeed, a COMMIT finalizes the changes. Error‑checking conditions are included to validate foreign key references, ensure sufficient stock levels, and prevent invalid updates. This approach ensures that complex business processes, such as order processing and review submission, execute reliably and safely, maintaining the accuracy and consistency of the database. [4]
[bookmark: _Toc228526652]Trigger‑Based Auditing
Triggers were implemented to automatically record changes made to key business entities, ensuring full traceability and accountability within the GreenLeaf Organics database. Auditing triggers were created for product updates, customer modifications, and order status changes. Each trigger executes automatically whenever a relevant INSERT, UPDATE, or DELETE operation occurs, capturing essential information such as the table name, record ID, operation type, old values, new values, timestamp, and the user or system responsible for the change. These triggers operate at the database level, ensuring that all modifications are logged consistently, even if changes occur through stored procedures or direct SQL commands. By writing entries to the RecordHistory table, the auditing system supports compliance, debugging, and security monitoring, while preventing unauthorized or untracked data manipulation. This automated approach aligns with industry best practices for audit trails and enhances the reliability and transparency of the database. [4]

[bookmark: _Toc228526653]Key Queries for Business Operations
GreenLeaf Organics relies on several frequent and performance‑critical queries to support daily operations such as product browsing, order tracking, supplier management, and customer engagement. These SQL queries demonstrate how the database functions in a real business environment and validate the correctness of the relational structure. By retrieving products with their suppliers, listing customer orders, analyzing review ratings, and exploring many‑to‑many relationships through junction tables, the queries confirm that foreign keys, constraints, and relationships operate as intended. They also test the effectiveness of indexing and ensure that the system can efficiently handle common tasks such as filtering, joining, aggregating, and reporting. Overall, these queries provide evidence that the database is fully functional, logically structured, and capable of supporting the operational needs of GreenLeaf Organics. [5]
Query 1: Retrieve all customer information (supports customer management and administrative review).
[image: ]
Query 2: List all products with their suppliers (used frequently on the product listing page).
[image: ]

query 3: Retrieve all orders with customer names (supports order management and customer service).
[image: ]









Query 4: Retrieve Order item for a specific order (used during order review and invoice generation).
[image: ]
Query 5: Count how many products each supplier provides (supports supplier performance analysis).
[image: ]

Query 6: Calculate average rating for each product (used for product ranking and customer insights).
[image: ]









Query 7: Retrieve all product reviews with customer names  (supports customer engagement and quality monitoring).
[image: ]

Query 8: Retrieve all supplier reviews with supplier names (used for supplier performance evaluation). 
[image: ]

Query 9: Retrieve all products in each category (supports category‑based browsing on the website).
[image: ]

Query 10: Calculate total revenue from all orders (used for financial reporting).
[image: ]

Query 11: Identify customers who placed more than one order (useful for loyalty analysis).
[image: ]

Query 12: Retrieve the most expensive product (supports pricing strategy and product comparison).
[image: ]

[bookmark: _Toc228526654]Transactional Scenario (Commit/Rollback)
A multi‑step stored procedure was implemented to simulate a complete purchase workflow and demonstrate the use of transactions within the GreenLeaf Organics database. The procedure performs several dependent operations, including inserting a new order, adding associated order items, updating product stock levels, and calculating the final order total. All steps are executed within a single transaction using BEGIN, COMMIT, and ROLLBACK to ensure atomicity. If every step succeeds, the transaction is committed and the order is finalized. However, if any errors occur -such as insufficient stock, invalid product references, or constraint violations—the procedure triggers a rollback. In this case, no order is created, no order items are inserted, and no stock values are modified. This approach prevents partial or inconsistent data from entering the system and validates the ACID properties of the database. The scenario also confirms that triggers, foreign keys, and constraints operate correctly during real‑world operations.

This is a screenshot of COMMIT example:
[image: ]
The COMMIT screenshot is valid because it shows a complete transaction sequence where the INSERT operation was successfully executed and permanently saved. After running START TRANSACTION, the system inserted a new row into the recordhistory table and confirmed this with “1 row inserted.” The subsequent COMMIT finalized the changes, and the SELECT query returned the inserted record, proving that the transaction was committed correctly.







This is a screenshot of ROLLBACK example:
[image: ]
The ROLLBACK screenshot correctly demonstrates how a transaction can be cancelled before being saved. Although the INSERT statement successfully added a row inside the transaction, the ROLLBACK command reversed the operation. The final SELECT query returned zero rows for the inserted historyID, confirming that the data was not saved and the rollback worked exactly as expected.






[bookmark: _Toc228526655]Performance Tuning and Indexing
[bookmark: _Toc228526656]Indexing Strategy
An indexing strategy was implemented to improve the performance of frequent and high‑volume queries within the GreenLeaf Organics database. The screenshot confirms that the Orders table contains a primary key index on ordersID, as well as two additional non‑unique indexes: idx_orders_customerID and idx_orders_ordersDate. These indexes optimise common operations such as retrieving customer orders and filtering or sorting orders by date. Similar indexes were created across other tables, including supplierID in Product, productID in OrderItem and ProductReview, and categoryID in ProductCategory. By reducing full table scans and accelerating join operations, these indexes significantly enhance query responsiveness and support the system’s scalability. The indexing strategy ensures that the database can efficiently handle real‑world workloads while maintaining data integrity and performance. [6]

[image: ]


[bookmark: _Toc228526657]Performance Tuning
Performance tuning focused on optimizing query execution through strategic indexing and structural improvements. The indexes visible in the screenshot demonstrate that key foreign key columns and frequently queried attributes have been indexed to reduce query execution time. For example, indexing customerID and ordersDate in the Orders table allows the system to quickly locate all orders for a specific customer or retrieve orders within a given date range. These optimizations directly support business operations such as order tracking, customer service, and reporting. Additionally, indexing productID and supplierID across related tables improves join performance when retrieving product details, reviews, and supplier information. Together, these tuning measures ensure that the database performs efficiently under typical usage patterns and is prepared for increased data volume as the business grows. [7]
[image: ]




[bookmark: _Toc228526658]Evidence of Indexing
[image: ]
The screenshot from phpMyAdmin provides clear evidence that the indexing strategy was successfully implemented. The Orders table displays three active indexes: the PRIMARY index on ordersID, idx_orders_customerID, and idx_orders_ordersDate. Each index is shown with its key name, column name, uniqueness, and index type (BTREE), confirming that the database engine has registered and applied the indexing rules. This visual confirmation verifies that the SQL indexing commands executed correctly and that the database is now optimized for faster lookups, joins, and filtering operations. The presence of these indexes demonstrates that performance tuning has been applied effectively and that the system is configured to support efficient query execution.



[bookmark: _Toc226710031][bookmark: _Toc228526659]Conclusion and Reflection
This project successfully delivered a fully functional, normalized, and scalable relational database for GreenLeaf Organics. The database supports all major business processes, including supplier management, product listing, customer registration, order processing, and review management. The ERD accurately models real‑world relationships, and the implementation ensures data integrity with constraints, transactions, and auditing triggers. Stored procedures demonstrate robust transaction handling using COMMIT and ROLLBACK, ensuring that multi‑step operations maintain consistency, while performance tuning through indexing enhances query efficiency and prepares the system for real‑world usage.
The development process highlighted the importance of careful planning, iterative testing, and adherence to database design principles. Challenges such as ensuring referential integrity, designing many‑to‑many relationships, and implementing auditing mechanisms strengthened the overall solution and deepened understanding of relational database concepts. Future improvements could include implementing stock management, user authentication, and advanced reporting features to further enhance system functionality.
Overall, the final solution meets the requirements of the assessment brief and provides a strong, scalable foundation for GreenLeaf Organics’ online platform, supporting its mission to deliver sustainable, eco‑friendly products through an efficient and reliable digital infrastructure.
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[bookmark: _Toc226710033][bookmark: _Toc228526661]PART B
[bookmark: _Toc226710034][bookmark: _Toc228526662]Introduction
Modern web applications rely heavily on databases to store and manage information, making security a critical aspect of web development. As websites become increasingly interactive and data‑driven, they also become more vulnerable to attacks that exploit weaknesses in how user input is handled. One of the most significant and well‑documented threats to database‑driven systems is SQL Injection. This type of attack targets communication between a website and its database, allowing malicious users to manipulate SQL queries by injecting harmful input into form fields, URLs, or other data entry points. SQL Injection can lead to unauthorized access, data theft, data corruption, or even complete loss of database integrity.
This report examines SQL Injection in the context of my PHP‑based book review website, which includes features such as user authentication, search functionality, and administrative CRUD operations. Because the site interacts with a database in multiple ways, understanding SQL Injection and implementing appropriate defenses is essential. The report explains what SQL Injection is, why it poses a serious risk, how it could affect a site like mine, and the specific measures I have implemented—such as prepared statements and input validation—to protect against it. It also highlights areas where security can be further improved, demonstrating a clear understanding of secure coding practices.

[bookmark: _Toc228526663]Project Overview
The Book Review Website is a dynamic, database‑driven web application developed using PHP, MySQL, and PDO. Its primary purpose is to allow students to browse a collection of books, read detailed descriptions, and submit their own reviews. The system also includes an administrative interface that enables an admin user to manage the book catalogue through secure CRUD operations. The project demonstrates key skills learned throughout the module, including database design, server‑side scripting, session management, user authentication, and secure handling of user input.
[bookmark: _Toc228526664]Project purpose
The website was designed to showcase practical PHP programming skills while providing a functional platform for users to interact with dynamic content. Students can log in, search for books, view detailed information, and contribute reviews. Administrators have additional privileges that allow them to add, edit, and delete books from the system. The website therefore demonstrates both user‑level interactivity and administrative data management, fulfilling the requirements of a database‑driven application.
[bookmark: _Toc228526665]Website Features              
User Features
· User Authentication: Students log in using a secure login system that verifies hashed passwords.
· Browse Books: All books are loaded dynamically from the database.
· Search Functionality: Users can search for books by title or author using a safe, parameterized query.
· Book Details Page: Each book has a dedicated page showing its description and user reviews.
· Review System: Logged‑in users can add, edit, and delete their own reviews.

Admin Features
· Add Books: Admins can insert new books into the database.
· Edit Books: Admins can update existing book information.
· Delete Books: Admins can remove books from the system.
· View All Books: Admins can see a full list of books with management options.
These features demonstrate full CRUD functionality across both user and admin roles.
[bookmark: _Toc228526666]Database Structure 
The website uses a relational database consisting of three interconnected tables:
Users
This table stores login credentials and user roles. Passwords are securely stored using PHP’s password_hash() function.
Key fields: user_id (Primary Key), username, password_hash, role (admin or user)
Books
This table stores information about each book displayed on the website.
Key fields: book_id (Primary Key), title, author, description.
Reviews
This table stores user‑submitted reviews and links each review to both a book and a user through foreign keys.
Key fields: review_id (Primary Key), book_id (Foreign Key → books.book_id),user_id (Foreign Key → users.user_id), rating, comment, created_at.
The database is properly normalized, with key foreign relationships ensuring data consistency and preventing duplication.
[bookmark: _Toc228526667]Entity Relationships
The system follows a clear relational structure:
· One user → many reviews
· One book → many reviews
· Admin → manages books
[bookmark: _Toc226710039][bookmark: _Toc228526668]SQL Injection
SQL Injection is one of the most common and dangerous security vulnerabilities affecting database‑driven websites. It occurs when an attacker is able to manipulate the SQL queries executed by a web application by injecting malicious input into form fields, URL parameters, or any other user‑controlled data. When a website fails to properly validate or sanitise user input, an attacker can alter the intended SQL command, potentially gaining unauthorized access to data, modifying records, or even deleting entire tables. SQL Injection is particularly harmful because it targets the database directly, where sensitive information such as usernames, passwords, and personal data is stored.
A classic example of SQL Injection occurs when a website constructs a query by directly inserting user input into an SQL string. For example, a vulnerable login query might look like:
· SELECT * FROM users WHERE username = '$username' AND password = '$password';
If an attacker enters the username:
· ' OR '1'='1
The resulting SQL becomes:
· SELECT * FROM users WHERE username = '' OR '1'='1' AND password = ''; 
Since the condition '1'='1' is always true, the attacker bypasses authentication and gains access without knowing a valid password. This demonstrates why SQL Injection is a major threat: it allows attackers to manipulate logic, extract data, or escalate privileges simply by crafting malicious input.
In more severe cases, attackers can chain multiple SQL commands together. For example:
· '; DROP TABLE users; --
If executed, this could delete an entire database table. Although modern database engines often block multiple statements by default, poorly configured systems remain vulnerable.[1] [2] 

[bookmark: _Toc228526669]SQL Injection in the Context of My Website

My website is a database‑driven book review platform built using PHP and MySQL. It includes user authentication, an admin panel for managing books, and a review system for students. Because the site accepts user input in several places—such as login forms, search fields, review submissions, and admin CRUD operations—it is essential to protect these areas from SQL Injection.
If the site were written using unsafe string concatenation, it would be vulnerable. For example, an unsafe search query might look like:
· $sql = "SELECT * FROM books WHERE title LIKE '%$q%'";
In this case, an attacker could inject SQL into the search box to manipulate the query. However, my website avoids this vulnerability by using prepared statements with bound parameters, which prevent user input from altering the SQL structure.
[bookmark: _Toc228526670]Anti–SQL Injection Defenses Implemented
Throughout the website, I use PHP Data Objects (PDO) with prepared statements. For example, in index.php, the search feature is implemented as:
· $sql .= " AND (b.title LIKE :q OR b.author LIKE :q)";
       $params[':q'] = '%' . $q . '%';
$stmt = $pdo->prepare($sql);
$stmt->execute($params);
This ensures that the search term is treated strictly as data, not executable SQL. Even if a user enters malicious input, it cannot break out of the query structure.
Similarly, the login system uses:
· $stmt = $pdo->prepare(
               "SELECT user_id, username, password_hash, role
               FROM users
               WHERE username = :username"
             );
           $stmt->execute([':username' => $username]);
This prevents attackers from injecting SQL into the username field.
The admin panel (admin_books.php) also uses prepared statements for inserting, updating, and deleting books. For example:
· $stmt = $pdo->prepare(
 "UPDATE books
  SET title = :title, author = :author, description = :description
  WHERE book_id = :id"
             );
This ensures that even admin‑level operations remain secure. [2][3]
[bookmark: _Toc228526671]Remaining Weaknesses and Areas for Improvement
Although the website uses prepared statements consistently, there are still areas where validation can be strengthened. For example:
· The rating field in reviews should be validated to ensure it is between 1 and 5.
· The description fields could be length‑checked to prevent excessively large input.
· Debugging statements such as var_dump($user) in login.php should be removed before deployment. (Note I use this debugging statement for fide out an issue with student login).
These are minor issues but acknowledging them demonstrates awareness of secure coding practices.

[bookmark: _Toc226710040][bookmark: _Toc228526672]Screenshot
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Attempted SQL Injection using ' OR '1'='1 in the search field.
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The website safely ignores the injection attempt due to prepared statements.
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Adding a book to the list:
[image: ]

The book is added successfully: 
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Tables :
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[bookmark: _Toc228526673]Conclusion 
The development of this PHP‑based Book Review Website demonstrates a strong understanding of database‑driven web applications, secure coding practices, and practical implementation of CRUD functionality. Through features such as user authentication, book browsing, review submission, and an admin management panel, the system successfully integrates dynamic content with a well‑structured relational database. The use of hashed passwords, session handling, and role‑based access ensures that both regular users and administrators interact with the system securely and appropriately.
A key focus of this project was the identification and prevention of SQL Injection vulnerabilities. SQL Injection remains one of the most common and dangerous threats to web applications, particularly those that rely heavily on user input and database queries. By analyzing how SQL Injection works and testing the website with attempted injections, it became clear that insecure query handling could lead to unauthorized access, data manipulation, or exposure of sensitive information. However, the consistent use of PDO prepared statements throughout the login system, search functionality, and admin CRUD operations effectively protects the website from these attacks. The system safely rejects malicious input, demonstrating that user data is treated strictly as data rather than executable SQL.
The screenshots included in the report provide visual evidence of the website’s functionality, database structure, and security behavior. They illustrate how the system processes user actions, how the database tables support the application, and how attempted SQL injections are handled safely. Together, these elements show that the website is not only functional but also built with a clear awareness of secure development principles.
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