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In this paper the author presents Cloud Computing. In the first part there are presented types of Cloud Computing and some examples are given. After that the author presents types of services and outline the advantages and disadvantages of Cloud Computing. Towards the end of the paper vulnerabilities and security issues are discussed and the author also presents some solutions for the vulnerabilities presented.
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We can safely say that Cloud Computing is about storing, processing and managing data found on remote systems accessed through internet [1]. This means that the users, at any time, may use an almost unlimited computational power without making major investments to satisfy their needs and can access their data from anywhere with just a simple internet connection [2]. Cloud Computing has the potential to reduce IT costs of users and to help increasing the number of available services [3]. Using Cloud Computing, even the smallest companies [4] can increase activity and efficiency of their services managing successfully their costs. While World Wide Web makes the information available to everyone we can say that Cloud Computing makes the computational power available to everyone. Like the Web, Cloud Computing represents a technological innovation that was born recently and that keeps developing [1].
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There are 4 types of Cloud [5] [6]:

- Private Cloud
- Public Cloud
- Hybrid Cloud
- Community Cloud


1) [bookmark: _Toc514878102]Private Cloud 


In Private Cloud [7] the IT infrastructure is used by only one organisation which can administrate itself the infrastructure or can give this role to an external company. In Private Cloud the available resources are optimized [8]. Some of the companies that have developed a Private Cloud are: IBM [9], HP [10] and Microsoft [11]





2) [bookmark: _Toc514878103]Public Cloud


In Public Cloud [7] the infrastructure is available to the public or to a part of it based on requirements, rules or interest. In this type of cloud, the infrastructure is owned and administrated by a service provider [8]. The services can be access via Internet and the data protection is provided by the service provider that administer the infrastructure [12]. Examples of Public Cloud: Windows Azure Platform [13] offered by Microsoft, AWS [14] provided by Amazon, AppEngine [15] and Gmail [16] provided by Google


3) [bookmark: _Toc514878104]Hybrid Cloud


In Hybrid Cloud [7] [8] the infrastructure can be formed putting together one or more Cloud components, which can be Private or Public, that are considered as a hole using same technology.

4) [bookmark: _Toc514878105]Community Cloud


In Community Cloud [17] [8]the infrastructure is shared by multiple organisations to provide services to a certain community. The infrastructure is owned and administrated by one or more organisation from the community, a third party or a combination of both and can exists inside or outside of the organisation [4].





[bookmark: _Toc514878106]Cloud Computing Services

The most important Cloud Computing services are [5] [7]:

1) Infrastructure as a Service (IaaS) [6] [18]
2) Platform as a Service (PaaS) [17]
3) Software as a Service (SaaS) [8]


1) [bookmark: _Toc514878107]Infrastructure as a Service (IaaS) 


A service provider rents the IT infrastructure (virtual machines), that can replace company`s infrastructure (physical machines) [19]. In this case, the service provider is responsible of maintenance of the machines in case of failure while the operating systems, applications and the data will be managed and secured by the customer [18].

Examples of IaaS: Amazon Web Service [14] (AWS), Google Compute Engine [20] (GCE), Rackspace Open Cloud [21], Ibm SmartCloud Enterprise [22], HP Enterprise Converged Infrastructure [23].



2) [bookmark: _Toc514878108]Platform as a Service (PaaS) 


The service provider is offering preconfigured components, servers and data bases for web application developers. PaaS is more flexible and allows the developer to build their own applications and to add an extra security layer [19].

Examples of PaaS: Engine Yard [24], Red Hat OpenShift [25], Google App Engine [15], Heroku [26], AppFog [27], Windows Azure Cloud Service [13], Amazon Web Services [14], Caspio [28].

3) [bookmark: _Toc514878109]Software as a Service (SaaS)


This is the most popular form of Cloud for the common user. The service provider offers on-demand application to the end users which instead of being installed on the user`s device, it is accessed via Internet [19]. These applications, usually payed by subscriptions, are hosted and managed by the service provider. The user doesn`t pay for the software but to use the software and needed, the software being updated and available to use. Some of these services are E-mail, text processing, agendas, presentations, calendars and many others. These services are not very flexible and the service provider takes responsibility for the biggest part of security of the services [29].

Examples of SaaS: Microsoft Office 365, Google Gmail, Google Docs, Zoho Office, Salesforce, Citrix GoToMeeting, Cisco WebEx.
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[bookmark: _Toc514878111]Advantages:


- The Cloud Computing service provider manages the systems and the storing devices, not the user that interacts with those via Internet [6].
- The systems are virtualized in a network and the user does not know the exact locations of the data or the processes which can have a high legal impact [29].
- The user can easily modify the utilised hardware (increase or decrease the storage volume)
- The user can access his data or use the software when he needs, using a device (pc, laptop, tablet or smartphone) that is connected to the Internet; the need of storing devices is reduced.
- The service provider can migrate certain processes of the user to optimise available resources
- The user pays what he uses (like electricity bill) [6] [19].
- Storing space is cheaper and better – Cloud services are offering a lot of storing space at low costs [19].
- The costs of using your devices are higher than the costs of using virtual ones [3]. The cost of IT staff are reduced; the costs for maintenance and repairs are reduced; the software costs are reduced as it is payed as a subscription [6].
- The Cloud applications are easy to maintain [3]
- Eliminates the need of servers and local infrastructure leaving only the need of a working station with internet access.
- Technical support available – service providers offer technical and operational support, for free most of the time.
- Security is one feature of the Cloud Computing that can be considered an advantage and a disadvantage as well [5]

[bookmark: _Toc514878112]Disadvantages:


- The user needs a stable and fast Internet connection – If the internet connection is down even for a short period an organisation might lose a lot. This internet dependency will increase the need for bandwidth and download and upload speed and so will the costs for these will [8].
- Data Security – This is one of the biggest vulnerability of Cloud Computing [12]. All the data and records are at the service provider so the customer don`t have control of the data security [3] [30].
- Attacks - DDoS (Distributed Denial of Service) attacks are more frequent in Cloud Computing [30].
- The users doesn`t know where his data is located and has no control over confidentiality [6]. For SMEs it is not a big issue but for a multinational organisation, that is active in more than one country, the different legislation is a big risk [29] [31].
- Benchmarking – the user doesn`t know for sure if he gets always what the service provider promises as there are different configurations and different brands of servers for the virtual machines [32].
- Redundancy is harder to achieve as virtual servers are more compact [29].
- Energy consumption can`t be manually reduced and this role is given to the virtualisation software [32]
- Some Cloud software require intensive training (even days) for the customer`s employees so they will be able to use it properly even if the service provider provides free training most of the times [33].
- Difficulties in changing service provider – changing the service provider is costly and difficult because of the need of data migration [29].
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The science and technical world is very concerned about security aspect of data in Cloud Computing. The fact that the data is stored in an unknown location and on other company’s machines raises suspicions regarding who can access the data [34]. All the services provided by Cloud Computing, collect and store huge amount of data in data centres located all over the globe [29]. Data protection and managing confidentiality legal issues will determine the success or the failure of Cloud Computing services [29]. 
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Many of the risks associated with Cloud Computing are not new and can be found in many of today`s companies. Preventing and managing risks is crucial in ensuring data`s confidentiality, integrity and availability (CIA) [35] [33].
Some of the most critical vulnerabilities are:

· Data loss [3] [36] [37]
· Natural Disasters [34] [31]
· Physical security [8] [37]
· Intrusion attacks [5] [17] [36] [37]
· Service availability [3] [8]
· Integrity of data [17] [33]
· Privacy [36] [37]
· Confidentiality [34] [37] [31]
· Interoperability and Portability [5] [29]
· Insecure interfaces and API [3] [36] [33]
· Metering and billing evasion [3] [8] [19]
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The solutions can be technical or policy-based solutions. The policy-based solutions are provided by some companies and organisations. The companies that influence directly the Cloud Computing field are:

· NIST(National Institute of Standards and Technology) [7] [4]
· CSA(Cloud Service Alliance) [4]
· ISACA(Information Systems Audit and Control Association)
· ECP(European Cloud Partnership)






Policy-based Solutions are [1] [37]:

· Service provider`s staff should have appropriate knowledge and skills to deal with customer`s needs and requirements
· Service providers should be able present to the customers the effectiveness of data privacy controls
·  The quality of services, standards and procedures of the provider should be checked regularly by a third party company and the results presented to the customers. 
· Service provider should be able to provide information about security to the customers.
· Policies and procedures should be available for data back-up and data recovery.
· The service provider should offer support for interoperability and portability and mention it in the contract with the customer.
· Tests and information about the connectivity and bandwidth limitation should be present in the contract with the customer.
· Policies and procedures for patching should be presented to the customers; should contain responsibilities for patch management.
· Encryption and key management should follow industry and government standards.
· Present procedures to prevent, detect and react to security breaches.
· Present proof of existent security controls.
· Present procedures in process of hiring staff that is responsible for administrating and managing cloud services.
· Regularly preform security audit.
· Policies about data traffic should be implemented.
· Prohibiting sharing personal information (account, password) with other people.
· The customer should be allowed to inspect the physical location of the service provider
· The service provider should have confidentiality agreement and policies signed by staff.
· The service provider must present to the customers about laws and regulations available in the country where data is stored and how this can affect the customers.
· Security departments must take part at signing the SLA [3](Service Level Agreements) between the customer and the service provider so the security requirements can be met.





Technical Solutions are [1] [3] [30] [37]:


· Proper identification and classification of data in the Cloud Computing.
· Service providers should have valid data back-up and recovery options.
· Connectivity and bandwidth should be checked regularly.
· Network monitoring should be available.
· Automated patching services. 
· Changes (testing, patching and others) in the Cloud Computing should be done so that will influence the Cloud services at a minimum.
· Virtual machines and supervisors are securely configured.
· Review and monitor regularly privileged access. 
· Encrypted administrator access.
· Firewall.
· IDS(Intrusion Detection System).
· IPS(Intrusion Prevention System).
· Closing all unused ports.
· Check regularly the quality and security of hardware.
· Utilising secure transfer data protocols.
· Software installed by service provider or customer must meet the industry and government standards.
· Secure browsers(add-ons and plug-ins).
· Antivirus.
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Cloud Computing represents a new step in Internet`s development and a new phase in the industrialisation of the computational power transformed in a consumer good that can be delivered anytime and anywhere [2].
Cloud Computing technology allows companies to migrate their data, electronic mails, applications and other services towards virtual machines that can be accessed remotely via Internet , which will lead to increase performance in the IT department of companies and a better internal structuring [36].  The biggest flaw of the Cloud Computing is the risks [35] [12] caused by security and as long as this exists it will be hard for all the companies to benefit from the advantages offers by Cloud Computing [8]. There are still new technologies needed that would lower the risks, of Cloud Computing, until organisations can utilise fully the Cloud Computing services [5].
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