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Lab: IPv4, Subnetting, VLSM and IPv6 Addressing


Understanding IPv4 and IPv6 addressing (word count 1000) 
This part of lab worksheet require you research and write a report on “Features of IPv6”. You may discuss but not limited to structure, address types, advanced functionalities and security.  
[bookmark: _GoBack](report at bottom)
Subnetting and VLSM

NOTE: To complete this part you would need full understanding of Lab 10 to 14. 
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Using the Network address 172.16.2.0/24, VLSM the network to support the following requirements: 
Subnet A: 16 hosts       
Subnet B: 2000 hosts  
Subnet C: 6 hosts
Subnet D: 500 hosts
Subnet E: 60 hosts
Subnet F: 180 hosts and Serial links between routers
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Table 1
	Subnet
	Network Address
	Subnet mask
	First Address
	Last Address
	Broadcast Address

	B
	172.16.2.0
	255.255.248.0
	172.16.2.1
	172.16.9.254
	172.16.9.255

	D
	172.16.10.0
	255.255.254.0
	172.16.10.1
	172.16.11.254
	172.16.11.255

	F
	172.16.12.0
	255.255.255.0
	172.16.12.1
	172.16.12.254
	172.16.12.255

	E
	172.16.13.0
	255.255.255.192
	172.16.13.1
	172.16.13.62
	172.16.13.63

	A
	172.16.13.64
	255.255.255.224
	172.16.13.65
	172.16.12.94
	172.16.13.95

	C
	172.16.13.96
	255.255.255.248
	172.16.13.97
	172.16.12.102
	172.16.13.103



IPv6
Introduction
The need to update the Current Internet Protocol IPv4 came as there is only a limited number of IPv4 addresses available and everyday there are more and more devices requiring it, IPv4 allowed up to a maximum of around 4 billion addresses and today there are 4.3 billion IPv4 type addresses. The limited number of IPv4 addresses means that even if everyone in the world wanted to have a device connected to the internet they couldn’t because there aren’t enough addresses.  The new Internet Protocol is IPv6, IPv6 has started to become standard around the world, this protocol allows for around 340 undecillion addresses [1] which is unlikely to run out anytime soon and allows the entire population to have millions of their own devices connected to the internet. 
Tunnelling
Tunnelling allows existing IPv4 infrastructure to carry IPv6 traffic while the routing infrastructure for IPv6 is being developed, this is essential to the transition from IPv4 to IPv6. There are different way the tunnelling technique works, the first one is router to router or host to router, this allows the IPv6 packet being tunnelled to a router. The second is host to host or router to host, this allows the packet to be tunnelled all the way to its final destination [2]. 
Tunnelling works by encapsulating the header of the packet which is being transported from IPv6 to IPv4, when the packet is about to exit the node the IPv4 header is removed and updated with the IPv6 header.
Address types
IPv6 uses different address types some of which are similar to IPv4, these addresses are 128-bits. IPv6 is able to support addresses which are four times the length of IPv4. There are 6 main address types and many unassigned address types on IPv6, the main ones are unicast, global unicast addresses, link local addresses, unique local addresses, multicast and anycast.
Unicast
Packets addressed to a unicast are delivered to a single interface and allow multiple interfaces to use the same address
Global unicast addresses
Typical publicly routable address which are the same as the one used in IPv4.
Link local addresses
the link local addresses ae similar to the private addresses used in IPv4 in the way that they aren’t meant to be routed. They allow you to create a temporary small LAN which can be used for meetings or for a LAN that’s not going to be routed but still needs to share and access files locally. [3]
Unique local addresses
Unique local addresses are designed for non-routing purposes but they’re unique so they wont overlap with another. [3] These addresses are designed to replace site-local addresses and are very similar to the private addresses on the IPv4. 
Multicast
Packets addressed to a multicast are delivered to all interfaces identified by the multicast address, they are essentially one-to-many addresses. These addresses in IPv6 start with FF. 
Anycast 
Similar to multicast addresses, anycast addresses identify multiple interfaces however, an anycast packet is only delivered to one address. [3]
Security
Network Address Translation
Network Addresses Translation is a way of taking private IP addresses and turning them into public IP addresses, this solves the issue with the limited number of IP address which are available on IPv4 however the issue of limited IP addresses is no longer an issue with IPv6 [4]. Without NAT organisations which require thousands of IP addresses would  need to use the publicly available IP addresses which would cause problems since there isn’t many spare. 
In IPv4 NAT technology was used to solve the issue of security, users connecting to the internet through a NAT router are hidden since their IP address is not directly on the internet. Some people support using NAT on IPv6 as well. The use of Unique Local Addressing which uses private addresses allows users to protect their IP address while using IPv6 [5]. 
Internet Protocol Security
Unlick IPv4, IPv6 has advanced security features such as IPsec. IPsec is a protocol which IP packets are encrypted and authenticated during their transmission. IPsec can be used to protect many different data flows such as, between a pair of hosts, between a pair of security gateways and between a security gateway and a host [5]. IPsec was designed alongside IPv6 which allows it to be completely compatible on a range of different devices, IPv4 can implement IPsec but it is not designed for it so there are some concerns regarding its security. 
Current use
According to WorldIPv6Launch Carrier Networks are the major user of IPv6 addresses and are leading the way in transition from IPv4, in the US more than 90% of traffic used by T-Mobile is using IPv6, Comcast and ATandT both have roughly 65% of IPv6 traffic [6]. Many major websites are accessible through IPv6, more than 30% of the Alexa Top 1000 websites are currently reachable through IPv6 [4], these websites include Google.com, Youtube.com, Facebook.com. to help promote the transition many companies have started to charge for the use of IPv4 address which providing IPv6 addresses for free, many of these provide IPv6 as standard and charge extra for the IPv4 connectivity.
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